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Abstract. The use of pointers presents serious problems for softwaduptivity tools for
software understanding, restructuring, and testing.tB@renable indirect memory accesses
through pointer dereferences, as well as indirect proeedaits (e.g., through function point-
ers in C). Such indirect accesses and calls can be disantéégwéth pointer analysis. In this
paper we evaluate the precision of one specific pointer aisa(the FA pointer analysis by
Zhang et al.) for the purposes of call graph constructiorCfarograms with function point-
ers. The analysis is incorporated in a production-strengtte-browsing tool from Siemens
Corporate Research in which the program call graph is usea @smary tool for code
understanding.

The FA pointer analysis uses an inexpensive, almost-lifilear- and context-insensitive
algorithm. To measure analysis precision, we compare thegaph constructed by this
analysis with the most precise call graph obtainable by gelaategory of existing pointer
analyses. Surprisingly, for all our data programs the FAyaimachieves the best possible
precision. This result indicates that for the purposes dfgraph construction, inexpensive
pointer analyses may provide precision comparable to tkeeigion of expensive pointer
analyses.
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1. Introduction

In languages like C, the use pbinterscreates serious problems for software
productivity tools that use some form of semantic code amslfpr the pur-
poses of software understanding, restructuring, anchtesiointers enable
indirect memory accesseBor example, consider the following sequence of
statements:

1*p =1,
2 wite(x);

At line 1 we need to know those variables to whizimay point in order
to determine which variables may be modified by the statenidns infor-
mation is needed by a variety of applications: for exampglsjicing with

respect to statement 2, a slicing tool needs to determin¢hehstatement 1
should be included in the slice. In addition, pointers aliodirect procedure
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2 Milanova, Rountev, and Ryder

calls—for example, iff p is a function pointer in C, statemefitf p) () may
invoke all functions that are pointed to bg. Such indirect calls significantly
complicate the interprocedural flow of control in the pragra

Theprogram call graphis a popular representation of the calling relation-
ships between program procedures: an e@@eP,) shows that procedure
P, may call procedurd. This information is essential for program com-
prehension, and can be provided by a variety of softwareymtodty tools.
However, such tools face a problem when the program conitadirect calls
through function pointers. In this case, some fornpoihter analysianay be
necessary to disambiguate indirect calls. The goal of a@akeh is to investi-
gate such use of pointer analysis in the context of an inidiistvde-browsing
tool.

Precise information about memory accesses and procedigésdanda-
mental for static analyses used in software engineerinig towd optimizing
compilers. Pointer analysis determines the set of memamtilons that a
given memory location may point to (e.g., the analysis cdrrdgne which
are the locations thatmay point to at line 1). In addition, pointer analysis de-
termines which function addresses may be stored in a givestiin pointer.
Because of the importance of such information, a varietyonfiter analyses
have been developed [11, 12, 9, 5, 1, 22, 20, 25, 18, 13, 7,3, Ghese
analyses provide different tradeoffs between cost andgioec For example,
flow- and context-insensitive pointer analyses [1, 20, Z5,4] ignore the
flow of control between program points and do not distinglostween dif-
ferent calling contexts of procedures. As a result, suclyaas are relatively
inexpensive and imprecise. In contrast, analyses with sisgeee of flow or
context sensitivity are typically more expensive and moeeise.

The precision of different analyses has been traditionai®asured with
respect to the disambiguation of indirect memory accessgs the locations
that p points to at statemerttp=1). However, there has been no work on
measuring analysis precision with respect to the disanalbiggu of indirect
procedure calls and its impact on the construction of thgnam call graph.
The goal of our work is to measure the precision of a pointeyais by
Zhang et al. [25, 24] (referred to by its authors asFAgointer analysisfor
the purposes of call graph construction for C programs wititfion pointers.
The FA analysis is a flow- and context-insensitive analysta ®(na(n,n))
complexity, wheran is the size of the program amdis the inverse of Acker-
mann’s function. This analysis belongs at the low end of thiatpr analysis
spectrum with respect to cost and precision.

The FA analysis was implemented in the context of an indalst@urce
code browser for C developed at the Software Engineeringaibeent of
Siemens Corporate Research. The standard version of thedwprovides
syntactic cross-reference information and a graphical userface for ac-
cessing this information. One of the primary browser fezgls the display
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and navigation of call graphs. We worked on extending theftowtionality
to extract and display semantic information obtained tghostatic analysis.
As part of this work, we implemented the FA pointer analysid ased its
output to augment the call graph information provided byliwvser. In the
standard syntax-based browser version, indirect callklgmt be handled—
that is, the call graphs did not contain edges representich salls. By
using the output of the FA analysis, the browser became ¢apéproviding
correct and complete information about the program cajlgra

To measure analysis precision, for each of our data progmaensom-
pared the call graph computed by the FA analysis with thdy‘falecise” call
graph. In Section 5 we discuss in detail our definition of I§fydrecise”, but
intuitively, this is the best call graph that could be congoliby a wide variety
of existing pointer analyses (including analyses that hesretically more
precise than the FA analysis, and substantially more exens practice).
By comparing these two call graphs, we wanted to evaluat@ripescision
of the FA analysis and to gain insight into the sources of ithigrecision.
Surprisingly, in all our data programs there was no diffezerbetween the
two call graphs. This result indicates that for the purposes of call graph
construction, even analyses at the lower end of the costfiwae spectrum
can provide very good precision, and therefore the use okregpensive
analyses may not be justified. This finding is particularkeiasting because
existing work shows that for the purposes of disambiguaitiairect mem-
ory accesses (e.g., fip=1), the use of more expensive analyses provides
substantial precision benefits.

Contributions. The contributions of our work are the following:

e We present the first empirical study of pointer analysis isieq with
respect to disambiguation of indirect procedure calls atichgcaph con-
struction.

e On a set of 8 publicly available realistic C programs, we stioat a
relatively imprecise and inexpensive pointer analysigipoes the fully
precise call graph. Therefore, for the purposes of callly@mstruction
in the presence of function pointers, the use of more expensiinter
analyses may be unnecessary.

Outline. The rest of this paper is organized as follows. Section 2udises
the use of function pointers in C programs. Section 3 pravisieckground
on pointer analysis and describes dimensions of analysisatwl precision.
Section 4 presents the FA pointer analysis. The notion ¢ fulecise call
graph is discussed in Section 5. Section 6 describes ourrieaipiesults
and the conclusions from these results. Related work isusissrl in Sec-
tion 7. Appendix A provides additional details about our kigbn of the

fully precise call graph.
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4 Milanova, Rountev, and Ryder

typedef int (*PFB)();

struct parse_table {
char *nane;
PFB func; };

int funcl() { ... }
int func2() { ... }

struct parse_table table[] = {
{"namel", &funcl},
{"name2", & unc2} };

PFB find_p_func(char *s) {

1 for (i=0; i<numfunc; i++)

2 if (strcnp(table[i].name,s)==0)

3 return table[i].func;

4 return NULL; }

int main(int argc,char *argv[]) {

5 PFB parse_func=find_p_func(argv[1]);
6 if (parse_func)

7 (*parse_func)();

8 else{ ... }}

Figure 1. Table dispatch.

2. Function Pointers in C Programs

The program call graph provides essential information fiftweare under-
standing, restructuring, and testing. In the absence afaidcalls, this graph
can be easily constructed from the program source code. voyfanction
pointersin C enable indirect calls. In real-world C programs, fuoitpoint-
ers are often employed as a powerful mechanism for creatingpact and
flexible code and for extending, customizing, and reusirigtiexg function-
ality. This section discusses several patterns of fungtiointer usage in C
programs and presents detailed examples that illustratsethtypical uses.
These examples are representative of the stylistic pattgenencountered in
our benchmarks.

2.1. TABLE DISPATCH

Consider the example in Figure 1. Tablgbl e maps a nhame to a function

address. Functiohi nd_p_f unc takes a name as an argument and returns the

address of the function that corresponds to that name in e irherefore,

the function invoked at run time for the indirect call siteliag 7 is either

funcl orfunc2, depending on the value of the first command line argument.
Storing function addresses in large function tables is alyidsed idiom

in C programs. At run time the functions are often dispatcinech the table
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struct chunk { ... };
struct obstack {
struct _chunk *chunk
struct _chunk *(*chunkfun) ();
void (*freefun) (); };
void chunk fun(struct obstack *h, void *f) {
h->chunkfun = (struct _chunk *(*)()) f; }
void free fun(struct obstack *h, void *f) {
h->freefun = (void (*)()) f; }

int main() {
struct obstack h;
chunk_fun(&h, &mal | oc) ;
free fun(&h, &free); ... }

Figure 2. Extensible functionality.

based on user input (e.g., command line option, commandligement, or
spreadsheet function). This pattern produces compact thadds easier to
understand and maintain, and therefore occurs often in granas.

2.2. EXTENSIBLE AND CUSTOMIZABLE FUNCTIONALITY

Figure 2 shows a fragment from a memory management libranyctions
chunk_f un andf ree_f un allow library clients to choose the memory alloca-
tion and deallocation procedures associated with ebghack. Clients could
either use default procedures, or could provide other phoes.

The examination of our benchmark programs revealed ligsdhat define
global data structures with function pointer fields. Iditiathese fields point
to functions that provide default functionality, but clisrcan redefine this
functionality by redirecting the fields to client functiorig this case, func-
tion pointers provide a flexible mechanism for extending andtomizing
reusable code.

2.3. POLYMORPHIC BEHAVIOR

In some cases formal parameters are declared as functiatepoto allow
a function to behave in a polymorphic manner. For example,gbal of
function

voi d sentence(FILE *f,void (*process)())

may be to read all sentences from a given file, parse eachnsentend then
process the sentence.sként ence is invoked from a word counting routine,
the processing routing ocess will be counting the words in the sentence. If
sent ence is invoked from a spell checking routing,ocess will be checking
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for spelling mistakes. This pattern of usage facilitatesdieation of reusable
code, and is common in many C programs.

3. Pointer Analysis

Since function pointers are commonly used in C programgwsog pro-
ductivity tools should be able to take them into account woenstructing
the program call graph. To achieve this goal, such tools rieeeimploy
pointer analysisto identify the functions that could be invoked at indirect
calls. Pointer analysis is a popular kind of static analysat determines
which memory locations may be pointed to by a given memorgtioao.
Thus, pointer analysis can determine the functions that beapointed to
by a variablef p, which allows the disambiguation of indirect calls of the
form (*fp) ().

In general, the problem addressed by pointer analysis ieaidable [10].
This has led to the development of a wide variety of approsénamalyses.
All such analyses are conservative (i.e., they are guagdritereport all pos-
sible pointer relationships that could actually occur at time). Analysis
Ais more precise than analydisif the solution computed by is guaran-
teed to be a subset of the solution producedBoyMore precise analyses
are typically more expensive: existing analyses range mptexity from
doubly exponential to almost linear. This section deseribeveral important
dimensions of the cost/precision spectrum for pointengsigl A detailed dis-
cussion of pointer analysis, dimensions of analysis pi@tisind an extensive
bibliography of existing work appears in [8].

Flow-sensitive vs. flow-insensitiveFlow-sensitiveanalyses take into ac-
count the flow of control between program points inside a @dace, and
compute separate solutions for these points. These asatpssider the se-
quence order of program statemerf&ow-insensitiveanalyses ignore the
flow of control between program points, and therefore, siatd execution
order. Thus, flow-insensitive analyses are typically lagzige and less ex-
pensive than flow-sensitive analyses.

Context-sensitive vs. context-insensitiveContext-sensitivanalyses dis-
tinguish between the different contexts under which a mope is invoked,
and analyze the procedure separately for each conBeitext-insensitive
analyses do not separate the different invocation confexta procedure,
which improves efficiency at the expense of some possibl@goa loss.

Consider the example in Figure 3. A context-insensitivdyaimdoes not
separate the different contexts of invocation of functidn as a result, the
analysis erroneously determines that variablim function mai n points to
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int *id(int *x) {

return x;
}

int main() {
int i,j;

int *a,*b;
a=1id(é&);
b =1id(&);
*a = 0

}

Figure 3. Sample program.

bothi andj . In contrast, a context-sensitive analysis distinguidhets/een
the first and the second invocation iod, and correctly determines that
points only to variable , whose value is set to zero by the last assignment
statement imai n.

Field-sensitive vs. field-insensitiveField-sensitive analyses distinguish
between different fields of a structure whereas field-inggasanalyses col-
lapse all fields into a single object. For example, for a $tmécs with two
pointer fieldd andg, a field-insensitive analysis always reports th&t and
s. g point to the same set of memory locations, while a field-$iesinalysis
maintains separate information for the two fields.

Directional vs. symmetric. This dimension of precision is specific to
flow-insensitive analyses. Directional analyses (alserretl to as subset-
based analyses) treat assignments as unidirectional flgaluds while sym-
metric analyses (referred to as unification-based anglymest assignments
as bidirectional. For example, consider assignment and suppose that
may point toa andy may point tob. Given this information, a directional
analysis determines thatmay point tob. However, a symmetric analysis
infers not only thak may point tob, but also thay may point toa.

Analyses that are flow-insensitive, context-insensitargj symmetric are
particularly interesting for analyzing large programsc&8ese of these prop-
erties, analysis implementations can be very efficienth whie appropriate
use of UNION-FIND algorithms, the time complexity of suchalysis is
O(na(n,n)) (i.e., almost linear).
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4. FA Pointer Analysis

The FA analysis [25, 24]Hlow-insensitiveAlias analysis) is a pointer analy-
sis for C that is flow-insensitive, context-insensitive|disensitive, and sym-
metric. The analysis identifies pairs afiases(i.e., multiple names for the
same memory location). For example, after the statempria, *p andx are
aliases because they denote the same memory location.

The FA analysis is based on a fast UNION-FIND algorithm whose-
plexity is almast linear in the size of the program and the sizthe produced
call graph. Thus, the analysis belongs at the low end of th&groanalysis
spectrum with respect to cost and precision. The FA analgssmilar to
a popular unification-based pointer analysis by Steendda8i. The most
important difference between the two analyses is that thariedysis is field-
sensitive. For example, for a structusewith two pointer fieldsf and g,
Steensgaard’s analysis associates a single alias set(sith) and*(s. g),
while the FA analysis computes distinct alias setsfar. f) and*(s. g).

Almost all existing pointer analyses are more precise tharfrA analysis.
For example, one popular pointer analysis is Andersen’tysisg1] which
is flow-insensitive, context-insensitive, and directibofdus, if x may point
to a andy may point tob after processing statemexty, the FA analysis
concludes that andy may point to botla andb, whereas Andersen’s analysis
concludes that may point tob anda, andy may point tob.

The FA analysis handles arrays and pointer arithmetic antygito other
commonly-used pointer analyses. The analysis does niglissh between
different array elements, effectively treating an arrayoas large variable.
Similarly, it ignores pointer arithmetic and tred{sp+i ) as*p.

Since the analysis is field-sensitive, it keeps track of thesiple aliases
of structure fields. In the presence of casting, it is necgdsadentify poten-
tially aliased fields that are declared in different struettypes. To do this,
the analysis matches up the longest common subsequencelsl tyfies; this
approach is similar to the technique presented in [23]. Tdaiinent of union
types is done in a similar manner. The rules for handlingimggtnd unions
are described in detail in [24].

In this section we summarize the key features of the FA aiwlysore
details are available in [25, 24]. The analysis first compwte equivalence
relation, referred to as tHeE equivalence relatio(Pointer-relatecEquality).
Based on this relation, it is straightforward to identifyrpaf potential aliases
in the program. During the construction of the PE relatibre, &nalysis re-
solves indirect calls through function pointers; this mf@tion can later be
used to construct the program call graph.
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&x;

\Y4
A

&z;

—+ T O

p;

Figure 4. Sample set of statements.

4.1. PE E)UIVALENCE RELATION

Memory locations and addresses of memory locations argedfto aobject
names An object name starts with a variable or a heap name folldwed
sequence of applications of left-associative structutd &iecesses (.field), or
right-associative pointer dereferences (*). Auxiliaryahenames are created
explicitly for dynamically allocated memory (e.qg., thrdugalls tormal | oc)
and are distinguished by their allocation site. Object regan also be de-
rived by applying the address operator (&) to certain kinflelject names.
An object name is a prefix of an object name, if 0, is derived fromo by
applying a field access (.field) or a dereference (*).

The set of object names for the sample statements from Figisre

p, &, x, p->f, *p, &z, z, t

These are the names that appear syntactically in the proddame*p is
added because it appears as a prefifgf) . f . Namesx andz appear in&x
and&z, respectively.

If a pair of object names is in the PE relation, this means thatex-
pressions denoted by these names/ have the same value at run tink®r
example, for pointers this means that the two pointers may pothe same
memory locations. For structure types this means that ttwiresponding
fields may have the same values. The PE relation is an equoelela-
tion (i.e., it is reflexive, symmetric, and transitive), atierefore defines a
partitioning of the set of object names into equivalencesda.

To compute the relation, the analysis builds a graph reldoeas theGpg
graph. Graph nodes correspond to equivalence classessat oljmes; graph
edges are eithatereference edgdabeled with *, orfield edgedabeled with
a field identifier. The algorithm for constructirgeg (shown in Figure 5) is
defined in terms of several functions:

e init_equiv clasq0) initializes a singleton equivalence class which con-
tains object name.

¢ find(0) returns the equivalence class containing object name

e union(e;,e;) merges equivalence classesande, and returns the re-
sulting equivalence class.
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cal cul ate-PE-rel ation()

1 for eachodo

2 init_equiv clasgo)

3 prefixfind(o)] = {}

4 for eachodo

5 if o==&0;

6 add (x,01) t o prefixfind(0)]
7 el se if o==apply(oy, %)

8 add (x,0) t o prefiXfind(o;)]
9 el se if o==apply(oy,field)
10 add (field,0) t o prefiX{find(oy)]
11 for eachx=yin the program
12 i f (find(x) # find(y))

13 MERGE(find(x) , find(y))
MERGE(ey, &)

14 e=union(es, &)
15 new prefix= prefixe;]
16 for each (a,0) € prefixey]

17 if exists (a,01) € new prefix

18 i f (find(o) # find(01))

19 MERGE(find(0), find(01))

20 el se

21 new prefix= new prefixU {(a,0)}

22 prefixe] = new prefix

Figure 5. Algorithm for constructingspg.

e apply(o,a) returns a new object name after applying to naoren ac-
cessora that is a field access or a pointer dereference. For example,

apply(p, ) returnsxp.

Each equivalence clasdhas gorefix setassociated with it; intuitively, this
set represents the outgoing edges fi®im Gpg. SetprefiXe| contains a pair
(a,0), for someo € €, if and only if there exists an object narne € e such
thatapply(o1,a) € €—in other words(a, 0) € prefiXe] encodes an edge from
eto € labeled witha.

The algorithm for constructinGpg [25] is presented in Figure 5. The first
part of the algorithm (lines 1-10) creates the initizdg graph. A singleton
equivalence class is added to the graph for each object darag {-3). Lines
4 through 10 construct the prefix sets for the equivalencsseR (i.e., the
edges inGpg). For the set of statements in Figure 4, the initial graphaios
the following edges:

{p—=*p,*p > p->f, &x —x, & 2}
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After the initialization phase, the analysis processegpaibram state-
ments and merges nodes corresponding to expressions thabweathe same
value (lines 11-13§.For example, for each assignment statement, the analysis
merges the nodes corresponding to the equivalence cldssesontain the
object names for the left-hand side and the right-hand ditleecassignment.
Similarly, for each call site, the equivalence classes oaetmal parameter
and its corresponding formal are merged. To take into adcallipossible
formal-actual pairs, the analysis resolves indirect cédisa call throughfp,
each functionfunc that is added to the equivalence class containifigis
considered a potential target of the call. Subsequentyatialysis performs
the appropriate merges of equivalence classes of actuahamngs at the call
throughfp and the formal parameters fafng as well as the return variable of
funcand the left-hand-side of the indirect callhus, in addition tdGpg, the
analysis implicitly constructs the program call graph.

Whenever two merged classes have outgoing edges with the Isdel,
the target nodes are merged recursively. The pseudocodbgaecursive
merge appears in lines 15 through 21 in Figure 5. For exampleigure 4,
statemenp=8&x results in merging of nodgsand&x. Nodes*p andx are also
merged because there are outgoing edges labdien p to * p and froméx
to x. Nodesp- >f andé&z are merged due to statemgntf =8z; no recursive
merge follows because >f has no outgoing edges. Similarly, nodesndp
are merged due to the last statement.

The nodes in the findbpg define the PE equivalence relation. Names that
are in the same equivalence class correspond to expresisaimsay have the
same value at run time. For the example in Figure 4, the graptams the
following equivalence classes:

{p, &x, t }7 {*p7 X}v {p' >f, &Z}v {Z}

Example. Recall the set of statements in Figure 1. The initl graph
contains the following edges:

tabl e[] == tabl e[].nane

tabl e[] 225 tabl e[]. func

1 For simplicity, we present the analysis aslif program statements are handled. Analysis
implementations need to perform appropriate merges onlgtedements that can be actually
reached from the entry point to the program.

2 If classe; contains object namesdp,, ..., fp, that appear at indirect calls, andei is
merged with a class, that contains functionfinc, ... ., fung,, the analysis iterates over each
call edge ¢fp;,func;) and performs the appropriate formal-actual merges. Nateegach call
edge is processed at most once, because each object naraesdppxactly one equivalence
class. Thus, the work performed by the analysis is propuatito the size of the call graph,
retaining the almost linear complexity.
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12 Milanova, Rountev, and Ryder

& uncl —funcl & unc2 — func2

Whent abl e is initialized, singleton equivalence clasdésbl e[ ]. f unc}
and{&f uncl} are merged first. Then nodesapl e[ ] . f unc, & uncl} and
{ & unc2} are merged. Because there are outgoing edges with the shehe la
from these nodes to nodésunc1} and{func2} respectively{funcl} and
{func2} are merged as well. As a result of the initializationtabl e, the
analysis creates the following equivalence classes (cbedeavith a derefer-
ence edge):

{table[].func, &funcl, & unc2}

{funcl, func2}

After line 3 in Figure 1 the equivalence classes are

{ret_find_p_func, table[].func,
& uncl, &func2}

{funcl, func2}

whereret _find_p_func is an auxiliary variable that contains the return val-
ues offind_p_func. Atline 5 in Figure 1 the equivalence class which con-
tainsret _find_p_func is merged with the singleton claspdr se_f unc}.

As a result of the recursive merge, the following equivateictasses are
produced:

{ret _find_p_func, table[].func,
& uncl, &func2, parse_func}

{funcl, func2, *parse_func}

From the second class, the analysis infers that the pogsaiiglets of the call
through*parse_func at line 7 aref uncl andf unc2. The finalGpg graph

contains additional edges (e.qg., related &bl e[ ] . name, argv[], s, etc.);

for brevity, these edges are not shown.

5. Fully Precise Pointer Analysis

After implementing the FA analysis in the code-browsingl top Siemens
Research, our goal was to evaluate the precision of the pealdcall graphs.
To achieve this, we defined a conceptual “fully precise” paimnalysisP.
This analysis is a fully flow-sensitive, context-sensitifreld-sensitive pointer
analysis that represents a point at the very high end of tegrepace for
pointer analysis. A large number of pointer analyses (oir timénor varia-
tions) [11, 9, 5, 1, 22, 20, 25, 18, 13, 7, 4, 6, 3] can be comstiapproximate
versions ofP—that is, the solution computed ®is a subset of the solutions
computed by these analys&was specifically designed to achieve this high
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main id main(cont.)

entry

int *id(int *x) {
return Xx;
}
int main() {
int i,j;
int *a,*b; :|b=r et
1 a=id&); ——{return]
2 b=1id(&);
3 *a=0;
}

=

Figure 6. Sample program and its interprocedural control flow graph.

precision. For example, the analysis maintains full infation about calling
context; for existing analyses, this approach is too exper{sr even impos-
sible in the presence of recursion), and they employ sonma fafrcalling
context approximation.

The definition ofP provides a theoretical model of the best possible pre-
cision that is obtainable with the standard commonly-usaidter analysis
technology. Since the FA analysis always produces a cafihgthat is a
superset ofP’s call graph, we wanted to determine the difference between
the two graphs in order to evaluate the imprecision of the fFalysis and to
understand the sources of this imprecision. In this seatiepresent the key
features ofP; additional details are available in Appendix A.

5.1. INTERPROCEDURALCONTROL FLOW GRAPH

Analysis P is based on amterprocedural control flow graph (ICFG) &G
(N,E,ng). The sample program from Figure 3 and its ICFG are shown in
Figure 6.G is a directed graph with nodes= N representing program state-
ments, edgee € E representing flow of control between statements, and
starting nodeng € N representing the entry point of the program.

Each procedure has associated a siegley nodeand a singleexit node
nodeng is the entry node of the starting procedure. Each call seténs
represented by a pair of nodescal nodeand areturn node For eachdi-
rect call, there is an edge from the call node to the entry node of tHedccal

paper _kl uw. tex; 4/08/2003; 17:46; p.13



14 Milanova, Rountev, and Ryder

procedure, as well as an edge from the exit node of the caileckgure to
the return node in the calling procedure. katirect calls the ICFG does not
contain edges (call,entry) or (exit,return); such edgesdiscovered during
the analysis.

5.2. POINTS-TO GRAPHS

Relationships that involve pointer values are represeintel by points-to
graphsin which nodes correspond to memory locations and edgessepr
“points-to” relationships.

LetV be the set of all local variables (including formals), glolzriables,
and heap variablesin a points-to graph, each local variable and heap vari-
able fromV can be represented multiple times for different callingteats
of the corresponding enclosing procedure.

To achieve full context sensitivity, analysizdefines a set of contexfs
Each context is a sequence of call sites that representsasséfe chain of
procedure invocations starting fromai n. For example, ifrai n contains a
call sites; that invokes procedurpl, and if pl contains a call sites, that
invokesp2, context(s;,sy) € I' represents invocations p? from s, whenpl
had been invoked frorg,. In essence, a conteyte I is an encoding of one
possible state of the run-time call stack. For conveniewes]efine an empty
contexte € I' representing an empty sequence of call sites.

Points-to graph nodes are pafisy) € V x ' representing context copies
of variables; we will use” to denote nodév,y). For a local or a heap variable
v, these pairs present different run-time instances of thabla for different
invocation contexty of the enclosing procedure. A single nodes used to
represent a global variable, or a local/heap variablaim. A points-to edge
(v‘{l,v‘z’z) shows that a memory location represented by the first node may
contain the address of a memory location represented byetiumd node.

Example.For the program in Figure 6, the set of contexts4s{(1), (2)} and
the nodes aré, j¢, a, b¥, xY, x@, retd), andret'?. Variableret is an aux-
iliary name created to represent the return valuedofAs described below,
P computes various points-to graphs for different paths m@FG. For ex-
ample, the points-to graph for pathmai n: entry), (1:call), (id:entry),
(i d:ret=x) contains edge&i¢) and(ret ).

5.3. ANALYSIS SOLUTION

For each patip = (no,...,n) in the ICFG, the analysis computes a points-to
graph that represents all points-to relationships thatetin when the flow
of control follows p. To compute this points-to graph, the analysis associates

3 A heap variable is an auxiliary name representing memorgtioos allocated on the
heap; each allocation site (e.g., calht | oc) is represented by a unique heap variable.
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atransfer function § with each ICFG node;. The input off,, is a points-to
graph PtG and a contexyy € I'. PtG represents the points-to relationships
that exist immediately before the execution pf contexty represents an
invocation context for the procedure containing The output off, is a
new points-to grapliPtG and a new contexy. PtG represents the points-
to relationships immediately after the executionngfandy is an updated
calling context. Further discussion of the transfer fumtdi is presented in
Appendix A; for brevity, here we omit these details.

To compute the points-to graph corresponding to a gath (ng,ny, ...
ng,N), P applies the transfer functions for all path nodes (excepttfe last
node) in the order defined by the path. Thus, the solution coedpat the
top of the last node op is fp (... fn, (fny(0,€))...). The final solution for
a noden (which represents the points-to relationshiigforenoden) is the
union of the points-to graphs corresponding taadilizable pathdgrom ng to
n. A realizable path is a path on which every procedure retiartise call site
that invoked it [19, 11, 16]; only such paths represent pg@ksequences of
execution steps. For example, péattai n: entry), (1:call), (id:entry),
(id:ret=x), (id:exit), (2:return) is not realizable because procedure
i d does not return to the call site that invoked it.

When P determines all realizable paths framg to n, it has to take into
account paths that involve indirect calls. The initial ICB@ly represents
direct calls; thus, during the analysis, the current peiotgraph is used to
infer additional (call,entry) and (exit,return) edges.ntide n; contains an
indirect call through pointeip, a path(ng, ...,n;) is extended with the entry
node of any procedure pointed to by the correspontfihg

6. Empirical Results

Our experiments were performed on a set of 8 realistic C progr ranging in
size from 2652 to 26273 lines of code. The description of #itaskt is given
in Table I. Each program employs function pointers; the neimds indirect
calls in the program is shown in the last column of Table I.

In our evaluation we considered every indirect ca# (xfp)(...) in each
program, and we determined all functiohsic that were in the PE equiv-
alence class fokfp as computed by the FA analysis. For each sfuit,
we manually examined the program source code and attenmpiddritify a
realizable ICFG path (from the entry ohi n to the indirect call) such that
the appropriate edgdp', func) was present in the points-to graph computed
by @ for that path. In all cases we successfully identified attleag such
path. Thus, for all of our data programs, the call graph canttd by the FA
analysis was aubsef the call graph computed [®; of course, this implies
that the two graphs were identical.
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Table I. Program description.

Name Description LOC Indirect Calls
diction 0.8 GNU diction command 2652 3

gdbm 1.8.0 GNU database routines 5577 1

072.sc 6.1 Spreadsheet program 9192 2

find 4.1 GNU find command 15200 22

m nicom 1.83.0 UNIX communication program 15607 6

m 1.4 GNU macro processor 16375 17

less 3.40 GNU less command 20397 4

unzip 5.40 Extraction utility 26273 307

Our precision evaluation showed that for all data progrdmas-A analysis
constructed the best possible call graph obtainable wérstandard pointer
analysis technology. This result can be explained with sloe that the usage
of function pointers in C programs is simpler than the usdgiata pointers;
as discussed in Section 2, we observed several stylistierpat

6.1. TABLE DISPATCH

The case of function dispatch from dispatch tables basedsitrirg is one
of the most frequently occurring pattern of function poinisage (recall the
example in Figure 1). The string that is used to select thetiom from the
table is either (i) evaluated at run time, (ii) determineddgzhon a command
line argument or option, or (iii) determined based on intBva user input.
Therefore, everP cannot do better but conclude that all functions in the table
can be potentially selected.

This pattern of usage occurs in several of our benchmarkseXxample,
find uses a dispatch table to select a parsing function basedeovathe
of a command line argument (the example in Figure 1 was nietivay
find). In | ess, structure instances that represent possible command line
options are stored in a table, and are selected based oprosited options.
Each instance has associated a handling function accdssedt a function
pointer field. In a similar mannem ni comuses a dispatch table to handle the
selection of communication functions.

6.2. EXTENSIBLE FUNCTIONALITY

We encountered several libraries that used structure fietdsstore function
pointers. Although the libraries provide functionality fshanging the default
functions pointed to by the function pointers, this funotbty is not used by
the library clients. Typically, a function pointer field igifialized once and is
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not modified later in the code. As a result, the FA analysibis to conclude
that the points-to set associated with each function pofigiel is a singleton.
For this pattern of usage, it is crucial that the FA analysifigld-sensitive
(i.e., itis capable of distinguishing between structurlelfip To illustrate this
point, recall the set of statements in Figure 2. Steensigapainter analy-
sis [20], which is the most popular inexpensive pointer gsia] does not
distinguish between structure fields; therefore this asislwill erroneously
infer that possible targets at indirect calls througlehunkf un arexnal | oc
andxf r ee. The same imprecision occurs at indirect calls throudtr eef un.
The imprecision is due to the fact that the sets of targetstonkf un and
freef un are merged by the analysis.

We observed this pattern in several of our benchmarks (etgunzi p).
For example,m uses an efficient memory management library, and does
not override the default memory allocation and deallocafienctionality
provided by that library.

6.3. POLYMORPHIC BEHAVIOR

Finally, consider the following example which summarizestaer frequently
used pattern:

void f(void (*fp)()) {...(*fp)()...}.

Suppose that there is a path from the entry node of the protgrantall site
that invokesf , and there is a path from the entry nodef ofo the indirect
call site(*fp) () (otherwise the indirect call would be dead code). For our
benchmarks, in all cases of occurrence of this pattern, dtiewfing three
conditions are true: (i) the function address is passecttijrat the call tof
(i.e., the call site is of the form( &g) ), (ii) the function address is taken only
at calls tof (i.e., all occurrences dig are of the fornt ( &g) ), and (iii) the
function pointer formal parameter 6fis never accessed inexcept at the
indirect calls. Clearly? determines that the possible targets of the indirect
call are all functions whose addresses are used as pararaetails td . The
FA analysis groups these functions in the PE equivalences d& f p. Be-
cause of the conditions specified above, it is easy to sedfhaiquivalence
class of formal parametér p is guaranteed to contaonly functions whose
addresses are taken at callsftde.g.,g); thus, the solution for the indirect
call is the same as the solution computedzy

For example, one of our benchmark progra®g2(sc) uses two poly-
morphic functions that evaluate a mathematical functiorosehaddress is
passed as an argument (e.gosing tangent etc.). One function handles
functions that require two arguments suchpasver, and the other handles
functions with a single argument such @ssine In this case, the functions
whose addresses are taken at distinct call sites are grdaypttae FA anal-
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ysis into two disjoint sets—the set of two-argument funai@nd the set of
single-argument functions. ldi cti on, a polymorphic routine parses each
input sentence and then invokes on it a processing functioosey address
is provided as a parameter. Depending on the desired funadityy the pro-
cessing function either identifies commonly misused pleréfee thediction
command), or analyses sentence length and various reidatslasures (for
the stylecommand).

7. Related Work

There is a large body of work on pointer analyses for C witlyivey degrees
of precision and cost [11, 9, 5, 1, 22, 20, 25, 18, 13, 7, 4, 6/B,Analysis
precision is typically evaluated with respect to the dismuation of indirect
memory accesses (e.g.*ip=1). The most frequently used metric is the av-
erage size of a points-to set [20, 18, 13, 7, 4, 6]. Our workuaxas pointer
analysis precision with respect to the disambiguation diract calls.

Existing work evaluates only thelative precisiorof different analyses—
that is, it compares the solution computed by analysiwith the solution
computed by analysig. Our work determines thabsolute precisiomf the
FA analysis, by comparing it with the fully precise analy$isWe believe
that such evaluations of absolute precision are more uaafiiinformative.

Work by Murphy et al. [15] studies several commercial toolsdall graph
extraction for C programs. This work focuses on the complegigh and
engineering aspects of tool development, and evaluatesibsign decisions
affect the resulting call graphs. One observation pregdntehe paper is that
the majority of commercial call graph extraction tools dad resolve calls
through function pointers. Because indirect calls haveii@ant impact on
the call graphs of C programs, it is important to study tegtes for the dis-
ambiguation of indirect calls. Our work suggests that arpeasive analysis
can resolve calls through function pointers precisely, thedefore it can be
successfully applied in production-strength softwardstoo

Work by Antoniol et al. [2] provides a comprehensive studyhaf impact
of function pointers on the call graphs of C programs (e.¢patypercentage
of all calls are made through function pointers, and how nfangtions are
reachable only along paths that contain indirect callshil&rly to our work,
this study uses pointer analysis to disambiguate indir@tg.cThe conclusion
in [2] is that indirect calls deeply affect the structure bé tcall graph, and
therefore pointer analysis should be employed to take icdownt such calls.
Tonella et al. [21] perform reverse engineering on a largensoe system
written in C. Their work clearly shows that function poirdeare heavily
used in industrial-size software systems and significadtict the call graph
structure. One of the conclusions in [21] is that the disgudiion of indi-
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rect calls by using pointer analysis is necessary in theesortf software
engineering tasks. The goal of our work is to evaluate theigion of the FA
analysis in the context of this problem.

Recent work by Mock et al. [14] studies the usage of dynamiotpdo
data for the purposes of improving program slicing for C. ©hthe conclu-
sions of this work is that imprecise resolution of indireatls may signifi-
cantly affect the precision of the resulting static slid®@sir work shows that
an inexpensive pointer analysis with certain propertiaes. (&eld sensitivity)
is capable of constructing precise call graphs.

8. Conclusions and Future Work

We evaluated the precision of the FA pointer analysis wigpeet to the
disambiguation of indirect calls in 8 realistic C progranife results from
our experiment indicate that inexpensive analyses sucheafA analysis
may provide sufficient precision for the purposes of calbbraonstruction
for C programs with function pointers. In this context, ttse wf more expen-
sive pointer analyses may result in significantly increasest without any
corresponding precision gains.

Clearly, one limitation of this study is that it is unclear sther the results
will extend to other data programs. We are particularlyregiéed in obtaining
precision results for larger programs and for programsritet exhibit other
patterns of function pointer usage. The major difficulty at@mplishing a
study of larger programs is the need for manual examinafipnogram code.
We are currently developing techniques that can speed spptbicess. In
addition, we are interested in performing dynamic analf@ighe purposes
of assessing analysis precision, and evaluating the plitystth human error.

Obtaining a more comprehensive description of common estiaf func-
tion pointer usage is another interesting area of futureareh. Such patterns
can be used as predictors of the precision of the FA analgsigther pointer
analyses. In addition, these patterns may be formalizedcckasdified using
techniques from the design patterns community.
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Appendix A

As described in Section 5, the fully precise analyBiassociates a transfer
function f,, with each node in the ICFG. The input of}, is a points-to graph
that represents points-to relationships existing immedtligbeforen, and a
calling context for the procedure containimg The output off, is a new
points-to graph that shows relationships immediatelyrafteas well as an
updated calling context.

The transfer functions for some sample statements are sindwigure 74
The functions update the input points-to graph by adding pewts-to edges
and by removing "killed" points-to edges, taking into aaubthe current
context. Auxiliary functiorkilled(G, x) removes all points-to edges@from
memory locatiorx. Similarly, killed_set G, S) kills all points-to edges ir
from every location in se$.

The transfer function for a (call,entry) edge updates thiengacontext by
appending the call site lablefo the current invocation string In addition, the
function updates the values of formal parameteizased on the correspond-
ing actualsy;. The function for (exit,return) is defined only if the labdltbe
last (call,entry) edge iy is the same as the label of the current (exit,return)
edge; this ensures that information is propagated onlygaiealizable paths.
Functionkilled_localsremoves all points-to graph nodes that represent local
variables whose lifetime is terminated due to the return.

As described in Section 5, the analysis needs to take intouat@ddi-
tional (call,entry) and (exit,return) edges that corregpdo indirect calls.

4 For simplicity, the definition of? in Section 5 only describes node transfer func-

tions. However, this definition can be trivially extendedagsociate transfer functions with
(call,entry) and (exit,return) edges.
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((p,qY) Ukilled(PtG, pY),y)

f(i: p=malloq...), (PtGy)) =
((p¥,heag) Ukilled(PtG, p),y)

{(p",x) | (a¥,x) € PtG} Ukilled(PtG, p¥),y)

f(xp=aq, (PtGy)) =
{0y) [ (a,y) ePtG A (pY,x) € PtG}U
killed_setPtG, MustPoin{pY)),y)

f(p=xq,(PtGy)) =
{(p",y)1(a',x) PG A (x,y) € PtG}U
killed(PtG, pY),y)

f((call,entry), (PtG,y)) =
(PIGUU{( %) (&) € PtG}yel)
fi
f((exit,return)', (PtG,y)) = if yequalsy @ | then
{(pY,x) | (ret’,x) € PtG} U
killed(killed_locals(PtG,y), p¥),Y)

Figure 7. Sample transfer functions.

Thus, for a patling, ny, ..., Nk, N) in whichnis an indirect call througffp, the
points-to graphPtG and the contexy produced byfy, (... fn (fny(0,€))...)
are used to determine all possible targets of the indirelét-that is, any
funcsuch thatfpY,func) € PtG.
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