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Outline

A Selective knowledge sharing without
compromising privacy

A Privacy-preserving reasoning under the
open world assumption

A Practical algorithms for hierarchies and DL
SHIQ.
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Privacy-Preserving Reasoning

A Can a reasoner answer queries using hidden knowledge
without exposing hidden knowledge?
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Applications

A Personal Information Systems
I e.g., calendar
A Healthcare

I e.g., between person, pharmacy, and health insurance
company

A Information protection

I e.g., can a public user infer protected information from
gueries to Monster.com?

A Government
A Business
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Hidden Knowledge and Incomplete Knowledge

A Open World Assumption
I KB: Dog is Animal
AQuery: if Cat is Animal ? Unknown
If Cat is not Animal ? Unknown
A Knowledge base may be incomplete

A Querying agent cannot distinguish between incomplete
knowledge and hidden knowledge

A Hidden knowledge can be protected as if it is incomplete
knowledge
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Partially Hidden Knowledge
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Desiderata for a Privacy-Preserving Reasoner

q— R . Al {Y,N,U}
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A A privacy-preserving reasoner should be

I History independent: it gives the same answer to a query
regardless of the history of past queries

I Honest: |t never Nl 1 es o

q—— R —l
1 - ﬁL. false

I (Weak) History safe: previous answers and visible
knowledge cannot be used to infer hidden knowledge
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Reasoning Strategy and Safety Scope

A For a knowledge base K, a reasoning strategy ‘R
produces a reasoner B = R(K)

A Scope(R) : {K | ®R(K) is privacy-preserving}

A Different reasoning strategies might have different
safety scopes

A Desired: maximally informative reasoner with the
largest possible safety scope
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Privacy-preserving Reasoning with Hierarchies
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Privacy-preserving reasoning reduces to reachability analysis
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Example: Hierarchies
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Example: Hierarchies
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Informativeness vs. Safety Scope

Increasingly Informative

>
Dummy Obvious Safe Naive
Reasoner Reasoner Reasoner Reasoner
Gives - — I+ + +
information Q"‘r’ — L-“] Q‘r' — Eu QY =Fb _Eh Q‘f’ =F

Safety scope EXfnE,=0| Efnk,=0 [(E-E)NE=0| Ex =10

Decreasing safety scope
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Privacy-preserving reasoning with DL

General Approach

A Ensure that answers to queries will NOT give knowledge
beyond K, about the signature of K.

v C $R.D + Critical visible knowledge K,

>Kh

J

A K, :axioms in K, that contain names in Sig(K,)
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Privacy-preserving reasoning with DL

A A querying agent does not know hidden names in Sig(K,) that
are not in SigK,,)

A A privacy preserving reasoner needs to

I ensure that K, + Q, does not reveal information about
SigK,), beyond that revealed through K,

i i.e., ensure that K, + Qy is a conservative extension! of K,
iie,Va,a € Sig(Kye), Kye Fa= K, +Qy F «

A Determining whether one SHIQ KB is a conservative
extension of another is in general, undecidable

lGrau, 2006
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Privacy-preserving reasoning with DL

A Locality is a sufficient but not necessary condition for
conservative extension

A An axiom or KB is local w.r.t. a signature Sif it reveals no
knowledge about S

A An algorithm for checking locality is available?

A Locality can be used as a basis for a practical privacy
preserving reasoner for SHIQ:

I It suffices to ensure that K-K,+Q, Is local w.r.t. Sig(K,,.)

[Grau et al., 2007]
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Privacy-preserving reasoning with SHIQ
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Safety scope of this strategy is:
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