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Outline

ÅSelective knowledge sharing without 

compromising privacy

ÅPrivacy-preserving reasoning under the 

open world assumption

ÅPractical algorithms for hierarchies and DL 

SHIQ.
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Partially Hidden Knowledge

Locally visible:

Has date

Query: Has date?

Answer: Unknown

Bobô schedule 

ontology

Query: Busy?

Answer: Yes

Conflicting requirements
Å Sharing knowledge
Å Preserving privacy
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Privacy-Preserving Reasoning

ÅCan a reasoner answer queries using hidden knowledge 

without exposing hidden knowledge?

Queries
Yes

Unknown
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Applications

ÅPersonal Information Systems

ïe.g., calendar 

ÅHealthcare

ïe.g., between person, pharmacy, and health insurance 

company

ÅInformation protection

ïe.g., can a public user infer protected information from 

queries to Monster.com?

ÅGovernment 

ÅBusiness
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Hidden Knowledge and Incomplete Knowledge

ÅOpen World Assumption

ïKB: Dog is Animal

ÅQuery: if Cat is Animal ? Unknown

if Cat is not Animal ? Unknown

ÅKnowledge base may be incomplete

ÅQuerying agent cannot distinguish between incomplete 

knowledge and hidden knowledge

ÅHidden knowledge can be protected as if it is incomplete 

knowledge  
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Partially Hidden Knowledge

Locally visible:

Has date

Query: Has date?

Answer: Unknown

Query: Has travel?

Answer: Unknown

Bobô schedule 

ontology

Query: Busy?

Answer: Yes
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Desiderata for a Privacy-Preserving Reasoner

ÅA privacy-preserving reasoner should be
ïHistory independent: it gives the same answer to a query 

regardless of the history of past queries 

ïHonest: it never ñliesò

ï(Weak) History safe: previous answers and visible 
knowledge cannot be used to infer hidden knowledge

q R A Í{Y,N,U}

KB

q R

KB
false

Y

QY

QN

QU
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Reasoning Strategy and Safety Scope

ÅFor a knowledge base K, a reasoning strategy     

produces a reasoner 

ÅScope(    ) : {K |           is privacy-preserving} 

ÅDifferent reasoning strategies might have different 

safety scopes

ÅDesired: maximally informative reasoner with the 

largest possible safety scope
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Outline
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Privacy-preserving Reasoning with Hierarchies

OWA: 

ÅThere may be 

another path that 

connects a and d 

but is not included 

in the visible graph 

ÅaŸd does not 

imply bŸc

unknownYES

a

b

c

d

Privacy-preserving reasoning reduces to reachability analysis
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Example: Hierarchies

ñsafeò graph

Reasoning Strategy:

Safety Scope:

a

b

c

d

e

a

b

c

d

e

E+ -Eh
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Example: Hierarchies

ñunsafeò graph

Reasoning Strategy:

Safety Scope:

a

b

c

d

e

a

b

c

d

e

E+ -Eh(            )+
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Informativeness vs. Safety Scope

Dummy 

Reasoner

Obvious 

Reasoner

Safe 

Reasoner

Naive 

Reasoner

Gives 

information

Safety scope

Increasingly Informative

Decreasing safety scope
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Privacy-preserving reasoning with DL

General Approach

ÅEnsure that answers to queries will NOT give knowledge 

beyond Kv about the signature of Kh.

ÅKvc :axioms in Kv that contain names in Sig(Kh)

Kh

Kv Critical visible knowledgeKvc

C  D

C  $R.D

G  H
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Privacy-preserving reasoning with DL

ÅA querying agent does not know hidden names in Sig(Kh) that 

are not in Sig(Kvc)

ÅA privacy preserving reasoner needs to

ïensure that Kv + QY does not  reveal information about

Sig(Kh), beyond that revealed through Kvc

ïi.e., ensure that Kv + QY is a conservative extension1 of Kvc

ïi.e.,

ÅDetermining whether one SHIQ KB is a conservative 

extension of another is in general, undecidable

1Grau, 2006
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Privacy-preserving reasoning with DL

ÅLocality is a sufficient but not necessary condition for 

conservative extension

ÅAn axiom or KB is local w.r.t. a signature S if it reveals no 

knowledge about S. 

ÅAn algorithm for checking locality is available1 

ÅLocality can be used as a basis for a practical privacy 

preserving reasoner for SHIQ:

ïIt suffices to ensure that Kv-Kvc+QY  is local w.r.t. Sig(Kvc)

[Grau et al.,  2007]



Iowa State University
Department of Computer Science

Center for Computational Intelligence, Learning, and Discovery

Artificial Intelligence Research Laboratory 

Web Intelligence, 2007,  Jie Bao. Research Supported in part by NSF IIS 0639230

Privacy-preserving reasoning with  SHIQ

Call a DL 

Reasoner

Indistinguishable

Safety scope of this strategy is:


