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ABSTRACT
Cloud computing allows clients to upload data and com-
putation to untrusted servers, which leads to potential vi-
olations to the confidentiality of client data. We propose
a static program analysis which transforms a Java program
into an equivalent one, so that it performs computation over
encrypted data and preserves data confidentiality.

The proposed analysis consists of two stages. The first
stage is a type-based information flow analysis which par-
titions the program so that only sensitive part needs to be
encrypted. The second stage is an inter-procedural data flow
analysis which deduces the appropriate encryption scheme
for sensitive variables. In the end, we show the preliminary
experimental results and outlines the research directions.

1. PROBLEM
With the booming of Internet-based business, the number

of applications running over the Cloud has increased dra-
matically over the past few years. These applications have
created a new challenge. Cloud-based applications usually
outsource the computation and data storage to third par-
ties such as Amazon EC2 and S3 which can lead to viola-
tions of the confidentiality and integrity of sensitive data.
The problem is, can programs running on the cloud perform
computation over encrypted data?

2. APPROACH
One approach to address this problem is to make use

of fully homomorphic encryption [7]. This cryptographic
scheme makes it possible to compute arbitrary functions
over encrypted data on the server. Unfortunately, current
implementations of fully homomorphic encryption schemes
are prohibitively expensive by orders of magnitude [3, 8, 9].

Another approach is to encrypt different data using differ-
ent encryption schemes. Some specialized encryption schemes
are more efficient for specific computations over encrypted
data. Therefore, if some data is only involved in certain
operations, it can be encrypted using an appropriate encryp-
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tion scheme that supports those operations, as in CryptDB [23]
and MrCrypt [27]. Shah et al. [26] conjectured that program
partitioning [2, 30] and other program analysis techniques
can help (1) minimize computation on the untrusted server,
(2) deduce efficient encryption schemes (for data that is in-
volved only in operations supported by a given scheme) and
(3) deduce re-encryption points (for data that is involved in
multiple operations, not all supported by any given scheme).

We propose novel program analysis techniques to address
this problem. Specifically, we propose a system that auto-
matically analyzes and transforms a Java program into an
equivalent one that performs secure computations over en-
crypted data on an untrusted server. Given a Java program
in which the user has marked certain variables as sensitive,
our system analyzes and determines the appropriate encryp-
tion schemes for the sensitive variables based on the opera-
tions performed on those variables. We choose more efficient
schemes instead of fully homomorphic encryption to encrypt
sensitive data.

2.1 Information Flow Analysis
Given a program, our system first partitions the variables

in the program into two parts: sensitive variables, which
must be encrypted, and cleartext ones which may remain
in cleartext. The key insight is that if there is information
flow from the user-provided sensitive data (i.e., the sources)
to a variable x, then x must be encrypted. Conversely, if
there is no flow from sensitive data to a variable, then the
variable and its operations may remain in cleartext form.
Our analysis maximizes the part that remains in cleartext.
Further, our analysis is context-sensitive, which allows for
the same method to be applied on encrypted values and on
cleartext values.

Consider the program in Fig. 1. Only variable s in m
is marked sensitive by the user, meaning that it contains
sensitive information and must be manipulated in encrypted
form. Since there is information flow from s to field d and
then to ss, variable ss becomes sensitive. Variable c is clear
and cc is clear as well. Note that the field d and the methods
get and set are polymorphic, as they operates over a sensitive
argument at line 16, and over a clear argument at line 20.

The information flow analysis consists of a type system
and a corresponding type inference. We built them upon our
framework for inference and checking of pluggable types [10,
20], which we have used to define and implement many prac-
tical type-based analyses [10, 13, 11, 12].

The type system has three qualifiers: sensitive, clear, and
poly, which are used to indicate which variables are sensitive,



1 public class Data {
2 poly int d;
3 poly int get(poly Data this) {
4 if (this.d < 0)
5 this.d = this.d + 1;
6 return this.d;
7 }
8 void set(poly Data this, poly int p) {
9 this.d = p;

10 }
11 }
12 public class Example {
13 public void m() {
14 sensitive Data ds = new Data();
15 sensitive int s = ...; // sensitive soure
16 ds.set(s);
17 sensitive int ss = ds.get();
18 clear Data dc = new Data();
19 clear int c = ...;
20 dc.set(c);
21 clear int cc = dc.get();
22 ...
23 }
24 }

Figure 1: A sample Java program.

clear or polymorphic. There is a subtyping relation between
the qualifiers clear <: poly <: sensitive which forbids an as-
signment from a sensitive variable to a poly or clear one.

Given a set of sensitive sources, type inference automat-
ically types each variables in the program according to the
constraints created for all program statements. The inferred
types for the program in Fig. 1 are shown in front of each
variables. Class Data is inferred as polymorphic, ds and ss
are inferred as sensitive. Finally dc, c and cc, remain clear
since there is no flow from source s to any of these.

After the information flow analysis, every variable has a
type sensitive, poly or clear. All methods that have poly
parameters (include implicit parameter this) will have two
versions, one for computation over encrypted data and the
other for computation over cleartext data. The transformed
program is show in Fig. 2. All sensitive and poly variables
are given an encryption type which is discussed in the next
section.

2.2 Data Flow Analysis
As in CryptDB [23], we use four efficient encryption schemes

to support certain operations. They are (1) RND: a ran-
domized encryption scheme for variables not used in any
operations; (2) AH: an additively homomorphic encryption
scheme for variables only used in addition operations; (3)
DET: a deterministic encryption scheme for variables in-
volved in equality checking; and (4) OPE: an order-preserving
encryption scheme for variables used in comparison opera-
tions.

As not all operations will be supported by any given en-
cryption scheme, it may not be enough to give just one en-
cryption type for some variables. For example, at line 4
of Fig. 1, field d needs OPE type, while at line 5, it needs
AH type. No matter which type d is, we must decrypt the ci-

1 public class Data {
2 int d;
3 int d Sen;
4 int get Sen(Data this) {
5 if (d Sen < 0)
6 this.d Sen = this.d Sen + 1;
7 return this.d Sen;
8 }
9 void set Sen(int p) { this.d Sen = p; }

10 int get(Data this) {
11 if (this.d < 0) this.d = this.d + 1;
12 return this.d;
13 }
14 void set(int p) { this.d = p; }
15 }
16 public class Example {
17 public void m() {
18 Data ds = new Data();
19 int s = ...;
20 ds.set Sen(s);
21 int ss = ds.get Sen();
22 Data dc = new Data();
23 int c = ...;
24 dc.set(c);
25 int cc = dc.get();
26 ...
27 }
28 }

Figure 2: The transformed program. The methods
get Sen and set Sen are the sensitive versions of get
and set.

phertext and re-encrypt it using the other type. We call this
a type conversion or re-encryption. Our goal is to minimize
and even completely eliminate type conversions because the
re-encryption process is expensive.

An intuitive idea to address the problem is that we can
encrypt the value of d by two encryption types (AH and
OPE) on the secure client end and then send the two ver-
sions of ciphertext to the untrusted server. The program
will choose the OPE version at line 4 and the AH version at
line 5 without any type conversions.

Based on this idea, we propose a context-insensitive inter-
procedural data-flow analysis inspired by Available Expres-
sions. Initially, each variable x is initialized to all four types
S(x) = {RND, AH, DET, OPE}. The transfer functions de-
pend on specific statements, which are described as follows:

• x = y: S(x) = S(y);

• x = y.f: S(x) = S(f);

• x.f = y: S(f) = S(f) ∩ S(y);

• x = y.m(z): S(x) = S(retm), S(p) = S(p) ∩ S(z);

• x = y + z: S(x) ={AH}.

retm and p are the return value and parameter of m. The
analysis is field-based, that is, field f is considered as a global
variable. All other components of the data-flow analysis are
the same as a standard Available Expressions, such as, the



direction of the data flow is Forward, and the meet operator
is Must.

The analysis examines the operands of arithmetic opera-
tions. If the corresponding encryption type is available then
there is no need for conversion. If it is not available, then
we cannot avoid the type conversion. For example, OPE is
available at line 5 of Fig. 2 since initially S(d Sen) = {RND,
AH, DET, OPE} and no operation expressions change it.
Similarly, AH is also available at line 6. Therefore, the pro-
gram can execute over encrypted data without any type con-
versions. It is worth noticing that the addition expression
at line 6 redefines d Sen so that S(d Sen) = {AH}. If there
is any operations of d Sen other than addition afterwards,
then type conversions there will be unavoidable.

We built the data-flow analysis on top of a general-purpose
inter-procedural analysis framework for Soot [22]. This frame-
work uses data flow values for context-sensitivity which is a
good fit for our analysis. We use a mapping of variables to a
set of encryption types as data flow values in our analysis. In
addition, the framework provides program representations
for Soot’s Jimple IR which is compatible with our checker
framework [20] used in the first stage analysis.

In preliminary results, we have applied our analysis to
10 benchmarks, which are general-purpose Java programs.
7 come from the Java Olden (JOlden) benchmark suite 1,
which implement different algorithms using the tree data
structure. The other 3 benchmarks are medium-sized ones
from the EnerJ benchmark suite [25].

Of the 10 programs, our analysis determines that 6 require
type conversions. A typical example of type conversion is
shown in Fig. 3. Here rating comes from an array of sensi-
tive data. The addition operation makes S(sumRatings) =
{AH}. The type for division 2 is not available at sumRat-
ings / totalReviews; hence, a type conversion from AH to the
division type is necessary at line 6. Similarly, another type
conversion from AH to OPE is also required at line 9 for
variable fraction.

3. CHALLENGES
We outline several challenges.

• Can we further reduce and finally completely avoid
type conversions (re-encryption)? There might be two
solutions to achieve this goal. One possible solution
is to refactor the program so that there is no need
for type conversions. The other is to move a slice of
the program to the trusted client so that the computa-
tion can be performed over cleartext securely, and then
send the encrypted result back to the server which will
continue with the rest of program. The problem is how
to minimize this slice.

Take Fig. 3 as an example. We can extract lines 6 to
11 into a method m client which will run on the client
where the computation can be done over cleartext val-
ues. Then the client sends the encrypted result into
outValue back to server (only outValue will be used in

1https://github.com/farseerfc/purano/tree/master/src/jolden
2We do not specify an encryption type for division operation in
order to simplify our description. It is very easy to extend our
system to handle any other operation just like addition as AH. For
example, we can simply add a DIV type for division operaion to
the initial set and a transfer function S(x) = {DIV} for statement
x = y / z.

1 ...
2 while ( ... ) {
3 sumRatings += rating; // rating is sensitive
4 totalReviews++;
5 }
6 avgReview = sumRatings / totalReviews;
7 absReview = Math.floor(avgReview);
8 fraction = avgReview − absReview;
9 if (fraction < (division ∗ i)) {

10 outValue = absReview + division ∗ i;
11 }
12 ...

Figure 3: A slice of program requiring type conver-
sions.

the rest of program running on the server). The ex-
pected transformed program on the server will look as
follows:

while ( ... ) {
sumRatings += rating; // rating is sensitive
totalReviews++;
}
outValue = m client(sumRatings, totalReviews);

• In order to better evaluate our approach, we would like
to find and analyze more benchmarks. We conjecture
that a large percentage of Java programs would be
“separable”, i.e., would not need type conversions. For
cases where type conversions cannot be avoided, we
will investigate the two approaches we outlined in the
previous bullet and investigate programming effort and
performance degradation. In the future we plan to
analyze Hadoop MapReduce programs since they are
popular and widely used for cloud computing [17, 4,
28, 16, 6, 15, 14, 31, 18, 21, 24, 29, 19, 1, 5].

• Currently, our system does not analyze Java libraries.
However, certain library methods may perform opera-
tions on the variables passed as arguments. For exam-
ple, hash-based containers imply equality checking for
the container elements. java.lang.Math class includes a
large variety of operations. We must handle the Java
library to make our system practical. Our prior work
with incomplete programs (e.g., libraries [13], Android
apps [12]) will be a good starting point.

• Besides data security, program performance is also very
important. We would like to actually run the trans-
formed programs over encrypted data in order to verify
that our approach with efficient encryption schemes
has better performance than fully homomorphic en-
cryption schemes. The challenge here is that it is dif-
ficult to find suitable Java programs containing only
integer and String variables, which is what we need be-
cause existing implementations of encryption schemes
are limited to integer values.

4. RELATED WORK



MrCrypt [27] is a system that provides secure computa-
tions over encrypted data on the cloud server. The key dif-
ference between these two systems is that our system per-
forms analysis on arbitrary Java program while MrCrypt
handles only a small functional subset of Java, such as MapRe-
duce programs which require only a small set of operations.
Furthermore, out system use information flow analysis and
parametric polymorphism to minimize the computation of
encryption, while MrCrypt has to encrypt the entire pro-
gram which results in a relatively larger encryption over-
head. Finally, out system handles programs where more
than one operations apply on the same variable, while Mr-
Crypt fails on such programs. CryptDB [23] is another sys-
tem that can peform computation over encrypted data. It
analyzes SQL queries and rewrites them to execute on SQL
databases. Like MrCrypt, CryptDB is also limited to a spe-
cific application — database queries.

Program partitioning techniques have been used to pro-
vide efficient computation in other domains. EnerJ [25] is
a type-based system that partitions a program into a pre-
cise component and an approximate component. Comput-
ing on approximate data is less expensive than computing
on precise data. Therefore running the program can save
energy at some accuracy cost. Similarly to EnerJ, our sys-
tem partitions the program based on information flow. One
key difference is that EnerJ requires significant amount of
programmer-provided annotations, while our system auto-
matically infers a partition with a maximal number of clear-
text variables.

Another work related to program partitioning is Swift [2],
an approach to partition a program into two parts, one run-
ning on the client and the other running on the server. The
difference between our system and Swift is that Swift phys-
ically isolates security-critical code from the untrusted envi-
ronment to provide security, while our system marks sensi-
tive code and encrypts the data so that the whole program
can run on the untrusted server. Further, Swift requires pro-
grammers to use a security-typed programming language,
Jif/split [30] to write programs. This increases the burden
on programmers and it may not be suitable for existing pro-
grams. In contrast, our system only requires a few annota-
tions by the programmer to indicate sensitive sources.
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