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Abstract

A communication network is a collection of social groups that communicate via an underlying
communication medium (for example newsgroups over the Internet). In such a network, a
hidden group may try to camoflauge its communications amongst the typical communications
of the network. We study the task of detecting such hidden groups given only the history of the
communications for the entire communication network. We develop a probabilistic approach
using a Hidden Markov model of the communication network. Our approach does not require
the use of any semantic information regarding the communications. We present the general
probabilistic model, and show the results of applying this framework to a simplified society. For
50 time steps of communication data, we can obtain greater than 90% accuracy in detecting
bothe whether or not their is a hidden group, and who the hidden group members are.

1 Introduction

The tragic events of September 11, 2001 underline the need for a tool which is capable of detecting
groups that hide their existence and functionality within a large and complicated communication
network such as the Internet. In this paper, we present an approach to identifying such groups. Our
approach does not require the use of any semantic information pertaining to the communications.
This is preferable because communication within a hidden group is usually encrypted in some way,
hence the semantic information will be misleading, or unavailable.

Social science literature has developed a number of theories regarding how social groups evolve
and communicate, [19, 13, 23]. For example, individuals have a higher tendency to communicate if
they are members of the same group, in accordance with homophily theory. Given some of the basic
laws of how social groups evolve and communicate, we have a model of how the communications
within the society should evolve, given the (assumed) group structure. If the observed number of
groups does not adequetly explain the observed communications, but with the addition of an extra,
hidden, group, the communications are better explained, then we have grounds to believe that there
is a hidden group attempting to camoflouge its communications within the existing communication
network. The task is to determine whether such a group exists, and identify its members. We use
a maximum likelihood approach to solving this task.

Our approach is to model the evolution of a communication network using a Hidden Markov
Model. A Hidden Markov model is appropriate when an observed process (in our case the macro-
scopic communication structure) is naturally driven by an unobserved or hidden Markov process (in
our case the microscopic group evolution). Hidden Markov models have been used extensively in



such diverse areas as: speech recognition, [21, 22]; inferring the language of simple grammars [17];
computer vision, [8]; time series analysis, [16]; biological sequence analysis and protein structure
prediction, [2, 3, 12, 10, 11]. Our interpretation of the group evolution giving rise to the observed
macroscopic communications evolution makes it natural to model the evolution of communication
networks using a Hidden Markov model as well. Details about the general theory of Hidden Markov
models can be found in [21, 4, 15].

In social network analysis there are many static models of, and static metrics for the measure-
ment and evaluation of social networks [26]. These models range from graph structures to large
simulations of agent behavior. The models have been used to discover a wide array of important
communication and sociological phenomenon, from the small world principle [27] to communica-
tion theories such as homophily and contagion [19]. These models, as good as they are, are not
sufficient to study the evolution of social groups and the communication networks that they use;
most focus on the study of the evolution of the network itself. Few attempt to explain how the use
of the network shapes its evolution [9]. Few can be used to predict the future of the network and
communication behavior over that network. Though there is an abundance of simulation work in
the field of computational analysis of social and organizational systems [13, 14, 23] that attempts
to develop dynamic models for social networks, none have employed the proposed approach and
few incorporate sound probability theory or statistics [24] as the underlying model.

The outline of the paper is as follows. First we consider a simplified example, followed by a
description of the general framework. We also present some results to illustrate proof of concept
on the our example, and we end with some concluding remarks.

1.1 Example

A simple, concrete example will help to convey the details of our method. A more detailed formu-
lation will follow. Consider the newsgroups, for example alt.revisionism, alt.movies. A posting to a
newsgroup in reply to a previous posting is a communication between two parties. Now imagine
the existence of a hidden group that attempts to hide its communications, illustrated in the figure
below. Figure 1(a) shows the group structure. There are 4 observed groups. A fifth hidden group

Figure 1: Ilustration of a society.

also exists, whose members are unshaded. We do not observe the actual group composition, but
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Figure 2: Communication time series of two societies.

rather the communications (who is posting and replying to posts in a given newsgroup). This is
illustrated in Figure 1(b), where all the communications are between members of the same group.
Figure 1(c) illustrates the situation when the hidden group members need to broadcast some in-
formation among themselves. Notice that once again, no communication needs to occur between
members who are not in the same group, yet, a message can be broadcast across the whole group.
In order to maintain the the appearance of being a bona-fide member of a particular newsgroup,
a hidden node will participate in the “normal” communications of that group. Only occasionally
will a message need to be broadcast through the hidden group, resulting in a communication graph
as in Figure 1(c). The matter is complicated by the fact that the communications in Figure 1(c)
will be overlayed onto the normal group communications, Figure 1(b). What we observe are a time
series of node to node communications as illustrated in Figure 2, which shows the evolving commu-
nications of two hypothetical communities. The individuals are represented by nodes in the graph.
An edge between two nodes represents communication during that time period. The thickness of
the edge indicates the intensity of the communications. The dotted lines indicate communications
between the hidden group members.

The task is to take the communication history of the community (for example the one above)
and to determine whether or not there exists a hidden group functioning within this community,
and to identify its members. It would also be useful to identify which members belong to which
groups. The hidden community may or may not be functioning as an aberrant group trying to
camoflouge its communications. In the above example the hidden community trying to camoflouge
its broadcasts. However, the hidden group could just as well be a new group that has suddenly
arisen, and we would like to discover its existence. We assume that we know the number of
observed groups (for example the newsgroups societies are known), and we have a model of how
the society evolves. We do not know who belongs to which news group, and all communications are
aggregated into the communications graph for a given time period. We will develop a framework to
determine the presence of a hidden group that does not rely on any semantic information regarding
the communications. The motivation for this approach is that even if the semantics are available
(which is not likely), the hidden communications will usually be encrypted and designed so as to
mimic the regular communications anyway.



2 Probabilistic Setup

We will illustrate our general methodology by first developing the solution of a simplified example
as discussed above. The general case is similar, with only minor technical differences. The first
step is to build a model for how individuals move from group to group. More specifically, let N, be
the number of observed groups in the society, and denote the groups by Fi,..., Fy,. Let n be the
number of individuals in the society, and denote the individuals by z1,...,z,. We denote by F(t),
the micro-state of the society at time ¢. The micro-state represents the state of the society. In our
case, F(t) is the membership matrix at time ¢, which is a binary n x N, matrix that specifies who
is in which group,

Fy(t) = {1 if node.a:i is in group Fj, (1)

0 otherwise.

The group membership may change with time. We assume that F(¢) is a Markov chain, in other
words, the members decide which groups to belong to at time ¢ + 1 based solely on the group
structure at time ¢. In determining which groups to join in the next period, the individuals may
have their own preferences, thus there is some transition probability distribution

PF(t + 1)[F(¢), 6], (2)

where 0 is a set of (fixed) parameters that determine, for example, the individual preferences. This
transition matrix represents what we define as the micro-laws of the society, that determines how
its group structure evolves. A particular setting to the parameters @ is a particular realization of
the micro-laws. We will assume that the group membership is static, which is a trivial special case
of a Markov chain where the transition matrix is the identity matrix. In the general case, this need
not be so, and we pick this simplified case to illustrate the mechanics of determining the hidden
group, without complicating it with the group dynamics. Thus, the group structure, F(¢) is fixed,
so we will drop the ¢ dependence.

We do not observe the group structure, but rather the communications that are a result of this
structure. We thus need a model for how the communications arise out of the groups. Let C(t)
denote the communications graph at time ¢. C;;(¢) is the intensity of the communication between
node z; and node z; at time ¢. C(t) is the “expression” of the micro-state F. Thus, there is some
probability distribution

PCH)[F (1), Al (3)

where A is a set of parameters governing how the group structure gets expressed in the commu-
nications. Since F is a Markov chain, C(¢) follows a Hidden Markov process governed by the two
probability distributions P[F(t+ 1)|F(t), 8] and P[C(t)|F(t), A]. In particular, we will assume that
there is some parameter 0 < A < 1 that governs how nodes in the same group communicate. We
assume that the communication intensity C;;(¢) has a Poisson distribution with parameter KA,
where K is the number of groups that both nodes are members of. If K = 0, we will set the
Poisson parameter to A2 < 1. otherwise K = A. Thus, nodes that are not in any groups will
tend not to communicate. The Poisson distribution is often used to model such “arrival” processes.
Thus,

P[Ciyj = k] =

{P(k; KX) z; and z; are in K > 0 groups together, @)

P(k;A%)  z; and z; are in no groups together.



Where P(k; A) is the Poisson probability distribution function,

67/\ k
Pk; ) = kﬁ . 5)

We will assume that the communications between different pairs of nodes are independent of each
other, as are communications at different time steps. Suppose we have a broadcast hidden group
in the society as well, as illustrated in Figure 1(c). In this case, we assume that the intensity of the
broadcast will also have a Poisson distribution with parameter 3, thus

PIB = k| = P(k; B), (6)

where B is the hidden broadcast intensity. We have thus fully specified the model for the society, and
how the communications will evolve. The task is to use this model to determine from communication
history (as in Figure 2) whether or not there exists a hidden group, and if so, who the hidden group
members are.

2.1 The Maximum Likelihood Approach

For simplicity we will assume that the only unknown is F, the group structure. Let H be a binary
indicator variable that is 1 if a hidden group is present, and 0 if not. Our approach is to perform
two optimizations. The first is to determine how likely the data is if there is a hidden group, [;.
The second is to determine how likely the data is if there is no hidden group, lg.

I, = nFl‘axP[Data|F,v,)\,ﬂ,H:1], (7)
Iy = mFa‘xP[Data|F,)\,H:0], (8)

where Data represents the communication history of the society, namely {C(¢)}L, and v is a
binary indicator variable that indicates who the hidden and visible members of the society are. If
[y > ly, then we can declare that there is a hidden group. As a by product, of the optimization, we
will obtain F and v, hence we will identify not only who the hidden group members are, but also the
remaining group structure for the society. In what follows, we will derive this likelihood function
that needs to be optimized for this society. What remains is to then solve the two optimization
problems to obtain l1, ;.

The simpler case is when there is no hidden group, which we analyse first. Suppose that F is
given. Let f;; be the number of groups that nodes x; and x; are both members of,

fii =) FyFj. 9)
k
Let A;; be the Poisson parameter for the intensity of the communication between nodes z; and x;,
A2 ;i =0,
My = Ji (10)
Afij fij > 0.

Let P(t) be the probability of obtaining the observed communications C(¢) at time ¢. Since the
communications between node are assumed independent, and each is distributed according to a



Poisson process with parameter \;;, we have that

P(t) = P[C(t)|F,\ H = 0] (11)
= J[PCy®);r) (12)
1<j

Since the communications at different times are independent (given the group structure at that
time), we have that

T n
P[Data|F, A\ H = 0] = [[ [ P(Cii(®); Mij)- (13)
t=14<j
Since ly is given by the maximum value of this function, we can equivalently maximize the logarithm.
Further, the value of F that attains this maximum is the estimate of the group structure, assuming
that there is no hidden group,

T n
loglo = max}» logP(Cy(t); \ij) (14)
t=1 z<j
Fy = argmaxZZlogP i ()3 Xij) (15)
t=1 i<j

When a hidden group is present, we use an indicator variable v to identify who the hidden group
members are. We assume that there are as many hidden members as there are groups for illustra-
tion, as in Figure 1. At time ¢, the observed communications can be broken down into a regular
communication plus a hidden group broadcast. The intensity h of the broadcast can be h = 0,1, ...,
with h distributed according to a Poisson distribution, P[h|8] = P(h; ) This is our model of the
hidden group communications. We can thus decompose the communication graph at time ¢ into
two components, a residual graph R(¢), and the hidden graph H(),

C(t) = R(t) + H(?). (16)

The hidden graph will be of the form in Figure 1(c) and is completely specified by the broadcast
intensity h. This will then specify R(t) by R(t) = C(¢) — H(¢). Suppose that we know F, v. In
this case, P(t) is given by

P) = PICWIFvApH =1 )
= ZP (t)|h] P[h] (18)
Where P[R(%)|h] is given by an expression exactly analogous to (12),
n
= [[P®Ri;(t: h); Aij) (19)
1<j

where R(t; h) is the residual graph depending on h, and A;; is defined exactly analogously to (10)
with f;; = >, FiyFj;. v places a constraint on what F can be, and serves to determine what



the hidden group broadcast graph can be. Note that the sum in (18) gets truncated when h gets
large enough so that the residual graph has negative edges, which is impossible, since it must be
a communications graph. We will denote this maximum value of A by hl,,.. Then, using the fact
that P[h] = P(h;3), we get that

max

ht n
P(t) =Y Ph;B) [ P(Raj(t; h); Aij) (20)

h=0 1<j

Taking the logarithm and summing over ¢, we get that

T hf’na:c n
logly = mF?;IXZIOgZ’P(hEB)HP(Rij(t;h)E)\ij) (21)
t=1 h=0 1<)
T h’ﬁnam n
{Fi,v1} = ar%maleog > P B) [ [ PR (55h); Mij) (22)
Vo=l h=0 1<j

Thus, in order to obtain ly,l,Fq,F1,v1, we need to solve two combinatorial optimization prob-
lems. Notice that the size of the search space is huge. When there is no hidden group, the size
of the search space is 2""¢, and the evaluation of the objective function is O(T'n?). When there
is a hidden group, the size of the search space is 2*~No)Nop! /(n — Ng)! and the evaluation of the
objective function is O(CrueeTn?), where Cpyqp is the maximum communication intensity between
any two nodes. If in addition the parameters of the model, namely X, are also not known, then
we have to optimize with respect to these parameters as well, in which case, we have a mixed con-
tinuous/discrete optimization problem. Some algorithms for discrete/combinatorial optimization
problems are reactive search, [5, 6], and randomized approaches, see for example [20]. Continuous
problems are often approached using derivative based methods such as gradient descent, conjugate
gradients, Levenberg-Marquardt, etc., [7]. Mixed discrete/continuous problems have not been stud-
ied as intensely, and most methods are based upon simulated annealing [1] or genetic algorithms,
[25]. For illustration, we assume that the parameters are known, the purpose here is to set the
framework for the problem. To illustrate, we have implemented a simulated annaeling approach to
the combinatorial optimization.

2.1.1 Results

We show results on a small society (9 nodes) with 3 groups. We picked this society so that it would
be computationally efficient to run many simulations. We ran simulations to test both the false
positive (declaring a hidden group when there isn’t one) and false negative (declaring no hidden
group when there is one) errors. For each, we generated a society group structure randomly, and
then generated the communication time series. These communication time series were fed into the
optimization algorithm to obtain ly, /1, Fo,F1,vy. If [y > |y we declare a hidden group to be present
and identify its members in v; and the group structure in F;. If not, we declare no hidden group
and identify the group structure in F;. The results are summarised in Table 1.

As can be seen, with just 50 time steps of data, the error rate in predicting the presence of a
hidden group is lower than 0.1.



10 time steps

20 time steps

50 time steps

Predicted H Predicted H Predicted H

TrueH || 1 | O True H| 1 | 0 True H|| 1 | 0
1 0.70 | 0.30 1 0.73 | 0.27 1 0.90 | 0.10
0 0.25 | 0.75 0 0.12 | 0.88 0 0.03 | 0.97

% correct =90% % correct =97% % correct=100%

Table 1: Error matrices for different time periods. % correct is the percentage of nodes identified
correctly (hidden or not) when a hidden group is present and is predicted correctly.

2.2 General Maximum Likelihood Formulation

In general, the group structure evolves according to the micro-law transition matrix for the Markov
chain, P[F(t + 1)|F(¢),0], and, the group structure gets expressed as a communication graph
according to P[C(¢)|F(t),A]. In our example, P[F(¢t + 1)|F(¢),0] was the identity matrix, and
P[C(t)|F(t),A] based on modeling the communications using Poisson processes. A detailed de-
scription of a general model that describes an evolving society over a communication network is
given in [18].

Let N' = {z1,...,2, be the set of nodes and let X C N be the subset of nodes that forms
the hidden group. We assume that H does not change with time. The hidden group may have
a communication pattern governed by a different probability distribution, P[H(¢)|H, 3], where 3
is a set of parameters that governs this distribution. The group structure of the society from
t=1,...,T is given by the time series of matrices {F(¢)}]_;. In our example, this time series was
specified by the constant matrix F. If there is no hidden group, we can comupte the likelihood of
observing the communication data {C(t)}/_; as follows. The probability of obtaining the evolution
F(1),F(2),...,F(T) is given by

P[{F(t)}0] = P[F(1

T
NI PE@®FE-1),6]. (23)
t=2

The likelihood of obtaining the observed communications given this evolution is then given by

P{CO}{F(1)},0,A] = HP AL (24)
Ideally, we would like to compute
lh = PH{C(1)}0,A] = {Fz(;)} PI{C(1)}, {F(1)}|6, A] (25)
= 3 PUF®}IOIPH{C(O)}{F(1)},0,A (26)
{F(®)}
= {%}P[F(ln A]HP DIF(t — 1),0]P[C()[F (1), A (27)



If 6, X are known, then this summation can be computed using a Monte Carlo simulation. If not,
then we find the values of 8, A that maximize . In this case, the optimization is computationally
costly and an alternative is to simultaneously optimize with respect to {F(t)}_;,8,\, which is
itself a non-trivial mixed discrete/continuous optimization problem.

When a hidden group # is present, we decompose the communications at time ¢ to the hidden
communications H(¢) and the residual communications R(t), with C(¢) = R(¢) + H(¢). Then,

PICF®)}L,H,0,X,8/ = Y. PR{F()},6,PHE)H, B, (28)
C(t)=H(t)

where this summation is finite because both R(¢) and H(¢) must have non-negative edges. Taking
the product over ¢ gives us

P{C(t)}{F ()}, 1.0, 8] = [[ > PRONF(t)}, 6, AIP[H(t)|#, 8], (29)

t=1H(t)

and finally multiplying by P[{F(¢)}|€0] and summing over {F(¢)}, we get that

zpn%XE:Pw :HPEt+1E ]]}:Pm ®){F @)}, 0, \|P[H(t)|H,8]  (30)

{F () t=1 1=LH(?)

The hidden group H at which the maximum is attained identifies who the hidden group members
are. We assume that the Hidden Markov model and its parameters (8, A\, 3) are known. If the
parameters are not known, then they have to be optimized as well. For a relatively simple hidden
group communication structure, for example the broadcast hidden group as in our example, the
computation of the likelihood is tractable. For more complicated examples, one may need to use
heuristic approaches to these combinatorial optimization problems.

3 Concluding Remarks

We have presented a framework for determining the members of a hidden group that attempts to
camoflouge its broadcasts within a functioning commnication network. While we presented the
general framework, we mostly focused on a specific example, since the ideas are all analogous. The
basic idea is to first have a model for the society’s evolutions. Then by examining the discrep-
ancy between the observed and expected communications, one can draw conclusions regarding the
presence or absence of a hidden group.

Ongoing research involves developing efficient heuristic algorithms that solve the combinatorial
optimization problems faced in the more general framework, as well as applying our methodology
toward finding hidden groups in real societies.
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