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Abstract

Diffusion occurs in various contexts and generally involves a

network of entities that interact in some way. Through these

interactions, some property, e.g. information, idea, innova-

tion, disease, etc., is diffused through the network. The flow

of these information, ideas, etc. may in turn have an effect on

how the entities interact. The network becomes dynamic as

a result of the diffusion process. This paper presents a gen-

eral model of diffusive processes in dynamic networks. The

model is based on a small number of parameterized diffusion

axioms. We use the model to explore how social network

structure, population inhomogeneity, and seed set selection

affects the diffusion process. Simulation experiments were

performed on three simulated networks: grid; Erdos-Renyi;

scale free; and one LiveJournal blog comment network. The

context of the experiments reflect on an evacuation scenario

where a warning message is diffused through the network

and the goals are to propagate the message and perform

evacuation. The network dynamics observed in this study

are the results of the diffusion process, where nodes may

leave the network some time after receiving a warning mes-

sage. The simulation results indicate that inhomogeneities

in the population help with the spread of the warning and

leads to largest evacuation. The network structure and the

seeding mechanism used in delivering the initial broadcast

also have drastic impact on the efficiency of the diffusion.

Keywords: diffusion, model, simulation, dynamic net-

works

1 Introduction.

Diffusion occurs in various contexts and generally in-
volves a network of entities that interact in some way.
These interactions could be disease spreading, collabo-
ration, innovation adoption, or verbal or written com-
munications depending on the circumstances. Through
these interactions, some property, e.g. information,
idea, innovation, disease, etc., is diffused through the
network. These networks can consist of individuals,
groups, organizations, or entities like computers.
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The flow of these information, ideas, etc. may in
turn have an effect on the entities within the network
as well as the network itself. For instance, through the
diffusion of a product review, individuals may become
curious and browse for addition reviews on the product,
adopt or purchase the product, and/or form user groups
to discuss the product.

In this paper, we present a general model of diffu-
sion in dynamic networks. The dynamic nature of the
network is driven by the local network dynamics and
also in part by the diffusion that occurs through the
network. The local dynamics determine the interactions
between individual nodes in the network and how the
diffusion may spread. The network may change due to
the diffusion that occurs. Edges and nodes may ap-
pear and disappear with time. Individuals can make
new friends, join social groups and introduce additional
edges in a social network. On the contrary, individuals
might leave the network, e.g. evacuate the network in
the case of an emergency or disastrous event. The gen-
eral diffusion model can accommodate various scenarios
and diffusion contexts.

We use the model to explore how the structure of
the network, population inhomogeneity, and seed set
selection affects the diffusion process. In particular, we
illustrate these concepts in the context of evacuation
warnings. The network in this case represents a so-
cial network of households. We quantify the relations
between household nodes based on a notion of trust,
where population inhomogeneity is the product of vary-
ing trust levels between specified social groups. The
property being diffused is a warning message. As warn-
ing messages propagate through the network, individual
households may seek additional information, spread the
information, or take an action, i.e. perform evacuation.
This context demonstrates one form of network dynam-
ics where nodes may leave the network and remove their
interaction edges. The network dynamics observed in
this study are the results of the diffusion process. It
may reveal disruptions in the flow of information, iden-
tify areas in the social network that assist in propagating
the evacuation warning, as well as identify parts of the
social network that fail to evacuate.



2 Background.

Modeling information flowing through social networks
is an active research area. The spread of infectious
diseases and the spread of infectious ideas have common
characteristics in terms of their diffusion process. For
this reason, many diffusion models for studying the
spread of ideas were developed based on models from
epidemiology.

Many of the epidemiology models are derived from
the Susceptible/Infected/Removed (SIR) model, which
was formulated by Lowell Reed and Wade Hampton
Frost in the 1920s [29]. The SIR model divides the
population into three possible categories (susceptible,
infected, and removed) that reflect the status of the in-
dividuals. Susceptible are individuals who are not in-
fected but may become infected when they gain contact
with an infected individual. Infective are individuals
who are carrying the disease and have the potential to
spread it. Removed are individuals who have either re-
covered from the disease or died, and cannot spread the
disease. The model assigns a disease transmission prob-
ability based on a given average rate of contact, and
assumes that all individuals are equally likely to be-
come infected. Mathematical models can then be used
to infer population average parameters such as contact
rates and duration of infectious periods.

More realistic models must relax homogeneity, for
example invoking a social structure for contact based
spread, [29, 24, 30, 31, 28, 16, 3, 15, 9], or varying
disease transmission probability [29]. Some aggregate
statistics, such as mean outbreak size may be obtained
analytically. In general, these models can depict the dis-
ease spreading process by tracking the average number
of infected individuals and identifying individuals who
are prone to become infected with the disease. Some
theoretical results on optimal infection and immuniza-
tion have been studied in [22, 23].

In general, the existing diffusion models in the
literature focus on two types of approaches, cascade
models and threshold models. The most basic models
are the Independent Cascade Model and the Linear
Threshold Model. The cascade models are similar to the
models of the spread of epidemic diseases [28, 29, 22, 27].
In the Independent Cascade Model, each node gets a
chance to influence each of its inactive neighbors with
a given probability of success. If the transmission is
successful, the neighbor will become active at the next
time step. In general, this process continues until there
are no more possible transmissions.

In the Linear Threshold Model, an individual is
infected based how many of their neighbors are already
infected. There is a weight on the edge between two
nodes, which defines a measure of influence. Each node

has a threshold value, which is drawn randomly from
some specified probability distribution. This threshold
determines how many neighboring nodes have to be
activated before the node itself becomes active. If the
sum of the weights of all active neighbors exceeds the
threshold, then the node will become active [37] [12].
The cascade and threshold approaches form a basis for
many diffusion models and extensions to these models
have been made to study different diffusion processes
[22, 26, 7, 11].

Information diffusion is a long-standing research
area [33], with work in online communities becoming
a very active topic recently, due to diffusion of inno-
vations, viral marketing and the spread of computer
viruses [20, 13, 17, 19, 26, 27, 32, 33, 34, 36, 37]. Most
of the research uses a static network which has limita-
tions since it does not consider the changes that may
occur over time. For this reason, dynamic networks are
becoming more popular in the recent research literature
[11, 8, 6, 4, 1, 2, 25, 14] which study evolving com-
munication graphs conditioned on a static social group
structure.

The model of diffusive processes in dynamic net-
works described in this paper is motivated by the exist-
ing diffusion models. The key concepts found in the SIR
models used in epidemiology and the standard thresh-
old and cascade models are reflected in the axiomatic
framework. The proposed diffusion model is a general
framework and these particular models can be incorpo-
rated as special cases. In general, we define node states
and each node can change from one state to another
as they become infected with information. The state
of the node depends on their perception of the value
of information, and their trust in information sources
and propagators. The nodes in the model that are in
an infected and contagious state attempt to propagate
information by activating links to their neighbors.

3 Diffusion Model.

The diffusion process occurs on a network whose nodes
represent individuals or organizations and edges repre-
sent interactions between nodes. This network may be
a directed or undirected graph. The network may also
be dynamic where edges and nodes may appear and dis-
appear with time. There may be local dynamics such
as the changes at the individual node or edge level, e.g.,
changes in thresholds or node states, and group dynam-
ics, e.g., social group evolution. The network structure
may change as a result of the diffusion process. When
diffusion occurs over a social network, the dynamics of
the social network (social group evolution) determine
who is interacting at each time step (e.g. [10]), which in
turn determines how the diffusion may spread at that



particular time step.
The dynamic social network comprises of three

layers. The first is the physical network, in which
two nodes are connected if they have the potential to
interact. The second layer is the social network, in
which two nodes are connected if they socially interact.
The third layer is the layer of actual interactions which
is driven by the social groups interactions in the second
layer. This third layer is the dynamic interaction graph
which we traditionally observe. The diffusion occurs
in the third layer, using the actual realized contacts
which are determined by the social group structure
in the second layer. By observing a diffusion process
spreading, we may infer through reverse engineering the
diffusion process parameters as well as the social group
dynamics [5].

This abstract model can be applied to various types
of networks in different contexts, such as emergency
evacuation in disastrous events or spread of ideas in a
blogs. For evacuation in a remote region like Hamban-
tota, Sri Lanka which was hit by the tsunami of 2004,
the social network can be based on a neighbor network,
e.g. grid-like and the evacuation warning propagates
through the network. In the Blogosphere, the social net-
work can be formed from the social groups of bloggers
and the diffusion occurs over the realized communica-
tions.

3.1 Parameters. For simplicity, the entities that
are diffused through the networks are referred to as
messages in this paper, but in general these entities can
be a disease, an idea, a rumor, a warning message, etc.
Nodes may propagate a message to their neighbors in
the social graph. In the model, a message is a vector of
source-value pairs. Multiple types of sources may exist
for a message, each with its corresponding perceived
information value. The perceived value of the message
may be different for each source, i.e. trustworthiness of
source.

The weight on each interaction edge represents a
trust value between two nodes. This value is used to
quantify the social relations based on a notion of trust
in information and information sources [21]. Note that
in other contexts the weight on the edge may represent
other concepts. For example, in the spread of diseases,
the weight on the edge can reflect on how infectious of
contagious the disease may be.

Each node in the network has configurable at-
tributes. The properties of each node are updated over
time as interactions occur and messages are propagated.

3.2 Diffusion Axioms. The model for diffusion on
dynamic graphs is based on four axioms: Information

Loss Axiom, Source Union Axiom, Information Fusion
Axiom, and Threshold Utility Axiom. These axioms
define the diffusion process by specifying:

1. How the value of a message deteriorates as it is
propagated,

2. How the nodes update their properties based on
their interactions, and

3. How the nodes handle multiple messages from dif-
ferent neighbors with varying sources and informa-
tion values.

Axiom 3.1. Information Loss Axiom.
If (S,V) is a source-value pair at node i which is
propagated to node j then the source-value pair at node j
is (S, α(i, j)V ), where 0 ≤ α(i, j) < 1 is the propagation
loss from i to j. α(i, j) quantifies the trust relationship
between nodes i and j.

When a message is passed from one node to another,
the information value of the message is non-increasing.
The information value of the message at the receiver
node is a function of the social relationship between
the sender and the receiver and not just a function of
distance. The social relationship may be asymmetric,
i.e. the trust weights on the edge may be different
depending on the direction of the information flow.

Axiom 3.2. Source Union Axiom.
If multiple nodes propagate a message to a node j , then
the source set at j after propagation is the union of the
source set which was already at j with the union of the
source set arriving from the multiple nodes.

Axiom 3.3. Information Fusion Axiom.

a. If a source Si appears in multiple incoming mes-
sages with values V 1

i , V
2
i , ..., the information from

this particular source, V ∗
i , is fused into the single

source-value pair (Si, V
∗
i ), where maxk V

k
i ≤ V ∗

i ≤∑
k V

k
i . The value V k

i corresponds to the informa-
tion value of source i at node k.

b. Suppose that node k has source set (Sk
1 , S

k
2 , . . .) with

information values (V k
1 , V

k
2 , . . .). The fused infor-

mation value at the node is at least the maxi V
k
i

and at most
∑

i V
k
i .

There are two components to consider. First part is
how to fuse information from the same source appearing
in multiple messages. When a source is found in
multiple messages, the combined information value for
the source at the receiver node is at least the maximum
of the information values for the source over all the



messages and at most the sum of all the information
values of the source.

The second part of the information fusion law is
similar but outlines how the information from different
sources at a node fuses to give an information value for
that node. In general, a weighted linear combination
could specify the exact nature of the fusion.

In our implementation, we use a convex combina-
tion of the sum and max according to a parameter λ.
Exactly where V ∗ should sit in this range will depend on
the nature of the diffusion, for example gossips (which
spread fast) will have V ∗ closer to the sum. Thus,
the fused information value is at least the maximum of
the information values (having more information cannot
hurt) and at most the sum.

{S1,V1
1;S2,V2

1} {S2,V2
2}

!(1, 3) !(2, 3)

{S1,V1
3; S2,V2

3}

Node 1 Node 2

Node 3

Figure 1: Message propagation

Figure 1 illustrates the information fusion process.
node1 and node2 propagate a message to node3. The
source value set at node1 is {(S1, S2), (V 1

1 , V
1
2 )}, and

the source value set at node2 is {(S2), (V 2
2 )}. node3

is the receiver. After the message is propagated,
node3 contains the source value set {(S1, S2), (V ∗

1 , V
∗
2 )}.

The information value of source S2 at node3 be-
comes max(α(1, 3)V 1

2 , α(2, 3)V 2
2 ) ≤ V 3

2 ≤ α(1, 3)V 1
2 +

α(2, 3)V 2
2 . Subsequently, the information fused value of

node3 is at least max(V 3
1 , V

3
2 ) and at most V 3

1 + V 3
2 .

Axiom 3.4. Threshold Utility Axiom.
Each node has two defined threshold levels, a lower
bound and an upper bound, which determine the bound-
aries for when the node will acknowledge the message
and/or take an action. After computing the fused infor-
mation value, the state of the user is determined based
on whether the information value exceeds certain thresh-
olds.

After computing the new source sets and information
values, the receiver node will combine the values into a
single information fused value. Table 1 summarizes the

possible node states along with its corresponding behav-
iors in the context of evacuation warnings. The lower
bound threshold lies between the disbelieved and unin-
formed states, while the upper bound threshold lies be-
tween the undecided and believed states. For warnings,
we can assume that all nodes are initially uninformed
and have not received any warning messages. When
nodes fall in the undecided state, they will engage in
information seeking behavior and query their neighbors
in the network. The node will attempt to contact each
of their neighbors. If the communication is successful,
the neighbor will then send their source value set to the
node. In general, the threshold levels may reflect the
utility of the message and the resource requirements or
potential risks associated with being in a certain states
and corresponding behaviors can be defined to fit the
context.

State Description
Uninformed Node has not received any mes-

sages and takes no action.
Disbelieved Node has received a message but

does not believe the message.
Node takes no action.

Undecided Node has received the message
and is uncertain of what to do.
Node will query its neighbors in
the network.

Believed Node has received the message
and believes the value of the mes-
sage. Node will perform an ac-
tion, e.g. spread the message to
its neighbors.

Evacuated Node is no longer in the network.

Table 1: Node States for Evacuation Warnings

When the utility of the message is high, the lower
bound threshold should be relatively low, since the indi-
vidual node is more likely to acknowledge the message.
However,if a state requires resources to be put at risk,
then the threshold should be higher for that state. For
example, if there are high costs and consequences asso-
ciated with being in a Believed state, the upper bound
threshold should be somewhat high. On the other hand,
if the utility of the message is rather low, both thresh-
olds would be relatively low. In this case, individual
nodes may be more willing to acknowledge a message
or take an action, i.e propagate the message, since there
are low costs and consequences to the action.



4 Experiments.

The following set of experiments were performed to
illustrate the concepts in our diffusion model. For
simplicity, we model only the dynamics as a result of
the diffusion and do not consider the dynamic nature of
the network itself. In particular, we observe the effect of
population inhomogeneity, network structure, and seed
set selection on the diffusion process. The context of the
experiments was motivated by the evacuation warnings
scenario presented in [18]. In this scenario, there is a
single information source who can initially connect to a
specified number of nodes (seeds). The goal is to spread
the warning message and have the individual nodes take
action, in this case, evacuate. The assumption is that
once an individual node enters the Believed state, it
will spread the warning to its neighbor nodes and will
leave the network after five time steps. The interest
here is in demonstrating how those three factors affect
the ultimate proportion of evacuated nodes.

4.1 Network Structures. We compare four social
network structures, three of which are simulated net-
works and one which is a real blog network. The three
types of simulated networks are the regular grid, the
Erdos-Renyi G(n, p) random network, and the scale free
network. In the regular grid, most nodes have 4 neigh-
bors. In the Erdos-Renyi network, nodes are linked ran-
domly with an edge probability of p = 0.00004. The
scale-free network is constructed using the Barabasi-
Albert model for generating random scale-free networks
using preferential attachment. The degree distribution
of the resulting graph follows a power law of the form
P (k) ∼ k−3. The blog network is a comment network
where the two nodes are connected if one node wrote a
comment on the other node’s blog. This blog network
was collected from LiveJournal. The network captures
the comments that were made on the set of posts over
the course of a two week time frame. More informa-
tion on the blog network can be found in [10]. In these
experiments, the edges in the networks are treated as
undirected edges where messages may flow in either di-
rection.

Network Size Density
Random 100,000 0.00004000
Grid 100,000 0.00003987
Scale-free 100,000 0.00003900
Blog 138,007 0.00004926

Table 2: Network Structures

We divide the population into two types of nodes
(social groups) by randomly assigning each node to one

of two groups A,B. In a more realistic model, nodes are
more likely to communicate with other nodes belonging
to the same group than with nodes of a different group.

4.2 Diffusion Scenarios. The following scenarios
were modeled to incorporate population heterogeneity,
in particular differences in the degree of trust between
nodes. The trust values between nodes are dependent
on the sender and receiver’s social groups. Since
the population is split into two social groups (two
types of nodes), there are four types of links showing
the direction of information flow between any two
neighboring nodes in the network: (A to A), (A to
B), (B to A), and (B to B). Each link represents
the trust between the two nodes when information is
transfered from the sender to the recipient. We define
high trust links and low trust links. We also define trust
differentials as the difference between the high and low
trust links. In all the scenarios, we keep the average
trust constant.

All Trust All. All nodes have equal trust in other
nodes. In this scenario, the trust levels between all node
types are the same, i.e. low trust links = high trust
links. This represents a homogeneous network where
everyone has the same trust in everyone else.

Like Trust Like. Like Trust Like. Nodes have high
trust in other nodes of the same type and low trust in
nodes of different type. In this scenario, individuals who
belong to the same type have higher trust in each other
and have lower trust in individuals of a different type.
This represents a population where people have higher
trust in others who are in the same group or similar to
them. Such is the case, for example, in populations with
ethnic groups.

All Trust A. Links from nodes of type A have high
trust and all other links have low trust. In this scenario,
recipients have higher trust in senders who belong to
one specific type regardless of the recipient’s node type.
Recipient nodes have high trust in senders from group
A and low trust in senders from group B. Such is the
case, for example, in populations with status related
groups, such as professionals and blue-collar workers,
or educated and non-educated.

All Trust Prob Half. All trust links have probability
one-half. This represents a population where individu-
als trust about one-half of the population but there is
no structure in how this trust is distributed.

4.3 Seed Set Selection Strategies. In these exper-
imental networks, there is one single information source



that is randomly connected to 20% of the population.
In the context of evacuation warnings, this information
source represents an alerting system that can initially
reach 20% of the population. This subset of nodes is
referred to as the seed set. This set of nodes becomes
infected with the information directly by the source at
the beginning of the simulation. The information is then
spread from the seed set through the network according
to the dynamics of the network and the diffusive pro-
cess defined by the experimental parameters. Depend-
ing on how the initial set of nodes in the seed set are
selected, the diffusion dynamics observed would vary.
We consider two different types of seeding mechanism:
selecting a random seed set and selecting the seed set
to be the high degree nodes. The set of nodes based on
highest degrees can roughly correspond to influential or
popular nodes of the network [35].

4.4 Experimental Parameters. In these experi-
ments the only parameters of the model that are ma-
nipulated are: (i) the social network structure, i.e. the
type of graph that is used, (ii) the trust scenario, i.e.
the distribution of the trust values on the links, (iii) the
trust differential, i.e. the difference in value between the
high trust and the low trust edges, and (iv) the seed-
ing mechanism. For each trust scenario, we examine
two levels of trust differentials: 0.1 and 0.3, while keep-
ing the average trust value of the links in the network
at 0.75. The following parameters were kept constant.
The node thresholds for all the nodes were the same.
The lower bound and upper bounds values were 0.1 and
0.5, respectively. A lower bound threshold of 0.1 implies
that nodes have a low tendency to disbelieve a warning
message when they receive one. The range between the
upper and lower threshold bounds suggests that nodes
may fall in the undecided state before believing the mes-
sage. The upper bound threshold of 0.5 infers that the
nodes are relatively likely to believe the warning mes-
sage. All nodes have high trust of 0.90 in the source.
The probability of successful communication occurring
on a link was 0.75. The source has a high information
value of 0.95. In addition, the following assumptions
were made

• The source sends the broadcast warning message at
the first time step and will successfully reach all its
initial connections.

• Once a node enters believer state, they will evacu-
ate from the network after 5 time steps.

• When a source appears in multiple messages with
different information values, the information is
joined into a single value by taking the maximum
of all the information values.

• In computing the information fused value at the
node, we use the sum of the information values of
all the sources present at the node with a maximum
at 1.

5 Results and Discussion.

Each simulation run lasts 30 time steps and is repeated
100 times. Based on these experiments we report the
average proportion of evacuated nodes at the end of
the simulations for each network type. The results of
the experiments using the two seeding mechanisms are
shown in Table 3 and Table 4.

5.1 Network Structures and Seeding Mecha-
nisms. The results show that the network structure
and the seeding mechanism used both have an impact on
the proportion of evacuated nodes. When seeding ran-
domly in the homogeneous AllTrustAll scenario, evac-
uation diffusion was most successful in the grid network
since every node has about four neighbors. The diffusion
was less successful in the scale free and blog networks,
where there are a few high degree nodes with large num-
ber of connections but many lower degree nodes.

In these experiments, seeding based on highest de-
gree nodes were shown to be more beneficial in propa-
gating the evacuation message than using a random set
of nodes. The effect of the seeding mechanism is also
dependent on the network structure. In the grid net-
work, there is little difference since most nodes share
the same degree. In scale free networks, seeding using
high degree nodes results in a drastic increase in the pro-
portion of evacuated nodes. Seeding based on highest
degree nodes also showed improvement in the random
network and the blog network, although not as drastic.

5.2 Trust Scenarios and Trust Differentials. In
most cases, the inhomogeneous trust scenarios resulted
in larger proportions of nodes evacuating as compared
to the homogeneous trust scenario. The scenarios that
gave the best results were when nodes have high trust
in other nodes of the same type (LikeTrustLike), and
when nodes have high trust in group A (AllTrustA).
The efficiency differed by less than 1%. The similarities
in those values may have been caused by the fact that
there were equal number of individual nodes in both
social groups A and B. Nonetheless, the results indicate
that inhomogeneities in values of trust based on social
groups assists in the spread of the evacuation warnings.
Particularly, the higher trust differentials resulted in
larger proportions of nodes evacuating which suggests
that large asymmetries in trust have a positive effect.

The AllTrustProbHalf scenario gives an interest-
ing comparison to the other scenarios. In this case the



Network All Trust All Like Trust Like All Trust A All Trust Prob Half
0.1 0.3 0.1 0.3 0.1 0.3

Grid 0.62991 0.76277 0.89298 0.76955 0.89491 0.54261 0.81611
Random 0.60282 0.75685 0.89175 0.75950 0.88922 0.52413 0.85138
ScaleFree 0.55837 0.77486 0.88678 0.78570 0.89064 0.48724 0.85438

Blog 0.58220 0.77784 0.83711 0.77512 0.83431 0.51249 0.81227

Table 3: Proportion of Evacuated Nodes in Each Trust Scenario (Infect Randomly)

Network All Trust All Like Trust Like All Trust A All Trust Prob Half
0.1 0.3 0.1 0.3 0.1 0.3

Grid 0.66927 0.79705 0.90741 0.79633 0.91213 0.58002 0.84066
Random 0.76392 0.85594 0.90170 0.85663 0.90310 0.67432 0.85770
ScaleFree 0.94527 0.97670 0.98088 0.97593 0.98088 0.84784 0.91613

Blog 0.82265 0.87204 0.88492 0.87147 0.88610 0.74046 0.81910

Table 4: Proportion of Evacuated Nodes in Each Trust Scenario (Infect High Degree)

specific trust values are not homogeneous but the over-
all trust landscape is homogeneous. The results suggest
that trust inhomogeneity by itself may not be sufficient
to ensure an effective spread. With a small trust differ-
ential, this assignment of random trust levels actually
performed worse than the homogeneous AllTrustAll
scenario. With a large trust differential, this scenario
performed significantly better. However, although the
proportion of evacuated nodes was greater, they did not
surpass the proportions from the other inhomogeneous
scenarios. The LikeTrustLike and AllTrustA scenar-
ios, when a large differential was used, still had the
greater proportion of evacuated nodes. These obser-
vations suggest that in addition to varying trust values,
the role of social groups also help in the diffusion pro-
cess.

5.3 Additional Experiments with the Scale-
Free and Blog Networks. We present a slightly
modified configuration and compare the observations
with the previous configuration. Instead of having
one source connected to 20% of the population, there
are two sources, each one connected to 10% of the
population. For the two sources, one source will send
a warning message with high information while the
warning message from the second source will have
a lower information value. This configuration can
represent the scenario where there is conflicting or
inconsistent information being broadcasted to parts of
the population. In this case, individuals of group A
will receive a message with high value (e.g. mandatory
evacuation) while individuals of group B receive a
message with a lower value (e.g. evacuation advisory).

This is modeled by using two source nodes, where
one source is connected to 10,000 nodes from group
A and has high information value (0.95) and a second
source is connected to 10,000 nodes from group B with
information value (0.70). If a node receives both the
high-valued message and the lower-valued message, the
information values are fused by taking the maximum of
both messages. When selecting a random seed set, the
10,000 nodes are randomly selected from within each
group. Similarly, when selecting a highest degree seed
set, we also select the highest degree nodes from within
each group.

These experiments were performed on the scale-free
network and the blog network. Tables 5 and 6 shows
the average proportion of evacuated nodes at the end
of the simulations over 100 repetitions. As expected,
when we modify the way the source is connected to the
population and the information value of the warning
message, the proportions of evacuated nodes decrease.
The proportions of evacuated nodes are much lower
compared to the previous configuration where there
was one source with high information value connected
to 20% of the total population. Figure 2 compares
the results observed with this configuration with the
previous experiments. Trust asymmetry appears to
have a positive effect on the proportion of evacuated
nodes and the proportions of evacuated nodes are
greater for the scenarios with large trust differentials.

When randomly selecting the initial seeds, the
AllTrustA scenario yields the largest proportion of
evacuated nodes. When highest degree seeds are used,
the LikeTrustLike scenario results in a larger propor-
tion of evacuated nodes. The proportions of evacuated



nodes for the AllTrustProbHalf scenario did not drop
as much from the previous configuration. This obser-
vation suggests that the distribution of the node types
in the network have an effect on the diffusion process.
In the current configuration, the node group types are
randomly assigned throughout the network. In a more
realistic model, nodes from the same social group are
more likely to communicate with each other and form
clusters in the network.

6 Conclusions.

The findings provide interesting observations on the
effects of asymmetry in trust and of trust differentials.
When nodes have high trust in other nodes of their same
group, the evacuation is more efficient compared to the
scenario where all nodes have equal trust between them.
The proportions of evacuated nodes were also greater
when nodes had high trust in a certain social group. In
addition, increasing the trust differentials led to larger
proportions of evacuated nodes. The results presented
in this paper suggest that asymmetric values of trust
based on social groups facilitate the efficiency of message
diffusion.

The results also illustrate the value of social groups
and communities in the diffusion of evacuation warn-
ings. The findings suggest that trust inhomogeneity
by itself may not necessarily ensure an effective spread.
The diffusion was more efficient when the trust inho-
mogeneity was based on social groups than in an un-
structured way. This conclusion may also apply to dis-
ease spreading in epidemiology where evacuation cor-
responds to death or hospitalization. In addition, the
diffusion process and its effectiveness will be dependent
on the network structure and the seeding mechanism
used in delivering the initial broadcast message.

These findings reveal a number of concepts for fur-
ther investigation and experimentation. Network struc-
ture is known to be important in determining the extent
of spread. We can simulate other network structures
to see how the network affects the diffusion process,
in terms of edge weight homogeneity, connectivity, and
density. The simulation experiments demonstrate one
form of network dynamics which is created by informa-
tion diffusion. The network itself can also have dynam-
ics of its own which are not the result of the diffusion
but of social phenomenon and other factors. This is a
topic for future study. As part of that research, we need
to investigate the effect of the seed set size on the final
proportion of infected nodes and the diffusion efficiency.

The model can be further developed to incorporate
other forms of changes in node states. In the current im-
plementation, the states generally flow in the direction
from uninformed to believed. Once the node is infected

and contagious (believed), it propagates information be-
fore leaving the network. One extension to the current
implementation is to enable nodes to go from an infected
and contagious (believed) state back to an infected and
not contagious state, or even an undecided state. In
the context of evacuation warnings, this situation may
occur if the node receives additional information that
counters the evacuation, e.g. an abort message that re-
tracts the evacuation order. The general structure of
the model allows it to be flexible with various diffusion
scenarios, by the specification of the parameters of the
model axioms. Another approach would be to calibrate
the model parameters using data from a specific appli-
cation.

Acknowledgements

This material is based upon work partially supported
by the U.S. National Science Foundation (NSF) un-
der Grant Nos. IIS-0621303, IIS-0522672, IIS-0324947,
CNS-0323324, NSF IIS-0634875 and by the U.S. Of-
fice of Naval Research (ONR) Contract N00014-06-1-
0466 and by the U.S. Department of Homeland Secu-
rity (DHS) through the Center for Dynamic Data Anal-
ysis for Homeland Security administered through ONR
grant number N00014-07-1-0150 to Rutgers University.

References

[1] R. Albert and A.-L. Barabasi, Statistical mechan-
ics of complex networks, Reviews of Modern Physics,
74 (2002).

[2] L. Backstrom, D. Huttenlocher, J. Kleinberg,
and X. Lan, Group formation in large social networks:
membership, growth, and evolution, in Proc. of the 12th
ACM SIGKDD Int. Conference on Knowledge Discov-
ery and Data Mining, Philadelphia, Pennsylvania, Au-
gust 2006, KDD, ACM Press.
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