Unix Accounts and the
Filesystem
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Unix Accounts

e To access a Unix system you need to have
anaccount

e Unix account includes:
— username anpassword
— userid anajyroupid
— home director
— shell
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username

e A username is (typically) a sequence of

alphanumeric characters of length no more tha
8.

e username the primary identifying attribute of
your account.

e username is (usually) used as an email addres

* the name of your home directory Is usually
related to your username.
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password

a password Is a secret string that only the
user knows (not even the system knows!)

When you enter your password the system
encrypts it and compares to a stored string.

passwords are (usually) no more than 8
characters long.

It's a good idea to include numbers and/or
special characters (don't use an english
word!)
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userid

e a userid iIs a number (an integer) that
identifies a Unix account. Each userid Is
unigue.

o It's easier (and more efficient) for the
system to use a number than a string like the

username.
* You don't need to know your userid!
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Unix Groups andgroupid

Unix includes the notion of a "group” of users

A Unix group can share files and active
processes.

Each account is assigned a "primary" group.
The groupid is a number that corresponds to
this primary group.

A single account can belong to many groups
(but has only one primary group).
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Home Directoy

A home directory is a place in the file
system where the account files are stored.

o A directoryis like a Windows folder (more
on this later).

 Many unix commands and applications
make use of the account home directory (as
a place to look for customization files).
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Shell

* A Shell is a unix program that provides an
Interactive session - a text-based user
Interface.

 \When you log in to a Unix system the
program you initially interact with Is your
shell.

 There are a number of popular shells that
are available.
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Logaging In

 To log In to a Unix machine you can either:
— sit at theconsole(the conputer itself)

— access via the net (ugitelnet, rsh, ssh, kermit,
or some other remote access client).

e The system prompts you for your username
and password.

e Usernames and passwords are case
sensitive!
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Session Starpu

 Once you log in, your shell will be started
and it will display a prompt.

 \When the shell is started it looks in your
home directory for some customization

files.

— You can chage the shelprompt and a bunch
of other thigs by creatig customization files

(more on this later...)
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Your Home Directoy

e Every Unix process* has a notion of the
“current working directory”.

* You shell (which is a process) starts with
the current working directory set to your
home directory.

* A process IS an instance of a program
that Is currently running.
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Interactirg with the Shell

* The shell prints a prompt and walits for you
to type In a command.

 The shell can deal with a couple of types of
commands:

— shell internals - commands that the shell
handles direcyi.

— Externalprograms - the shell runsgogram
for you.
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Some Simple Commands

 Here are some simple commands to get you
started:
—Is lists file names (like DOS dir command).
—who lists users currentllogged in.
—date shows the current time and date.
—pwd print working directory
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Files and File Names

A file I1s a basic unit of storage (usually storage
on a disk).

Every file has a name.

Unix file names can contain any characters

(although some make it difficult to access the
file).

Unix file names can be long!
— how lorg depends oryour ecific flavor of Unix
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File Contents

e Each file can hold some raw data.
e Unix does not impose any structure on files
— files can hold apseguence of gtes.

 Many programsnterpretthe contents of a
file as having some special structure

— text file, sguence of intgers, database records,
etc.
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Directories

A directory Is a special kind of file - Unix
uses a directory to hold information about
other files.

We often think of a directory as a container

that holds other files (or directories).

Mac and Windows weenies*: A directory Is
the same idea asfalder.

*weenies is actually a term usually used to
describe Unix users - I'm being defensive...
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More about File Names

* Review: every file has a name.

e Each filein the same directory must have a
unigue name.

 Files that are In different directories can
have the same name.
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The Fileystem

/
I I I I
bin etc users tmp usr
I I I
hollid2 scully bin etc
I I I I
netprog  unix X IS who
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Unix Filesystem

* The filesystem is a hierarchical system of
organizing files and directories.

he top level in the hierarchy is called the
"root" andholdsall files and directories.

 The name of the root directory is /
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EUREINES

 Thepathnameof a file includes the file
name and the name of the directory that
holds the file, and the name of the directory
that holds the directory that holds the file,
and the name of the ... up to the root

 The pathname of every file in a Unix
filesystems unique.
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Pathnames (cont.)

To create a pathname you start at the root
(so you start with "/"), then follow the path
down the hierarchy (including each
directory name) and you end with the
filename.

* In between every directory hame you put a
II/II.
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Pathname Exaptes

/
|
[ | | | |
bin etc user:i: tmp usr |
I I I I
holli?z scully bin Ietc
I I ‘ I
netprog  unix X s ho

/usr/bin/ls

fusers/hollid2/unix/Syllabus
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Absolute Pathnames

 The pathnames described Iin the previous
slides start at theoot.

 These pathnames are called "absolute
pathnames".

 \We can also talk about the pathname of a
file relativeto a directory.
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Relative Pathnames

 |f we arein the directory /users/hollid2, the
relative pathname of the fifeyllabus is:

unix/Syllabus

 Most unix commands deal with pathnames!

 We will usually use relative pathnames
when specifying files.
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Exanple: The Is command

e Exercise: login to a unix account and type
the command "Is".

 The names of the files are shown
(displayed) as relative pathnames.

e Try this:
Is /usr

* |s should display the name of each file in
the directory /ustr.
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Disk vs. Filegstem

* The entire hierarchy can actually include
many disk drives.

— some directories can be on other patars
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The current directgr
andparentdirectory

 There is a special relative pathname for the
current directory:

here Is a special relative pathname for the
parent directory:
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Thels command

 The Is command displays the names of
some files.

 If you give it the name of a directory as a
command line parameta&rwill list all the
files in the named directory.
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Some thigs to ty

list files in current directory
list files in the root directory
Is . list files in the current directory

Is .. list files in the parent directory

Is /usr list files in the directoryusr
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Command Line @tions

* \We can modify the output format of the Is
program with acommand line optian

 The Is command support a bunch of options:

— | longformat (include file times, owner and
permissions)

— a all (shows hidden* files as well asgrdar files)
— F Include pecial char to indicate filgypes.

*hidden files have names that start with .
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IS command line ptions

 To use a command line option precede the
option letter with a minus:

Is -a or |Is -l

 YOu can use 2 or more options at the same
time like this:

|s -al
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Generals command line

The general form for the Is command is:
Is [options] [names]

The options must come first!
You can mix any options with any names.

An example:
Is -al /usr/bin
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Is [options] [names]

"he brackets around options and names In
ne general form of the Is command means
nat something is optional.

 We will see the general form of many
commands described in this manner.

« Some commands have required parameters
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Many hames

* You can give the Is command many names:

Is /usr /etc

Is -l /usr/bin /tmp /etc
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Moving Around In the Filegstem

 There cd command can change the current
working directory:

e cd changedirectory

 The general form is:
cd [directoryname]
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cd

* With no parameter, thed command

changes the current directory to your home
directory.

e You can also gived a relative or absolute

pathname:
cd /usr
cd ..
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Some more commands and
command line ptions

* |[s-R will list everything in a directory

and in all the subdirectories recursively (the
entire hierarchy).

— you mght want to know that Ctrl-C will cancel
a command (sfwothe command)!

e pwd: print working directory
o df : shows what disk holds a directory.
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Copying Files

Thecp command copies files:
cp [options] source dest

The source Is the name of the file you want
to copy.

dest Is the name of the new file.
source and dest can be relative or absolute.
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Another form ofcp

 If you specify a dest that is a directory, cp
will put a copy of the source In the
directory.

e The filename will be the same as the
fllename of the source file.

cp [options] source destdir
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Yet another form o€p

e If you specify more than two names, cp
assumes you are using this form:.

cp [options] source... destdir

 In this casep will copy multiple files to
destdir.

e source... means at least one name
(could be more than one)
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Some Exercises

* Try giving cp three file names when the
third iIsnota directory.

* Try to copy a directory witlep .

e Look at the man page fep:
man cp
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Deleting (removim) Files

e Therm command deletes files:
rm [options] names...

e rm stands for "remove".
* You can remove many files at once:

rm foo /tmp/blah /users/clinton/intern
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rm Exercises

* Try to delete /etc/passwd

e Try to delete a directory

e Look at the man page fom:
man rm

Intro to Unix Spring 2000  Accounts and Filesytem




File attributes

* Every file has some attributes:

— Access Times:
 when the file was created
* when the file was last changed
e when the file was last read

— Size
— Owners (user angroup)
— Permissions
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File Time Attributes

* Time Attributes:

nen the file was last chged s -
nen the file was created* Is -Ic
nen the file was last read (accesseld)-ul

*actually it's the time the file status last changed.
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File Owners

Each file iIs owned by a user.

You can find out the username of the file's
owner with the "-I" option tds ,

Each file Is also owned by a Unix group.
Is -l  also shows the group that owns the
file.
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File Permissions and RCS

* NOTE: The description of file permissions
that follows Is for general Unix systems.

 RCS uses a special kind of filesystem that
has a much more extensive way of handling
file permissions!

 We will look at AFS (the file system used
by RCS) later.
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File Permissions

Each file has a set of permissions that
control who can mess with the file.

There are three kinds of permissions:
— read abbreviated
— write abbreviateav

— execute abbreviated

There are separate permissions for

the file owner, group owner and everyone
else.
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S -

> |s -| foo
-rw-rw---- 1 hollingd grads 13 Jan 10 23:05 foo

permissions S1z€
group
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Is -l  andpermissions

- TWX TWX

/ Owner  Group

Type of file:
- means plain file
d means directory
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r'WwX

r - allowed to read.
w - allowed to write.
X - allowed to execute

e Directories:
r - allowed to see the names of the file.

w - allowed to add and remove files.
X - allowed to enter the directory
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Charging Permissions

« Thechmod command changes the

permissions associated with a file or
directory.

e There are a number of forms of chmod, this
IS the simplest:

chmod mode file
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chmod mode file

 Mode has the following form*:
[ugoa][+-=][rwX]

u=user  g=group o=other a=all
+ add permission - remove permission = set permission

*The form is really more complicated, but this simple
version will do enough for now.
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chmod exanples

> |s -al foo

rwxrwx--xX 1 hollingd grads ...

> chmod g-wx foo
> |s -al foo
-rwxrw---- 1 hollingd grads

>chmod u-r .
>|s -al foo
Is: .: Permission denied
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Other filesystem and file commands
mkdir make directory

rmdir remove directory

touch change file timestamp (can also
create a blank file)

cat concatenate files and print out to
terminal.
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