Computer Network Security – Lab 1.3 Week 1/ January 13, 2009
Securing Device Access
Step 1:  Review Lab Setup
· Have TA assign you a pod (1-16).  Review physical at http://www.cs.rpi.edu/~kotfid/labdiagrams/basic
· Load configurations from Lab 1.1.  Ensure you have full connectivity within your pod.
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Step 2: Enable passwords

· Define enable password on NYC and LA

· Verify the enable password by exiting out of the router using the exit command.  Then reconnect and go into enable mode.

· Check the config and see if the password is displayed in clear text.  If so enter the necessary command so the password is encrypted in the configuration.  How much extra security does this provide?  Make sure the password is encrypted in the configuration.

· Set enable secret password on NYC and LA.  What password is used now to enter enable mode?

Step 3: Configure vty lines

· Configure vty lines to allow telnet access.

· Create username of student with password of ccie on NYC and LA

· Configure vty lines to require login and prompt for username/password.

· Verify your config by telnetting from NYC to LA and ensure you can login and are prompted for username and password. Then telnet from NYC to LA and ensure you can login.  After verified exit out of the telnet sessions so you are back on console to original router.

· Set timeout value of 2 minutes, 30 seconds on all vty lines.

Step 4: Restrict Access to telnet by Access list

· Create an access list to only allow telnet from inside network (10.1.X.0) on both NYC and LA.

· Apply access list as appropriate

· Test telnetting from NYC to LA – this should no longer be allowed.  What response do you get?  Test by telnetting from LA to NYC.

Step 5: Configure ssh access on DC

· configure hostname of pod#r# (fill in # as appropriate).

· Configure domain name of cns.rpi.edu

· Configure ssh version 1 ( hint command -  ip ssh ?)

· Generate rsa key  ( hint command: crypto key ?). Choose size 512.

· Configure ssh timeout value of 15 seconds.

· Allow two authentication retries with ssh.

· Configure username of student password ccie

· Configure vty lines to only allow inbound ssh (no telnet), require login, prompt for userid/password.

· Test by sshing in from host to DC router. Verify you can telnet from host to DC.

· Use ‘show ssh’ command to view active sessions.

· Use ‘disconnect ssh’ to kill active sessions

· Use ‘debug ssh’ to see what information is available while debugging.  This is useful during failed authentication (wrong username or password) or trying to use different ssh version (v2).

Step 6: Lockdown DC

· Disable all unneeded services on DC:
· Disable ICMP redirect messages on outside interface  (facing NYC) of DC

· Disable ICMP unreachable messages on outside interface of DC

· Disable ICMP mask reply messages on DC

· Disable multicast route caching on all interfaces on DC

· Disable CDP on outside interface (before doing this, verify you are getting CDP information on that interface) on DC.

· Enable access to the HTTP GUI for mgmt purposes from host.  Test this connection from host.

· Disable SNMP access on DC

· Disable small services (both TCP and UDP) on DC.

· Disable finger on DC

· Disable ntp on DC

· Configure a banner on DC.

· Make sure all passwords are encrypted

Step 7: Compare auto secure and SDM security features

· From enable mode run ‘auto secure’ on Miami Get familiar with what command will automatically configure.

· Use SDM CCP audit tool from host to DC.

· Contrast auto secure generated config of Miami with DC.  What are the differences?
Step 8: Basic Anti Spoofing

· Create ACLs on both NYC and LA for antispoofing on each interface on each router.  Be sure they are applied in the correct direction.  Verify you still have full connectivity after applying ACLs.

Challenge Questions:

1. In step 8 rather than using ACLs what else can you do to prevent spoofing from originating from your internal network?  Does this same method make sure to use for anti spoofing inbound from an upstream provider?  Why or why not?

2. If you configure on a router w/out a userid what is the default userid to gain access?  Hint – this only applies if ‘aaa new-model’ is not enabled.
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