Computer Network Security – Lab 2.1 Week 2/ January 20, 2009
Privilege Levels, Views, AAA
Step 1:  Review Lab Setup
· Have TA assign you a pod (1-16).  Review physical at http://www.cs.rpi.edu/~kotfid/labdiagrams/basic
· Load configurations from Lab 1.3.  Ensure you have full connectivity within your pod.
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Step 2: Local Database & AAA on NYC
· On NYC router enable aaa.  Create local database with four users – superuser (level 15) , admin (level 11), tech (level 7), and support (level 5).
· Configure both console and vty access to use local user database for access.
· Verify you can login via console and vty (telnet) using each of the 4 user accounts you have created.
Step 3: Privilege Levels on NYC
· Configure tech user access to shutdown interfaces (and no shutdown) – test.
· Configure admin user access to reload device – test.
· Configure support user access to clear counters and run pings – test.
Step 4: Role Based CLI Access (Views on LA)
· On the LA router configure three views – first, second, third.
· First view should have access to view all show ip commands, configure terminal, and show version.
· Second view should have access to run pings.
· Third view should have access to reload device and same access as first and second view.

Step 5: AAA Method lists - A method list is a sequential list describing the authentication methods to be queried in order to authenticate a user. Method lists enable you to designate one or more security protocols to be used for authentication, thus ensuring a backup system for authentication in case the initial method fails. Cisco IOS software uses the first listed method to authenticate users. If that method fails to respond, the Cisco IOS software selects the next authentication method listed in the method list. This process continues until there is successful communication with a listed authentication method, or all methods defined in the method list are exhausted.   Perform the following on the DC router:

1. Enable ‘aaa new-model’ (is this already enabled by default on your device?)

2. Create a local user named cisco with password of ccie.

3. Define radius servers at 10.0.1.15 and 10.0.1.16 using shared key of radius.  Command hint: ‘radius-server host ?’

4. Define tacacs+ servers at 10.0.1.17 and 10.0.1.18 using shared key of tacacs.  Command hint ‘tacacs-server host ?’

5. Configure a radius server group of lab4radius containing radius servers at 10.0.1.15 and 10.0.1.16.  Command hint: ‘aaa group server radius ?’

6. Configure a tacacs server group of lab4tacacs containing tacacs+ servers at 10.0.1.17 and 10.0.1.18.  Command hint’ aaa group server tacacs ?’

7. Create a method list for login called lab4console which first tries to authenticate via radius group called lab4radius, then tacacs+ group called lab4tacacs, then local database, then enable password.   Command should be ‘aaa authentication login lab4console group lab4radius group lab4tacacs local enable’.

8. Apply AAA method lab4console for authentication via console port.  Go to line con 0 and enter ‘login authentication lab4console’.  Think about what this should do based on your configuration thus far.

9. Exit out of your router console connection and log back in.  You should be prompted for userid and password and should be able to get in with username of cisco, password ccie.  How long does it take?  Why is it taking so long?

10. Configure enable secret password of ccie.    Delete username of cisco with password ccie.  Exit out of your router console connection and log back in.  How are you logging in successfully if you deleted username of cisco?  What method is being used?

11. Next we are going to tweak the radius and tacacs+ timeout values.  Go into configuration mode.  Enter ‘radius-server timeout ?’.  Note default and change value to 1.   Enter ‘radius-server retransmit ?’.  Note default and change value to 0.  Enter ‘tacacs-server timeout ?.  Note default and change value to 1.  

12. Exit out of your router console connection and log back in.  Note you can use any username to login as long as password is ccie (why?).  It should be faster now to actually login, why?

Step 6: Authorization.  Configure authorization for exec commands.

1. Configure user called student with privilege level 13, password ccie.

2. Change privilege level of ping command so it is accessible to privilege level 12 or higher.

3. In config mode -  ‘aaa authorization console default’.  What does the default do?

4. In config mode on line con 0 enable aaa authorization.

5. Log out of console and log back in with username of student.  What access do you now have?

Step 7: Configure ACS on host
· Configure ACS on host – configure tacacs+ server and allow authentication from DC router.  Add user of cisco with password of ccie.
· Delete the two tacac+ servers you added to DC router and replace with host.  Change method list to use tacacs+ server first.  Test your authentication.  Verify logs on ACS server that authentication is occurring correctly.
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