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ABSTRACT

A planning hidden group is a set of individuals planning an activity over a communi-
cation medium without announcing their existence. In order to plan, hidden groups
need to communicate regularly, possibly in a streaming manner (streaming hidden
groups). The hidden group’s communication patterns exhibit structure, which dif-
ferentiates these communications from random background communications. Here
we propose efficient algorithms for identifying streaming hidden group structure by
isolating the hidden group’s non-random, planning-related communications from the
random background communications. We validate our algorithms on real data (the
Enron email corpus and Blog communication data). Analysis of the results reveals
that our algorithms extract meaningful hidden group structures.

We also present a software system SIGHTS (Statistical Identification of Groups
Hidden in Time and Space), which employs the hidden group algorithms and can be
used for the discovery, analysis, and knowledge visualization of social coalitions in
communication networks such as Blog-networks. The evolution of social groups re-
flects information flow and social dynamics in social networks. The goal of SIGHTS
is to be an assistant to an analyst in identifying relevant information.

One of the uses of group detection algorithms is to monitor group dynam-
ics. We develop algorithms to measure similarity between clusterings (sets of sets)
which we use to quantify the rate of group evolution. We apply these comparison
algorithms to the groups discovered by our algorithms.

Trust is an important aspect of groups, and we extend our algorithms to de-
velop two measures of trust which can be used to analyze the “behavioral” trust
relationship between people in a social network. We use Twitter network commu-
nications for our experimentation and validation of our proposed measures.

All the work in this thesis is based on purely statistical analysis of the data,
not requiring semantic analysis. This is especially useful in social networks because
the volume of information makes semantic analysis intractable. Further, it means

that our algorithms are language independent.



CHAPTER 1
INTRODUCTION

Communication networks (telephone, email, Internet chatroom, etc.) facilitate rapid
information exchange among millions of users around the world, providing the ideal
environment for groups to plan their activity undetected: their communications are
embedded (hidden) within the myriad of unrelated communications. A group may
communicate in a structured way while not being forthright about its existence.
However, when the group must exchange communications to plan some activity,
their need to communicate usually imposes some structure on their communica-
tions. We develop statistical and algorithmic approaches for discovering such hid-
den groups that plan an activity. Hidden group members may have non-planning
related communications, be malicious (e.g. a terrorist group) or benign (e.g. a golf
foursome). We liberally use “hidden group” for all such groups involved in planning,
even though they may not intentionally be hiding their communications.

The tragic events of September 11, 2001 underline the need for a tool which
aides in the discovery of (malicious) hidden groups during their planning stage, be-
fore implementation. One approach to discovering such groups is using correlations
among the group member communications. The communication graph of the soci-
ety is defined by its actors (nodes) and communications (edges). We do not use
communication content, even though it can be informative through some natural
language processing, because such analysis is time consuming and intractable for
large datasets. Our work uses only the time-stamp, sender ID and recipient ID of a
message.

Our approach to discovering hidden groups is based on the observation that
the pattern of communications exhibited by a group pursuing a common objec-
tive is different from that of a randomly selected set of actors: any group, even
one which tries to hide itself, must communicate regularly to plan. One possible
instance of such correlated communication is the occurrence of a repeated commu-

nication pattern. Thus, temporal correlation emerges as the members of a group



00 A—C Golf tomorrow? Tell everyone. 00 A—-C
05 C—F Alice mentioned golf tomorrow. 05 C—F
06 A—B Hey, golf tomorrow? Spread the word 06 A—B
12 A—B Tee time: 8am; Place: Pinehurst. 12 A—B
13 F—G Hey guys, golf tomorrow . 13 F—-G
13 F—H Hey guys, golf tomorrow . 13 F—H
15 A—C Tee time: 8am; Place: Pinehurst. 15 A—-C
20 B—D We're playing golf tomorrow. 20 B—D
20 B—E We're playing golf tomorrow. 20 B—E
22 C—F Tee time: 8am; Place: Pinehurst. 22 C—F
25 B—D Tee time: 8am; Place: Pinehurst. 25 B—D
25 B—E Tee time 8am, Pinehurst. 25 B—E
31 F—G Tee time 8am, Pinehurst. 31 F—-G
31 F—H Tee off 8am,Pinehurst. 31 F—H

(a) (b)

Figure 1.1: Streaming hidden group with two waves of planning (a).
Streaming group without message content — only time, sender id and
receiver id are available (b).

need to systematically exchange messages to plan their future activity. This tempo-
ral correlation among the group communications will exist throughout the planning
stage, which may be some extended period of time. If the planning occurs over
a long enough period, this temporal correlation will stand out against a random

background of communications and hence can be detected.

1.1 Streaming Hidden Groups

In the cyclic hidden group setting [14], all of the hidden group members com-
municate within some characteristic time period, and do so repeatedly over a con-
secutive sequence of time periods. A streaming hidden group does not obey such
strict requirements for its communication pattern. Hidden groups do not necessarily
display a fixed time-cycle, during which all members of group members exchange
messages, but rather, whenever a step in the planning needs to occur, some hid-
den group member initiates a communication, which percolates through the hidden
group. The hidden group problem may still be formulated as one of finding repeated
(possibly overlapping) communication patterns. An example of a streaming hidden

group is illustrated in Figure 1.1(a) with a group planning their golf game. Given



the message content, it is easy to identify two “waves” of communication. The first
wave (in darker font) establishes the golf game; and, the second wave (in lighter
font) finalizes the game details. Based on this data, it is not hard to identify the
group and conclude that the “organizational structure” of the group is represented
in Figure 1.2 to the right (each actor is represented by their first initial). The
challenge, once again, is to deduce this same information from the communication
stream without the message contents Figure 1.1(b). Two features that distinguish
the stream from the cycle model are:

(i) communication waves may overlap, as in Figure 1.1(a);

(i) waves may have different durations, some considerably longer than others.

The first feature may result in bursty waves of intense communication (many
overlapping waves) followed by periods of silence. Such a type of communication
dynamics is hard to detect in the cycle model, since all the (overlapping) waves of
communication may fall in one cycle. The second can be quantified by a propagation
delay function which specifies how much time may elapse between a hidden group
member receiving the message and forwarding it to the next member; sometimes the

propagation delays may be large, and sometimes small. One would typically expect

that such a streaming model would be appropriate for hidden
groups with some organizational structure as illustrated in the (A)

tree in Figure 1.2. We present algorithms which not only dis- (B) (C)
cover the streaming hidden group, but also its organizational © E (F

© ©

structure without the use of message content.

We use the notion of communication frequency in order
to distinguish nonrandom behavior. Thus, if a group of actors Figure 1.2: Group

communicates unusually often using the same chain of com- . .
structure in Fig.

munication, i.e. the structure of their communications persists 11
through time, then we consider this group to be statistically

significant and indicative of a hidden group. We present algorithms to detect small
frequent tree-like structures, and build larger hidden structures starting from the

small ones.



1.2 Our Contributions

We present efficient algorithms which not only discover the streaming hidden
group, but also its organizational structure without the use of message content.
We use the notion of communication frequency in order to distinguish non-random
behavior. Thus, if a group of actors communicates unusually often using the same
chain of communication, i.e. the structure of their communications persists through
time, then we consider this group to be statistically anomalous.

We present algorithms to detect small frequent tree-like structures, and build
hidden structures starting from the small ones. We propose an approach that uses
new cluster matching algorithms together with a sliding window technique to track
and observe the evolution of hidden groups over time [10, 31]. We also present a
general query algorithm which can determine if a given hidden group (represented
as a tree) occurs frequently in the communication stream.

All our algorithms have been implemented in a software system SIGHTS (Sta-
tistical Identification of Groups Hidden in Time and Space), which employs the
hidden group algorithms and can be used for the discovery, analysis, and knowledge
visualization of social coalitions in communication networks such as Blog-networks
9].

Additionally, we propose efficient algorithms to obtain the frequency of general
trees and to enumerate all statistically significant general trees of a specified size and
frequency. We compare these algorithms with the heuristic algorithms above, using
the proposed similarity measures [32] to verify that a discovered tree-like structure
actually occurs frequently in the data [26].

Our algorithms assume a propagation delay function which characterizes how
long it takes for a planning-related message to be propagated along the chain of
communication. For a step-propagation delay function, our algorithms are linear
time. For more general propagation delay functions, we provide efficient algorithms
using flow based matching. We validate our algorithms on the Enron email corpus,
as well as the Blog communication data.

We present new algorithms to statistically measure “behavioral trust” in the

social networks, again using no semantic information. This work is based on a similar



premise to finding groups - trust can be measured by how often people communicate
and forward. We validate our results on the real data gathered from Twitter network
5].

Thesis Organization. Next, we consider related work, followed by the method-
ologies for finding streaming hidden groups and tree mining in Chapter 3. Then
we present the software system SIGHTS in Chapter 3.5, followed by Chapter 3.6
on similarity measures for clusterings. The algorithms for discovering trust in the
social network are presented in Chapter 4. Experiments and validation results can

be found in Chapter 5. We conclude in Chapter 6.

1.3 Related Work

The approaches of solving the problem of identifying communities and groups

in a social network can be separated into four main areas:

e Identifying Groups and Coalitions in Networks by analyzing Message Content

Requires Message Content for Analysis

Can be Computationally Intensive

e Discovering Structure in Networks using Clustering and Partitioning tech-

niques

Focuses on Static, Non-Planning Groups

May not Allow Multiple Membership for a Node

e Models for Social Network Evolution and Infrastructure

Mainly Deals with Infrastructure Models

Does not Analyze Communication Behavior

e Discovering Planning Groups in a Cyclic Model

Group’s Communication is Restricted to a Cycle

Approaches which analyze message content in order to discover groups in the
communication networks are computationally expensive; in addition, such methods

require the content of the messages, which can be in different languages, encrypted



or unavailable. We now describe in detail the most related work on discovering

groups and coalitions.

1.3.1 Discovering Structure using Clustering and Partitioning

One of the earliest works [37], on partitioning graphs is by B. W. Kernighan
and S. Lin. They consider the problem of partitioning a weighted graph into subsets
of given sizes so as to minimize the sum of the weights on edges cut. Their heuristic
method is effective in finding optimal partitions, and fast enough to be practical in
solving large problems.

In [33], B. Hendrickson and R. Leland extend the work of B. W. Kernighan
and S. Lin. They present a multilevel algorithm for graph partitioning in which the
graph is approximated by a sequence of increasingly smaller graphs. The smallest
graph is then partitioned using a special method, and this partition is propagated
back through the hierarchy of graphs. A variant of the Kernighan-Lin algorithm
is applied periodically to refine the partition. G. Karypis and V. Kumar propose
a multilevel k-way partitioning scheme for irregular graphs. They present a class
of graph partitioning algorithms that reduce the size of the graph by collapsing
vertices and edges, find a k-way partitioning of the smaller graph, and then refine
it to construct a k-way partitioning for the original graph. Their experiments show
that their scheme produces partitions that are of comparable or better quality than
those produced by the multilevel bisection algorithm, and they also prove their
algorithms runtime to be significantly better.

In [6], F. R. Bach and M. I. Jordan present a class of algorithms that find
clusters using independent component analysis. They assume a linear transforma-
tion of the components into clusters, whose elements are dependent on each other
and at the same time independent of variables in different clusters. In order to find
such clusters, they look for a transformation that fits the estimated sources to a
forest-structured graphical model.

In [25], G. W. Flake, R. E. Tarjan, and K. Tsioutsiouliklis introduce graph
clustering methods based on minimum cuts within the graph. These methods are

well suited for graphs where the link structure implies a notion of reference, similarity



or endorsement, such as Web and citation graphs. The authors show that the quality
of the produced clusters is bounded by strong minimum cut and expansion criteria.
They also develop a framework for hierarchical clustering and present applications
to real-world data.

In [35], R. Kannan, S. Vempala and A. Vetta develop a natural bi-criteria
measure for assessing the quality of a clustering that avoids the drawbacks of existing
methods. A simple recursive heuristic is shown to have poly-logarithmic worst-case
guarantees under the new measure. The main result of the article is the analysis of
the spectral algorithm. One variant of spectral clustering turns out to have effective
worst-case guarantees, while another finds a “good” clustering, if one exists.

In [11, 12], J. Baumes, M. Goldberg and et al. present a methodology for
finding communities by clustering a graph into overlapping subgraphs. They define a
community as a subset of actors who induce a locally optimal subgraph with respect
to a density function defined on a subset of actors. Overlapping communities may
be obtained due to the fact that two different subsets with significant overlap may
both be locally optimal. The authors design, implement and test two algorithms,
RaRe and IS, which find communities according to the corresponding definition. The
knowledge of the structure of the communities, as well as the evolution of society as
a whole and the evolution of its individual members are considered to be of great
importance for discovering groups of actors that hide their communications, perhaps
for malicious reasons.

Articles [18] and [7] on the other hand examine local community structure
in networks, as well as local methods for detecting communities. These methods
do not require that we know the entire graph. In [18], A. Clauset defines both a
measure of local community structure and an algorithm that infers the hierarchy of
communities that enclose a given vertex by exploring the graph one vertex at a time.
He shows that on computergenerated graphs, this methodology compares favorably
to algorithms that require global knowledge. In [7], J.P. Bagrow and E. M. Bolt
present a different method of community detection that is computationally inex-
pensive. Experiments on several artificial and real-world networks were introduced,

including the Zachary karate club.



In [53], M. E. J. Newman focuses on large complex networks, such as the Inter-
net, social networks and biological networks. He reviews developments of techniques
and models to help understand or predict the behavior of the above mentioned sys-
tems, such as the small world effect, degree distributions, clustering, network corre-
lations, random graph models of network growth and preferential attachment, and

dynamical processes taking places on the networks.

1.3.2 Models for Social Network Evolution and Infrastructure

In this section we will cover more comprehensive models of societal evolu-
tion and simulation, which primarily deal with dynamic models for social network
infrastructure, rather than the dynamics of the actual communication behavior.

In [60], A. Sanil, D. Banks and K. Carley present explicit probability models
for networks that change over time, covering a range of simple but significant quali-
tative behavior. Maximum likelihood estimates of model parameters which describe
the rate of change of the network are derived, and some of their sampling properties
are unveiled. In order to calculate these estimates, the researcher must have mea-
surements upon the trajectory of a network, these are the values of a network at
successive time points. The authors also describe “goodness of fit” tests for assessing
model adequacy, and use Newcombs dataset to illustrate the methodology.

In [62] D. Siebecker develops an abstract statistical model of the evolution of
social networks. He specifies a set of general models that govern the behavior of
these networks on a micro-scale level and observe the resulting emergent macro-scale
behavior. The models are general enough to accommodate established theories of
social networks, but at the same time flexible enough to accommodate many more
possibilities, so as to be applicable to the analysis of email networks, corporate
networks, communications networks and social networks. The authors models social
groups from the probabilistic actions of a node rather than from the probabilistic
network point of view. Since the concept of a set of nodes is utilized, as opposed to
a specific structure of nodes, this algorithm can be used to model structure as well
as usage. A couple more methodologies on statistical modeling of social groups and

quantifying the social group evolution can be found in [27] and [54].



G. Palla and et al. uncover the overlapping community structure of complex
networks in nature and society. In their article [54] they describe complex systems
in terms of networks capturing the intricate web of connections among the units
they are made of. After defining a set of new characteristic quantities, they apply an
efficient technique for exploring overlapping communities on a large scale. They find
that overlaps are significant, and the distributions they introduce reveal universal
features of networks. Their studies show that the web of communities has non-trivial
correlations and specific scaling properties.

In 2006, G. Kossinets and D. Watts conducted an empirical analysis of an
evolving social network [38]. They analyze a dynamic social network in which inter-
actions between individuals are inferred from time-stamped email headers, matched
with affiliations and attributes. They found that network evolution is dominated
by a combination of effects arising from the network topology itself and the orga-
nizational structure in which the network is embedded. In the absence of global
perturbations, the average network properties appear to approach an equilibrium

state, whereas the individual properties are unstable.

1.3.3 Discovering Secret Societies and Cyclic Hidden Groups

Erickson, [23], was one of the first to study secret societies. His focus was
also on general communication structure. Since the September 11, 2001 terrorist
plot, discovering hidden groups became a topic of intense research. For example
it was understood that Mohammed Atta was central to the planning, but that a
large percent of the network would need to be removed to render it inoperable
(64, 39]. Krebs, [39] identified the network as sparse, which renders it hard to
discover through clustering in the traditional sense (finding dense subsets). Our
work on temporal correlation would address exactly such a situation. It has also been
observed that terrorist group structure may be changing [58], and our methods are
based on connectivity alone which is immune to this trend in the finer structure. We
assume that message authorship is known, which may not be true (e.g. anonymous
web forum postings). Abbasi and Chen propose techniques to address this issue, [2].

The approaches to focus on planning hidden groups were initiated in [45],



10

where Hidden Markov models are the basis for discovering such groups. The under-
lying methodology is based on random graphs [16, 34] and some of the results on
cyclic hidden groups were presented in [14]. In our work we incorporate some of the
prevailing social science theories, such as homophily [49], by incorporating group
structure.

Additionally, there are approaches employing graphlet mining as in [56, 48],
where N. Przulj and et al. use the idea of mining graphlets and considering their de-
gree distributions for comparing local structures of node neighborhoods that demon-
strates that in protein-protein interaction networks, biological function of a node and
its local network structure are closely related. The idea of graphlet mining is very
similar to finding groups in a cyclic model, where each graphlet pattern is a group
and the data is a sequence of graphs (each graph represents a separate time cycle).

Our work is novel because we detect hidden groups by only analyzing com-
munication intensities (and not message content) as well as we remove the idea of
time cycles and view the entire data stream as a whole. The study of streaming
hidden groups was initiated in [10], which contains some preliminary results. We
extend these results in [26, 32] and present a general query algorithm which can
determine if a given hidden group (represented as a tree) occurs frequently in the
communication stream. We then extended our methodology and developed efficient
algorithms to obtain the frequency of general trees and to enumerate all statistically
significant general trees of a specified size and frequency. Such algorithms are used
in conjunction with the heuristic algorithms to verify that a discovered tree-like
structure actually occurs frequently in the data. Also we provide algorithms for
general scoring functions for the matching problem and validate our algorithms on

a wider range of data.



CHAPTER 2
PROBLEM STATEMENT

A hidden group communication structure can be represented
by a directed graph. Each vertex is an actor and every edge
shows the direction of the communication. For example a hi-
erarchical organization structure could be represented by a di-

rected tree. The graph in Figure 2.1 to the right is an example

of a communication structure, in which actor A “simultane-
ously” sends messages to B and (; then, after receiving the

message from A, B sends messages to C' and D; C sends a Figure 2.1:  Hy-

message to D after receiving the messages from A and B. Ev- pothetical group.
ery graph has two basic types of communication structures:
chains and siblings. A chain is a path of length at least 3, and a sibling is a tree
with a root and two or more children, but no other nodes. Of particular interest are
chains and sibling trees with three nodes, which we denote triples. For example, the
chains and sibling trees of size three (triples) in the communication structure above
are: A—-B—-D;A—-B—-C;A—-C—-D;B—C—D; A— (B,(C); and,
B — (C, D). We suppose that a hidden group employs a communication structure
that can be represented by a directed graph as above. If the hidden group is hierar-
chical, the communication graph will be a tree. The task is to discover such a group
and its structure based solely on the communication data.

If a communication structure appears in the data many times, then it is
likely to be non-random, and hence represent a hidden group. To discover hid-
den groups, we will discover the communication structures that appear many times.
We thus need to define what it means for a communication structure to “appear”.
Specifically, we consider chain and sibling triples (trees of size three). For a chain
A — B — (' to appear, there must be communication A — B at time t45 and
a communication B — C' at time tgc such that (tgc — tag) € [Tmin, Tmaz). This

intuitively represents the notion of causality, where A — B “causes” B — (' within

11
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some time interval specified by [Tyin; Timaz|. A similar requirement holds for the sib-
ling triple A — B, C the sibling triple appears if there exists t 45 and ¢ 4¢ such that
(tap — tac) € [—d 0]. This constraint represents the notion of A sending messages
“simultaneously” to B and C' within a small time interval of each other, as speci-
fied by §. For an entire graph (such as the one above) to appear, every chain and
sibling triple in the graph must appear using a single set of times. For example, in
the graph example above, there must exist a set of times, {tap,tac,tsc,tsp,top},
which satisfies all the six chain and sibling constraints: (tgp — tag) € [Timin, Tmaz),
(tBc — taB) € [Tmin> Tmaz)s (top — tac) € [Tmin, Tmaz)s (tep — tBe) € [Tmins Tmaz);
(tap — tac) € [—0,0] and (tpp — tpc) € [—9,6]. A graph appears multiple times
if there are disjoint sets of times each of which is an appearance of the graph. A
set of times satisfies a graph if all chain and sibling constraints are satisfied by the
set of times. The number of times a graph appears is the maximum number of
disjoint sets of times that can be found, where each set satisfies the graph. Causal-
ity requires that multiple occurrences of a graph should monotonically increase in
time. Specifically, if t4p “causes” tpc and ty 5 “causes” tz, with t/y5 > tap, then
it should be that t’z > tpc. In general, if we have two disjoint occurrences (sets of
times) {t1,1s,...} and {sq, S2,...} with s; > t;, then it should be that s; > ¢; for all
7. A communication structure which is frequent enough becomes statistically signif-
icant when its frequency exceeds the expected frequency of such a structure from
the random background communications. The goal is to find all statistically signifi-
cant communication structures, which is formally stated in the following algorithmic
problem statement.

Input: A communication data stream and parameters: 9, Tyin, Tmaz, P K-

Output: All communication structures of size > h, which appear at least x

times, where the appearance is defined with respect to §, Tmin, Tmae-

Assuming we can solve this algorithmic task, the statistical task is to determine
h and k to ensure that all the output communication structures reliably correspond
to non-random “hidden groups”. We first consider small trees, specifically chain and
sibling triples. We then develop a heuristic to build up larger hidden groups from

clusters of triples. Additionally we mine all of the frequent directed acyclic graphs
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and propose new ways of measuring the similarity between sets of overlapping sets.
We obtain evolving hidden groups by using a sliding window in conjunction with

the proposed similarity measures to determine the rate of evolution.



CHAPTER 3
ALGORITHMS FOR DISCOVERING STREAMING

HIDDEN GROUPS AND THEIR STRUCTURE

3.1 Algorithms for Chain and Sibling Trees

We will start by introducing a technique to find chain and sibling triples,
i.e. trees of type A — B — C (chain) and trees of type A — (B, C) (sibling). To
accomplish this, we will enumerate all the triples and count the number of times each
triple occurs. Enumeration can be done by brute force, i.e. considering each possible
triple in the stream of communications. We have developed a general algorithm for
counting the number of occurrences of chains of length ¢, and siblings of width k.
These algorithms proceed by posing the problem as a multi-dimensional matching
problem, which in the case of tipples becomes a two-dimensional matching problem.
Generally multi-dimensional matching is hard to solve, but in our case the causality
constraint imposes an ordering on the matching which allows us to construct a linear
time algorithm. Finally we will introduce a heuristic to build larger graphs from

statistically significant triples using overlapping clustering techniques [11].

3.1.1 Computing the Frequency of a Triple

Consider the triple A — B — C' and the associated time lists L1 = {t; < t5 <
. <ty and Ly = {s1 < s9 < -+ < 5.}, where ¢; are the times when A sent to
B and s; the times when B sent to C'. An occurrence of the triple A — B — C'is
a pair of times (¢;,s;) such that (s; — t;) € [Tmin Tmaz). Thus, we would like to find
the maximum number of such pairs which satisfy the causality constraint. It turns
out that the causality constraint does not affect the size of the maximum matching,
however it is an intuitive constraint in our context.

We now define a slightly more general maximum matching problem: for a pair
(t;,s:) let f(t;, s;) denote the score of the pair.

Let M be a matching {(;,, si,), (tiys Siy) - - - (ti,, Si, )} of size k. We define the
score of M to be

14
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k

Score(M) = Zf(tij,sij).

j=1
The maximum matching problem is to find a matching with a maximum score. The
function f(t,s) captures how likely a message from B — C' at time s was “caused”
by a message from A — B at time t. In our case we are using a hard threshold

function

Ftys) = f(t—s) =4 AT € [mins Tl

0 otherwise.

The matching problem for sibling triples is identical with the choice

1 ift —s € [=6,0],

0 otherwise.

ft,s) = f(t—s) =

We can generalize to chains of arbitrary length and siblings of arbitrary width as
follows. Consider time lists Ly, Lo, ... ,Ly;_q corresponding to the chain A; — Ay —
Az — -+ — A,, where L; contains the sorted times of communications A; — A; 1.
An occurrence of this chain is now an ¢ — 1 dimensional matching {t1,%s,...,ts_1}
satisfying the constraint (t;41 —t;) € [Tmin Tmaze) Vi =1, 0 — 2.

The sibling of width k& breaks down into two cases - ordered siblings which obey
constraints similar to the chain constraints, and unordered siblings. Consider the
sibling tree Ay — Ay, As, - - - Ay with corresponding time lists Ly, Lo, ... ,L;, where
L; contains the times of communications Ay — A;. Once again, an occurrence is a
matching {1, s, ..., tx}. In the ordered case the constraints are (t;41 —t;) € [—d J].
This represents Aj sending communications “simultaneously” to its recipients in the
order Ay, ..., A;. The unordered sibling tree obeys the stricter constraint (¢; — ¢;)
€ [—(k—1)4,(k—1)d], V i,j pairs, i # j. This stricter constraint represents A,
sending communications to its recipients “simultaneously” without any particular
order.

Both problems can be solved with a greedy algorithm. The detailed algorithms

for arbitrary chains and siblings are given in Figure 3.1(a). Here we sketch the al-
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gorithm for triples. Given two time lists Ly={t1,ts,...,t,} and Lo={s1,S2,...,8n}
the idea is to find the first valid match (¢;,, s;, ), which is the first pair of times that
obey the constraint (s;, — t;,) € [Tmin Tmaz), then recursively find the maximum
matching on the remaining sub lists L] = {t;,11,...,t,} and L = {s;,41,. .., Sm}-

The case of general chains and ordered sibling trees is similar. The first valid
match is defined similarly. Every pair of entries t;, € L; and 7, € L1 in the
maximum matching must obey the constraint (t.,,, — tz,) € [Tmin Tmaz)- To find
the first valid match, we begin with the match consisting of the first time in all
lists. Denote these times tr,,,tr,,...,tr,. If this match is valid (all consecutive pairs
satisfy the constraint) then we are done. Otherwise consider the first consecutive
pair to violate this constraint. Suppose it is (tz,,%r,,,); so either (tz,., —t1,) > Tmaw
or (tr,,, —tr,) < Tmin- U (tr,,, —tr,) > Tmaa (tz, is too small), we advance ¢, to
the next entry in the time list L;; otherwise (tz,,, —tr,) < Tmin (t1,,, is too small)
and we advance {7, , to the next entry in the time list L;;. This entire process
is repeated until a valid first match is found. An efficient implementation of this
algorithm is given in Figure 3.1. The algorithm for unordered siblings follows a
similar logic.

The next theorem gives the correctness of the algorithms.
Theorem 1 Algorithm-Chain and Algorithm-Sibling find maximum matchings.

Proof: By induction. Given a set of time lists L = (Ly, Lo,..., L,) our algo-

rithm produces a matching M = (mj,ma,...,my), where each matching m; is
a sequence of n times from each of the n time lists m; = (#},t,...,t"). Let
M* = (mi,mb,...,m;.) be a maximum matching of size k*. We prove that k£ = k*

by induction on k*. The next lemma follows directly from the construction of the

Algorithms.
Lemma 1 If there is a valid matching our algorithm will find one.

Lemma 2 Algorithm-Chain and Algorithm-Sibling find an earliest valid matching.
Let the first valid matching found by either algorithm be my = (t1,ta,...,t,), then

for any other valid matching m’ = (s1,89,...,8,) t; <s; Vi=1,--+ n.
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1: Algorithm Chain 1: Algorithm Sibling
2: while P, < ||L;|| — 1,Vk do 2: while P, < ||Li|| — 1,Vk do
30 if (t; — t;) < Tinin, then 3. if (t; —t;) < —(k —1)d then
4: PJ — P] +1 4: P] — Pj +1
5. else if (t; — ) € [Toin, Tmaz) | 5 elseif (¢; —t;) > (k—1)6,Vi<j
then then
6: if j =n then 6: P— P +1
7: (P,...,P,) is the mnext| T j—i+1
match 8  else

8: P, — P, +1,Vk 9: if j = n then
9: i—0;j—1 10: (Py,...,P,) is the next
10: else match
11: 1— g7 —J+1 11: P, — P+ 1,Vk
12:  else 12: 1—0;7 1
13: P—P+1 13: else
14: Je—ti—i—1 14: J—J+1

(a) (b)

Figure 3.1: Maximum matching algorithm for chains and ordered siblings
(a); Maximum matching algorithm for unordered siblings (b). In the
algorithms above, we initialize i = 0;j = 1 (i, j are time list positions), and
Py,...,P, =0 (P is an index within L; ). Let ¢, = L;[P)] and t; = L;[P}].

Proof: Proof by contradiction. Assume that in m; and m’ there exists a corre-
sponding pair of times s < ¢ and let s;, t; be the first such pair. Since m; and m/
are valid matchings, then s; and t; obey the constraints: T < (tiv1 — ) < Tmaz,
Tnin < (ti = tic1) < Tae a0d Tin < (Sit1 = 8i) < Tnazs Tmin < (8i = Si—1) < Tinae-

Since s; < t;, then 7, < (tix1 — s;) and Tpee > (S; — ti—1). Also because
Si—1 > ti_q, we get that T, < (s; — t;-1) and since (s;11 — $;) < Tyaa, then
(min(tit1, Siv1) — Si) < Tmaz as well. But if s; satisfies the above conditions, then
my would not be the first valid matching, because the first matching m; would
contain my = (t1,ta, ..., tic1, Siy min(tiz1, Sit1), min(tita, Siva), ..., min(t,, sp)).

Let us show this by induction on the number of pairs p of the type min(t;+;, sit;),
where s; < t; and j > 1.

If p=1, then j = 1, and since Tin < (Six1— i) < Tiae a0d T < (ti1 — Si),
then T < (Min(tii1, Siv1) —Si) < Tmaz as well, and therefore satisfies the matching

constraints.
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Let the matching constraints be satisfied up to p = m, such that in the match-
ing m* = (t1,te, ..., ti—1, Si,min(tiv1, Siv1)y -, MIN(tivm, Sitm)s - - -, main(ty, s,)) the
sequence of elements of m* up to min(t;ym, Sitm) satisfy the matching constraints.
Then we can show that min(t;im+1, Sitms1) is also a part of the matching. Since
mq and m’ are both valid matchings, then 7, < (tivmi1 — tivm) < Tmae a0d T <
(Sitm+1 — Sitm) < Tmaz, from which we get that 7, < (Mmin(tirme1, Sitms1) —
min(tivm, Siem)) < Tmaz- Lhus, min(t;ms1, Sime1) 18 also a part of the matching.

Consequently, we get a contradiction since m; would be an earlier matching
if there exists a pair of times s; < t;. Therefore, Algorithm-Chain and Algorithm-

Sibling find an earliest valid matching. |

If £ =0, then k = 0 as well. If k* = 1, then there exists a valid matching and
by Lemma 1 our algorithm will find it.

Suppose that for all sets of time lists for which k* = M, the algorithm finds
matchings of size k*. Now consider a set of time lists L = (Ly, Lo,..., L,) for
which an optimal algorithm produces a maximum matching of size k* = M + 1 and
consider the first matching in this list (remember that by the causality constraint,
the matchings can be ordered). Our algorithm constructs the earliest matching and
then recursively processes the remaining lists. By Lemma 2, our first matching is
not later than optimal’s first matching, so the partial lists remaining after our first
matching contain the partial lists after optimal’s first matching. This means that
the optimal matching for our partial lists must be M. By the induction hypothesis
our algorithm finds a matching of size M on these partial lists for a total matching

of size M + 1. n

For a given set of time lists L = (Ly, Lo, ..., L,) as input, where each L; has

a respective size d;, define the total size of the data as | D] =Y., d;.
Theorem 2 Algorithm-Chain runs in O(||D]|) time.

Proof: When looking for a matching, we compare a pair of elements from two
time lists. For each comparison, we increment at least once in a time list if the

comparison failed. After n — 1 successful comparisons, we increment in every time



19

list by one. Thus there can be at most O(||D||) failed comparisons and O(||D||)

successful comparisons, since there are ||D|| list advances in total. N
Theorem 3 Algorithm-Sibling runs in O(n - ||D]|) time.

Proof: Asin Algorithm-Chain a failed comparison leads to at least one increment,
but now (g) successful comparisons are needed before incrementing in every time
list. Therefore, in the worst case O(n?) comparisons lead to O(n) list advances.
Since there are at most || D|| list advances, the maximum number of comparisons is

O(n-|[DI]) x

3.1.2 Finding all Triples

Assume the data are stored in a vector. Each component in the vector corre-
sponds to a sender id and stores a balanced search tree of receiver lists (indexed by a
receiver id). And let S be the whole set of distinct senders. The algorithm for find-
ing chain triples considers sender id s and its list of receivers {ry, 79, -+ ,74}. Then
for each such receiver r; that is also a sender, let {p1, p2,- -+, ps} be the receivers to
which 7; sent messages. All chains beginning with s are of the form s — r; — p;.
This way we can more efficiently enumerate the triples (since we ignore triples which

do not occur). For each sender s we count the frequency of each triple s — r; — p,.
Theorem 4 Algorithm to find all triple frequencies takes O(||D|| +n - || D]|) time.

Proof: To find all of the chain triples requires O(||D||) computations, and to find
all of the sibling triples similarly requires O(n - || D||) computations. Therefore, the
total number of operations needed is O(||D|| +n - || D||). n

3.1.3 General Scoring Functions for 2D-Matching

One can observe that for our 2D-matching we are using a so called “Step
Function”, which returns 1 for values between [Tpin, Tmaz), and gives 0 otherwise.
Such a function represents the probability delay density which is the distribution of
the time it takes to propagate a message once it is received.

Here we extend our matching algorithm to be able to use any general propa-

gation delay density function, see Figure 3.2.
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Probability Probability
of reaction of reaction

max
| I

Time since message received Time since message received

Figure 3.2: Step function on the left and a General Response Functions
for 2D Matching on the right

Usage of these various functions may uncover some additional information
about the streaming groups and their structure which the “Step Function” missed.

Unfortunately, the matching problem with an arbitrary function, unlike in the
case with the “Step Function” which can be solved in linear time, cannot be solved
so efficiently.

First we provide an efficient algorithm to find a 2D maximum matching which
satisfies a causality constraint (a maximum weight matching which has no inter-
secting edges). Additionally we will provide an approach involving the Hungarian
algorithm to discover a maximum weighted 2D-matching, which does not obey the
causality constraint (edges involved in the maximum matching may intersect).

Given the two time lists Ly = {t1,ts,...,t,} and Ly = {s1,82,...,5,} and a
general scoring function f(-) over the specified time interval [T ... ] we would like
to find a maximum weighted 2d matching between these two time lists, such that the
matching has no intersecting edges. No intersecting edges intuitively guaranties the
causality constraint. To solve this problem we will employ the dynamic programming
approach. Let M, ; be a maximum matching with the respective weight w(M; ),
obeying the causality constraint, involving up to and including the ¢;’th item of the
list Ly and up to and including the s;’th item in the list L,. Thus, the matching
M, ,» will hold the maximum weighted matching for the entire lists L; and L,. When
we compute the matching, we attempt to improve it from step to step by adding
only the edges(matches) which do not intersect any of the edges already present in

the matching. The following description of the algorithm will show why it is the
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case.
We will illustrate now that if we have correct solutions to subproblems M;_; ;,
M; ;1 and M;_; j_1, then we can construct a maximum matching M; ;, which obeys

the causality constraint by considering the following two simple cases:

1. Either the elements ¢; and s; are both matched to each other in the matching
M, ;, in which case M; ; = M,;_1 j_1 U (t;, sj). Obviously the edge (¢;,s;) does
not intersect any of the previous edges of M;_; ;1 so we maintain the causality

constraint;

2. Or, the elements ¢; and s; are not matched to each other in the matching M; ;.
Then, one of the ¢; or s; is not matched (see Lemma 4), which means that

M, ; = max{M; ;j_1, M;_1 ;}. No edges are added to the matching in this case.

We initialize our algorithm by computing in linear time the base set of matches
{My1,Mo,...,M,} (the bottom row) and {M; 1, Msy,..., My} (the left most
column) of the two-dimensional array of subproblems (of size n - m) that is be-
ing built up. The matchings {M; 1, M o,...,M;,} are constructed by taking the
first element s; from the list Ly and computing all of the weights of the edges
w(t;, s1), s.t. w(Miq) = {f(s1 —t1)} (contains edge (t1,s1), if its not 0), w(M;s) =
max{f(sy —t1), f(s1 — t2)} (contains the heavier of two edges (t1,s1), (t2,$1) ) up
to My, = max{f(s1 —t1), f(s1 —t2),..., f(s1 — t,)} (contains the edge of maxi-
mum weight considered over all ¢;’s). We similarly compute the set of matchings
{My1, M5y, ..., My1}. Next we are ready to fill in the rest of the two-dimensional
array of subproblems starting with My 5, since My 1, M, 2 and My are all available.

The pseudo code of the algorithm is given in Figure 3.3.

Lemma 3 The matching constructed by algorithm Match-Causality, obeys the causal-

ity constraint (contains no intersecting edges).

Proof: By construction of our algorithm, during the computation of every M; ;
a new edge is added to the matching only if the (M;_1 ;1 U (¢;,s;)) is picked as
maximum. But since ¢; and s; are the very last two elements for the matching

M; ;, they can’t intersect any of the edges. Thus, since at each step our algorithm
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1: Algorithm Match-Causality

2: Compute {M; 1, Myo,..., My} and {M; 1, Msq, ..., M1}

3: fori=2;i<n;i++ do

4. for j=2;5<m;j++ do

5 M;; = maz{w(Mi-1;-1U (i, 55)), w(Mi-yz), w(Mij-1)}

6 Store a direction for backtracking

7. Start at M,,,, and backtrack to retrieve the edges of the matching

Figure 3.3: Algorithm to discover a maximum weighted matching which
obeys the causality constraint. In the algorithm above, we initial-
ize 1 = 0;5 = 0 (i,j are time positions in lists L, = {t1,s,...,t,} and
Lo ={s1,52,...,Sm}

consistently adds edges which do not intersect any of the previously added edges,

the final matching will contain no intersecting edges. |

Lemma 4 If the items t; and s; are not matched to each other in the matching

M; ;, then one of the t;, s; is not matched at all.

Proof: Let us assume for the sake of contradiction that both ¢; and s; are matched
with some nodes. This automatically implies that ¢; must be matched with some s,
which appears before the s; in the list Lo; and s; is matched with some ¢;, which
occurs before the ¢; in the list L;. But this means that the edges (¢;, s;/) and (¢, s;)

intersect, a contradiction. |

Theorem 5 Algorithm Match-Causality correctly finds a maximum weighted match-

mg.
Proof: Proof by induction. For the base case lets consider the case where || Ly || = 1
and ||Ls|| = 1, in this case the algorithm will trivially match ¢; (the only element

of Ly) with s; (the only element of L) as long as the f(s; — ;) > 0, otherwise the
matching would be empty.

For the inductive step we assume that if our algorithm finds all of the maxi-
mum weighted matchings ,which obey the causality constraint, correctly up to and
including M, ;_1, then the algorithm correctly finds the maximum matching which

obeys the causality constraint for M, ; (the very next position it considers after
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M; j_1). By our assumption we know that our algorithm correctly found the match-
ings M;;_1, M;_; j—1 and M,_; ;, which all obey the causality constraint, since all
of them occurred before the computation of M, ;. If so, then our algorithm by con-
struction will pick the maximum weight matching from the set of 3 possible match-
ings {(M;_1,;-1U (ti,s;)), Mi_1;, M; j—1 }, which guaranties the M, ; to be maximum

weight and obey the causality constraint. |
Theorem 6 Algorithm Match-Causality runs in O(n - m) time.

Proof: Computation of the first column and the first row takes O(n+m) time, by
simply keeping the track of the running maximum during the computation. Next
we compute O(n - m) elements, where each one takes linear time to compute (find

the maximum of 3 elements). Thus, the total runtime is O(n - m). m

The general propagation delay function f(-) can have any shape, and one can
wonder if it is possible to find an algorithm which will perform faster then O(n - m)
for some special case of the general propagation delay function. Let us consider one
of the most intuitive scenarios where the propagation delay function is monotonically
decreasing. We prove that there does not exist an algorithm which can construct
the maximum weight matching in less then O(n-m) time, which obeys the causality

constraint.

Theorem 7 Algorithm which finds exactly the maximum weight matching for a
propagation delay function which is strictly monotonically decreasing (not a “step”

function) and obeys the causality constraint, requires at least O(n - m) time.

Proof: Consider the two time lists Ly = {t1,ts,...,t,}, Lo = {s1,82,...,Sm},
where every time s; > t,, and a strictly monotonically decreasing function f(-),
s.t. f(sm —t1) > 0. The first observation to make is that ¢, must be a part of
the matching. If ¢,/ is the last matched item and ¢, is not matched, where n’ < n,
then the matching can be improved by replacing ¢, with ¢,, since f(-) is a strictly
monotonically decreasing function and n’ < n.

Since the matching obeys the causality constraint, then the maximum weight

matching can be {f(s1—t,)} or {f(sa—t,)+f(s1—tn—1)}or...or {f(s1—t1)+f(s2—
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to) + ...+ f(Sm — tn)}, order of O(n - m) combinations. And since the function is
any strictly monotonically decreasing function, one can not guaranty the optimality
of the discovered matching without having to consider all of the mentioned O(n-m)
permutations. Thus an algorithm which finds exactly the maximum weight matching
for a propagation delay function which is strictly monotonically decreasing (not a
“step” function) and obeys the causality constraint, requires at least O(n - m) time.

Additionally we present a method to discover a maximum weight matching
for a general propagation delay function, which doesn’t have to obey the causality
constraint (we allow the intersection of edges in the matching).

The general idea is to use a Hungarian algorithm to find a maximum weighted
2d-matching for a pair of time lists.

First, given two time lists Ly = {t1,t2,...,t,} and Ly = {s1,59,..., 8} and a
general scoring function f(-) over the specified time interval [Tpin.r,,..], We construct
the bipartite graph, where on the left we have the set of n nodes, where each node
represents a respective time from {t¢q,%s,...,t,} and on the right we have a set of
m nodes representing each of {s1, s9, ..., s, } times respectively. Each pair of nodes
t; and s; is connected by an edge, where the weight on the edge equals to f(s; — ;)
(0 if outside the [Timin r,,,| bounds).

Once we have constructed the bipartite graph we are ready to run the Hun-
garian algorithm. The produced matching M is of maximum weight, but does not

take into account the causality constraint (some of the edges of M may intersect).

Theorem 8 Mazimum matching which doesn’t have to obey the causality constraint

using a general propagation delay function can be computed in O((n +m)3) time.

Proof: Hungarian algorithm has been shown to run in O(||V']|*) time, which in

our case translates to O((n + m)?) operations. o

We use ENRON data to test general propagation delay functions against the
“step” function. The results of our experiments are presented in Section 5.5. It

turns out that in most of the cases there is not much added value from the more
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general propagation delay function in practice. Thus, the more efficient function

seems adequate.

3.2 Statistically Significant Triples

We determine the minimum frequency x that makes a triple statistically sig-
nificant, using a statistical model that mimics certain features of the data: we model
the inter-arrival time distribution and receiver id probability conditioned on sender
id, to generate synthetic data and find all randomly occurring triples to determine
the threshold frequency . Above this threshold frequency k, it is unlikely that

triples with that frequency appear in the random model.

3.2.1 A Model for the Data

We estimate directly from the data the message inter-arrival time distribution
f(7) and, for each sender the receiver conditional probability distribution P(r|s),
and the marginal distribution P(s) using simple histograms (one histogram for f(7),
S histograms for P(r|s) and one for P(s)). One may also model additional features
(e.g. P(s|r)), to obtain more accurate models. One should however bear in mind
that the more accurate the model, the closer the random data is to the actual data,
hence the less useful the statistical analysis will be - it will simply reproduce the

data.

3.2.2 Synthetic Data

Suppose one wishes to generate N messages using f(7), P(r|s) and P(s). First
we generate N inter-arrival times independently, which specifies the times of the
communications. We now must assign sender-receiver pairs to each communication.
The senders are selected independently from P(s). We then generate each receiver

independently, but conditioned on the sender of that communication, according to

P(r|s).
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3.2.3 Determining the Significance Threshold

To determine the significance threshold r, we generate M (as large as possible)
synthetic data sets and determine the triples together with their frequencies of oc-
currence in each synthetic data set. The threshold x may be selected as the average
plus two standard deviations, or (more conservatively) as the maximum frequency

of occurrence of a triple.

3.3 Constructing Larger Graphs using Heuristics

Now we discuss a heuristic method for building larger communication struc-
tures, using only statistically significant triples. We will start by introducing the
notion of an overlap factor. We will then discuss how the overlap factor is used to
build a larger communication graph by finding clusters, and construct the larger

communication structures from these clusters.

3.3.1 Overlap between Triples

For two statistically significant triples (A, B,C) and (D, E, F) (chain or sib-
ling) with maximum matchings at the times M; = {(t1,51),. .., (tx, sx)} and My =
{(t1,81), ..., (L, 5,)}, we use an overlap weighting function W (M, M>) to capture
the degree of coincidence between the matchings M; and M,. The simplest such
overlap weighting function is the extent to which the two time intervals of commu-
nication overlap. Specifically, W (M, M) is the percent overlap between the two

intervals [t1, sx] and [t}, s, ]:

i , 80 ) — max(ty, 1)
0 1) {1 )

max(sy, s,) — min(ty,t;)’

A large overlap factor suggests that both triples are part of the same hidden group.
More sophisticated overlap factors could take into account intermittent communi-

cation but for our present purpose, we will use this simplest version.
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3.3.2 The Weighted Overlap Graph and Clustering

We construct a weighted graph by taking all significant triples to be the vertices
in the graph. Let M; be the maximum matching corresponding to vertex (triple) v;.
Then, we define the weight of the edge e;; to be w(e;;) = W (M;, M;). Thus, we have
an undirected complete graph (some weights may be 0). By thresholding the weights,
one could obtain a sparse graph. Dense subgraphs in this graph correspond to triples
that were all active at about the same time, and are a candidate hidden group. Thus,
we want to cluster the graph into dense possibly overlapping subgraphs. Given the
triples in a cluster we can build a directed graph, consistent with all the triples,
to represent its communication structure. If a cluster contains multiple connected
components, this may imply the existence of some hidden structure connecting them.

Below is an outline of the entire algorithm:

1: Obtain the significant triples.

2: Construct a weighted overlap graph (weights are overlap factors between pairs
of triples).

3: Perform clustering on the weighted graph.

4: Use each cluster to determine a candidate hidden group structure.

For the clustering, since clusters may overlap, we use the algorithms presented in

1], [12].

3.4 Algorithm for Querying Tree Hidden Groups

We describe efficient algorithms for computing (exactly) the frequency of a
hidden group whose communication structure is an arbitrary pre-specified tree. We
assume that messages initiate from the root. The parameters 7., Tmaz, 0 are also
specified. Such an algorithm can be used in conjunction with the previous heuristic
algorithms to verify that a discovered tree-like structure actually occurs frequently
in the data.

Let L be an adjacency list for the tree T', D a dataset in which we will query
this tree. The first entry in the list L is the root communicator followed by the list

of all its children (receivers) the root sends to. The next entries in L contain the
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lists of children for each of the receivers of L,.,; until we reach the leaves, which
have no children.

After we have read in D, we process L and use it to construct the tree, in
which every node will contain: node id, time list when its parent sent messages to
it, and a list of children. We construct such tree by processing L and checking each
communicator that has children if it is present in D as a Sender, and if its children
are present in D in the list of its Receivers. During the construction, if a node
that has children is not present in D as a Sender, or some child is not on the list
of Receivers of its parent, then we know that the given tree does not exist in the
current data set D and we can stop our search.

For a tree to exist there should be at least one matching involving all of the
nodes (lists) in the tree. We start with root and consider the time lists of its children.
We use Algorithm-Sibling to find the first matching my = (¢4, s, ...,t,), where
is an element of the i’s child time list and n is the number of time lists. After the
first matching m; is found, we proceed by considering the children in the matching
m; from the rightmost child to the left by taking the value ¢;, which represents this
node in the matching and passing it down to the child node. Next we try to find
a matching mg = (81, Sa, ..., Sg) for the k child time lists using Algorithm-Sibling.

There are three cases to consider:

1. Every element s; of the matching my also satisfies the chain-constraint with
the element ¢;: Tin < 85 — 6 < Tynaz, VS; € Mo, j = k,..., 1. In this case we
say mg ~ t; (mg matches t;) and proceed by considering all children. Otherwise

consider the rightmost s; € my. The two cases below refer to s;.

2. If s; < t; + Tpin, in which case we say mo < t;, we advance to the next
element in child j’s time list and continue as with Algorithm-Sibling to find
the next matching (s}, s5, ..., s;). This process is repeated as long as msy < ;.
Eventually we will find an my with ms ~ t; or we will reach the end of some
list (in which case there is no further matching) or we come to a matching

me > t; (see case below).

3. If s; > t; + Tpae, in which case we say mo > t;, we advance t; to the next
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element in 7’s time list on the previous level and proceed as with Algorithm-
Sibling to find the next matching in the previous level. After this new matching
(t),t,,...,t) is found, the chain constraints have to be checked for these
time lists (], %), ...,t,) with their previous level and the algorithm proceeds

recursively from then on.

DVIINTY
ONGRONOND
Figure 3.4: Example of a communication tree structure

The entire algorithm for finding a complete matching can be formulated into
two steps: find the first matching; recursively process the remaining parts of the
time lists. What we have described is the first step which is accomplished by calling
the recursive algorithm FindNext,..(NULL, root) that is summarized in the Figure
3.5. If this returns TRU E, the algorithm has found the first occurrence of the tree,
which can be read off from the current time list pointers. After this instance is
found, we store it and proceed by considering the remaining part of the time lists
starting from the root.

To illustrate how the Algorithm Tree-mine works, consider the example tree
T in Figure 3.4. Let node A to be a root and let Lq,...,Lg be the time lists.
Refer to (Lq, Lo, L3) as the phase; lists, (L4, Ls, Lg) as the phasey lists and (L7, Lg)
as the phases lists. Let my = (t1,t2,t3), ma = (81, 89,83) and mz = (ry,r3) be
the first matchings of the phase;, phases and phases lists respectively. If my ~ t3
and mg ~ t;, we have found the first matching and we now recursively process the
remaining time lists. Suppose my < t3 (eg. so < t3+4 Tmin), then we move to the next
matching in the phases lists. If my > t3 then we move to the next matching in phase;
lists and reconsider the phases; matching and the phases matching if necessary. If

meo ~ t3 we then similarly check mg with ¢;. Since node C'is a leaf, it need not be



Algorithm Tree-Mine(7T,D)
Drem —D
while M = TRUFE do
(M, t") = FindNext(T, Dyem)
if M then
Store Match
Increment List Pointers; get D,

1: Algorithm FindNext(T, D,ep,)

Initialize all truth; < 0

3: return Findnext,..(NULL,root)

— = =
N

Algorithm FindNext,..(t,*node 1)

(*)Run Algorithm-Sibling from current time list pointers to get m = (¢, ...

if m ~ ¢ then
for j =nto1ldo

if (truth; =1 & prev; <t;) or truth; = 0 then
(truth;, prevj) = FindNext,..(t;, *node j)
if truth; = 0 then

Increase t; pointer, GOTO (%)

else

return (truth;,t)

. if m < t then

Increase t; pointer, GOTO(%)

. if m >t then

return (0, t)

30

7tn)

Figure 3.5: Algorithms used for Querying a Tree 7" in the data D. In the
algorithms above, D,.,, represents D in an way that allows the Tree-Mine
Algorithm to efficiently access the necessary data.
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further processed.

Theorem 9 Algorithm Tree-Mine correctly finds the mazimum number of occur-

rences for a specified tree T'.

Proof: Proof by contradiction. Given a set of time lists L = (L1, Lo, ..., Ly,)
that specify a tree, our algorithm produces a matching M = (my,ma,...,my),
where each matching m; is a sequence of n times from each of the n time lists
m; = (t5,th, ... ). Let M* = (m},m3,...,m}.) be a maximum matching of size

k*. The next lemma follows directly from the construction of the Algorithms.
Lemma 5 If there is a valid matching our algorithm will find one.

Lemma 6 Algorithm Tree-Mine finds an earliest valid matching(occurrence). Let
the first valid matching found by our algorithm be my = (t1,ts, ..., t,), then for any

other valid matching m’ = (s1,89,...,8,) t; <s; Vi=1,--+ n.

Proof: Proof by contradiction. Assume that in m; and m’ there exists a corre-
sponding pair of times s < t and let s;, t; be the first such pair. Since m; and m’ are
valid matchings, then s; and ¢; obey the chain constraints: 7., < (£ —t,) < Timaa
(where t, is a time passed down by the parent node), Tyin < ((tchitdren — ti) < Tmaz

(where tepijgren are times of children of ¢;), similarly T,in < (8; — 8p) < Tinaz, Timin <
(Schitdren — Si) < Tmaz; and obey the sibling constraint: 7, < (tiv1 — ) < Tima,
Tmin < (t; — ti1) < Tmae (Where ¢;_; and t;;; are matched times of neighboring
siblings of ¢;) and similarly 7., < (Siv1 — $i) < Tonazs Tmin < (Si — Si—1) < Trmaz-
Since s; < t;, then 7, < (tix1 — ;) and Tpee > (s; — ti1). Also be-
cause s;_1 > t;_1, we get that 7., < (s; — t;_1) and since (s;11 — $i) < Tazs
then (min(tiy1, Siv1) — Si) < Tmae as well. By similar reasoning since s; < t,
then Toin < (tenitaren — Si) and Tomaz > (s; — tp); also since s, > t,, we get that
Tmin < (8i — tp) and since (Schigren — Si) < Timaz, then (min(tehidren, Schitdren) —
$i) < Tmaz as well. But if s; satisfies all of the chain and sibling constraints,
then m; would not be the first valid matching as has already been proven for al-
gorithms chain and sibling triples, because the first matching m; would contain
my = (t1,ta,. .., tic1, iy min(tive, Sig1), min(tiyo, Siva), ..., min(t,, s,)). Thus, al-

gorithm Tree-Mine finds the earliest possible matching(occurrence). |
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Now let us for the purpose of contradiction assume that Tree-Mine does not
find a maximum number of occurrences of a specified tree T, s.t. k < k*.

The situation where & < k* can only appear if M* discovers an occurrence
of T" before the Tree-Mine does, s.t. some occurrence m; which is earlier then its
respective occurrence m;. But such a situation can not happen, since, given the
set of time lists (or the remainder of them, if we already processed some of them)
which define the tree T, Tree-Mine guaranties to find the earliest valid match by
Lemma 6. Thus, we obtain a contradiction. This proves that Tree-Mine correctly

finds the maximum number of occurrences of a specified tree T'. |
Theorem 10 Algorithm Tree-Mine runs in O(dpmaz - || D).

Proof: Algorithm Tree-Mine uses the Algorithm-Sibling at each step. No entry
in any of the lists has to be considered after it has been passed. Furthermore,
every change (time list pointer increment) at worst causes sibling constraint checks
on the current level, a chain constraint checks for the lower level children of the
element incremented, and a single chain constraint check with the parent in the
previous level. Hence, every time list pointer increment is accompanied with at
most 2d,,., + 1 operations, where d,,,, is the maximum number of children a node
can have. There cannot be more increments than the total number of entries in all
of the time lists D = U",(L;), where L; are the time lists. Thus, the total runtime
is O(dmaz - | DI])- o

3.4.1 Mining all Frequent Trees

Here we propose an algorithm which allows us to discover the frequency of
general trees and to enumerate all statistically significant general trees of a specified
size and frequency. The parameters Tiin, Tmaz, 0 and k£ must be specified. Addi-
tionally you can specify the min and the max tree size to bound the size of the
trees of interest. The parameter x in this algorithm represents the minimal fre-
quency threshold, and is used to discard the trees which occur fewer times then the
specified threshold.

As for any tree mining problem, there are two main steps for discovering fre-

quent trees. First, we need a systematic way of generating candidate trees whose
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frequency is to be computed. Second, we need efficient ways of counting the num-
ber of occurrences of each candidate in the database D and determining which
candidates pass the threshold. To address the second issue we use our Algorithm
Tree-Mine to determine the frequency of a particular tree. To systematically gener-
ate new candidate trees we inherit the idea of an Fquivalence Class-based Extensions
and the Rightmost Path Eztensions proposed and described in [66, 65].

The algorithm proceeds in the following order:

(i) Systematically generate new candidates, by extending only the frequent
trees until no more candidates can be extended;

(ii) Use Algorithm Tree-Mine to determine the frequency of our candidates;

(iii) If the candidate’s frequency is above threshold - store the candidate.

The main advantage of equivalence class extensions is that only known frequent
elements are used for extensions. However to guaranty that all possible extensions
are considered, the non-redundant tree generation idea has to be relaxed. In this way
the canonical class (considers candidates only in canonical form) and equivalence
class extensions represent a trade-off between the number of isomorphic candidates

generated and the number of potentially frequent candidates to count.

Theorem 11 Mining all of the tress on the current level requires O(n? - dpaz - || D|| -

(v + log(dmaz))) operations.

Proof: Let n be the number of trees on the current level considered for extension,
then we have to process O(n?) extensions, because each frequent tree can only be
extended by some other frequent tree. During an extension we need to update
recursively the nodes above the leaf node that just has been added which can take
up to v operations, where v is the number of distinct members in the graph. Also,
while adding the leaf node we need to look up the time list for its parent, which can
take up to d,,qz, where d,,,, is the maximum number of children a node has. Thus,
each extension requires up to O(v + l0g(d,naz)) operations. Also since we check the
frequency of each candidate, we need to call the Algorithm Tree-Mine, which runs
in O(dmaz - | DI))-

Combining these run times together we can conclude that the runtime neces-

sary to mine all of the trees on the current level is O(n? - dppas - || D] - (v +10g(dmaz)))-
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Note that mining all of the trees on all of the levels is an exponential algorithm in

the worst case, but this is because the output is exponential. |

3.5 Software system SIGHTS

Algorithms for finding hidden groups and their structure in the stream of com-
munications have been incorporated into the software system SIGHTS, developed
by our group [9].

The main objective of SIGHTS is to provide an umbrella for various algorithms
for use in analyzing communication data with the goal of detecting social coalitions,
primarily, “hidden” groups. The graphical user interface of SIGHTS contains three
facilities to help the analyst examine and manipulate the results of the algorithms.

The advantages of this approach include the following.
1. The algorithms can be used by several users.
2. Increased use provides increased feedback for future improvements.

3. Placing all strategies in a single place may uncover more effective combined

strategies or a synergy between strategies.

The three main modules of SIGHTS (see Figures 3.7 and 3.6) are: Data Collec-
tion/Storage, Data Learning and Analysis; and Knowledge Extraction/Visualization.
The Data Collection/Storage module contains multiple data sources, each responsi-

ble for gathering data and representing it as a semantic graph for further processing.

&7 celect An Activity .. 1o} =l

[ Cata Collection/Storage I|

Data Learning and Analysis |

‘¥nowledge Extractionisualization |

Figure 3.6: SIGHTS Startup Window.

The resulting semantic graph is stored in the database where it can be found

by the data processing facilities that help extract information such as identifying
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overlapping clusters representing social groups; finding group leaders; finding hidden

groups using cycle and stream models; and tracking the group evolution.

Data Sources Store Semantic

! Graph and MetaData
Blogs |JERENGRE] Emal Daa | '

. ) . ) Semantic Graph .
Interactive Visualization and MetaData| | Derived Data

Real Time Clustering

Size vs Density e
Leader Identification
Graph of Clusters ) I
~4——® | Topic Identification
Group Persistence

Cycle Group Analysis

Group Evolution )
Stream Group Analysis

Algorithm Modules

Figure 3.7: SIGHTS System Architecture(currently the link from Chatrooms
is not functional)

SIGHTS presents data through multiple visualization facilities, including the
size vs. density-plot for group analysis; clusters in the graph, and groups in time
and group evolution-plots. Since the visualizations are interactive, they allow the
analyst to zoom into a certain part of the visualization and select groups that are of
particular interest; the system then provides additional information regarding the

group in question.

3.5.1 Data Processing Modules

The semantic graph and meta data obtained by the Data Collection module
can be processed with data processing modules to retrieve additional information.
Processing modules will run in parallel with data collection and the identified groups
and other data will be stored in the database. Using a visualization module, the

user may view the data.

Stream Model The user is able to run the stream algorithm from SIGHTS. This
algorithm finds groups based on frequent triples and siblings and by clustering them

into larger groups allows for tracking the evolution.
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SIGHTS allows a user to configure the various parameters used for processing
under the stream model. This includes start and end points of the analysis, cycle
duration as well as time interval bounds, thresholds for minimum number of siblings
and the threshold used during the clustering. The algorithms implemented in this

module are mainly those described in the thesis.

Cycle Model [14] The user may run a cycle model algorithm to generate a
database of all possible internally persistent groups in all ranges of cycles. User
may configure start and end points of the analysis and the cycle duration length.
As groups are found they are stored in the database. Using the visualizations, users

may extract groups that are of interest.

Overlapping Clustering Module The user may cluster a specific set of actors,
using communications collected over a specific interval of time. The details of this
algorithm are presented in [13], [11]. SIGHTS then provides the user with an in-
tuitive way to interact with the results. The groups may be plotted on a size vs.
density plot, where the user may click on a group to view its members. Specifically,
the visual result must highlight the overlaps among clusters.

In addition, SIGHTS contains an algorithm for discovering overlapping clusters
that evolve over time. The algorithm first independently clusters each communi-
cation cycle for a specific set of cycle boundaries. The program then heuristically

matches clusters in order to produce the evolution of clusters over time.

3.5.2 Interactive visualizations

SIGHTS provides a GUI for interactive visualization of the results obtained
from the data collection and data processing modules. Currently the system sup-
ports four different visualizations for the analyst: Size vs. Density plot, graph of
Clusters plot, Group Persistence view and Group evolution view. There are four
main parts to each visualization: the interactive plot, time range selector, the se-
lected group detail window and the list of analysis available on a current graph.
As shown in Figure 3.8, the list of available analyses can be found in the upper

left corner of the main window. The ‘ ‘Selected Group’’ display is located right
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below it and the time range selector is located in the lower left side of the main
window.
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Figure 3.8: Size vs. Density Plot of SIGHTS Sample Analysis (Fach dot
represents a group, bold dots are groups of high interest level with high amount of
communication)

Size vs. Density Plot The interactive plot in Figure 3.8 displays the groups
(each group is represented as a dot) discovered in a cycle within the dates given by
the range selector bars. Dots are placed on the screen according to their size (given
by the label on the top of the plot) and their density (given by the label on the left
of the plot). Density is simply a measure of the communications among individuals
in the group against communications to individuals outside of the group.

The shading of the squares indicates their interest level. Bold dots correspond
to groups with a high level of communications which have been marked as interesting

based on the filters set up during the configuration of the data collection phase.

Graph of Overlapping Clusters This interactive plot as shown in Figure 3.9
displays the groups discovered in the time range determined by the range selector
bars. In this view each grey dot represents an actor and grey links represent the
background communications between actors if such exist. Every group is denoted
as a green square, and the links from the green square to grey dots show which

actors are members of this group. Clicking on a group will make it selected, and
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Figure 3.9: Graph Clusters Plot of SIGHTS Sample Analysis (Grey dots
are actors, each green dot with links to actors represents a group and grey links
correspond to background communications)

the ¢ ‘Selected Group’’ display on the left of the interactive plot will show the

information about the members of this group.

Visualization of Group Persistence This visualization gives the analyst an
opportunity to view all of the groups over all of the time cycles, which are represented
by vertical lines. FEach time cycle has a number of rectangles which belong to this
cycle and represent groups. Once again, when a group is selected, its members will
be shown in the ‘ ‘Selected Group’’ display. While the selected group is entirely
colored blue, other groups can be either colored grey, which means they do not have
any members in common with the selected group, or a group can be partially/entirely
colored green or blue, which respectively means that it contains some but not all of
the members from the selected group, or has all of the members of the selected group
as well as in both cases (green or blue) groups can possibly have some other actors
in them. Those actors will correspond to the remaining portion of the rectangle
and will be colored grey. An example of the group persistence visualization can be

found in the Figure 3.10.

Leaders and Group Evolution When a square is clicked on in the interactive

plot, the analysis will be updated with two important pieces of information. On
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Figure 3.10: Group Persistence Plot of SIGHTS Sample Analysis ( Vertical
lines define the time cycles, each rectangle is a group. A selected rectangle is entirely
blue, other rectangles are grey if they have no members in common with selected one,
partially/entirely green if they have some members in common or partially/entirely
blue if a group contains all of the members of the selected rectangle. If the rest of
the rectangle is grey it indicates that it has some additional members)

the left of the interactive plot is a display labeled “Selected Group” which upon
clicking will be updated with all of the members of the group. This display will
present three portable columns showing the node id, global leadership index, and
local leadership index. Double clicking on any of the entries of this display will open
a web browser and navigate to selected node specific content.

The Leaders and Group evolution view displays leadership information and
group members. Clicking on a coalition will find it’s evolution. The currently
selected group will be outlined in blue. Any coalitions that act as ancestors to the
selected group will be outlined in green if they were discovered in a cycle that is
currently displayed in the plot. Descendants of a selected coalition will be outlined
in black if they were discovered in cycles currently displayed in the plot. Clicking
on a descendant cluster will update the plot and allow the analyst to track the

evolution.

3.5.3 System Implementation
The system SIGHTS uses a Postgres database to store all collected data. Data

processing modules access the database for semantic graphs and uses the database
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to store the result of data analyses such as overlapping clusters, group leader and
group evolution information.

Data collection and processing modules run in parallel. They are managed by
a simple scheduling system that keeps track of the state of processes and activates
new processes. The system SIGHTS includes the visual web-based interface that
allows an administrator to manage and configure the processes that are currently
running.

All modules except the visualizations can be written in any language that can
connect to a Postgres database. The modules of the current implementation are

written in C+-+ and PHP5.

3.6 Algorithms for Measuring Similarity between Sets of
Overlapping Clusters

In social networks it is very natural for groups to have some members in
common, because a single person usually belongs to more than just one group.
Methods for finding overlapping clusters in social networks have been presented in
[11, 12, 55, 52, 29, 12, 30, 51]. The problem of a distance measure between cluster
sets and partitions has been studied in the past. In [57], C. Robardett and F. Feschet
propose an innovative methodology to study and compare the performances of the
objective functions and search strategies employed.

In [22], L. Denoeud and A. Guenoche compare several distance indices between
partitions on the same set by building a set of partitions close to each other. They
do this by starting with an initial partition and applying k transfers of one element
from one partition to another. They compare the distribution of several indices of
distance between different partitions.

In [67], D. Zhou, Jia Li and H. Zha propose a measure for comparing clustering
results to tackle two issues insufficiently addressed by existing methods: taking into
account the distance between cluster representatives when assessing the similarity
of clustering results and constructing a unified framework for defining a distance
based on either hard or soft clustering and ensuring the triangle inequality under the

definition. Their measure is derived from a complete and globally optimal matching
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between clusters in two clustering results. They show that the distance is an instance
of the Mallows distance, a metric between probability distributions in statistics.
Their experiments show that the clustering distance measure approach proposed in
their paper handles difficult cases successfully.

In [47], A. Patrikainen and M. Meila present the framework for comparing
subspace clusterings. They propose several distance measures for subspace cluster-
ings, including generalization of well-known distance measures for ordinary cluster-
ings. They validate the usefulness of their subspace clustering distance measures
by comparing clusterings produced by the algorithms fastDOC, HARP, PROCLUS,
ORCLUS, and SSPC. They show that their distance measures can also be used to
compare partial clusterings, hierarchical clusterings, and patterns in binary data
matrices. The above approaches deal strictly with sets of partitions, and do not
allow for any overlap between groups.

One way to define the distance between two clusterings is to consider the num-
ber of changes (moves) necessary to convert one clustering into the other. Another
approach is to view the problem as an assignment problem or a weighted matching
problem in bipartite graphs, where each vertex of the graph is a cluster. These
problems can be solved by a number of approaches such as: the inefficient Brute
Force approach, where all possible combinations are considered, the Hungarian algo-
rithm [40, 50|, the Maz-Flow approach [19] or by formulating a Linear Programming
problem [20, 63]. All of these approaches essentially try to “convert” one clustering
into the other by finding the lowest cost matching. However, some of them, such
as the Brute Force approach, can have exponential worst case running time or do
not work well with clusterings of different sizes. In such a case one typically adds
empty sets to the clustering with fewer clusters so that both clusterings are of the
same size. Furthermore, all of the algorithms mentioned above do not account for
the potential overlap between the groups and thus are not suited well to work with
clusterings found in social networks.

To demonstrate lets use the example presented in Figure 3.11. We are given
two clusterings: the one on the left has a single group (cluster)

S1 = {1,2,3,4,5,6,7,8,9,10}, while the one on the right has two clusters S| =
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{1,2,3,4,5,6,7,8,9} and S, = {1,2,3,4,5,6,7,8,9,10,11}. The two clusters 5]
and S), vary from each other and from the first clustering just by a few members. If
we undertake the approach of computing the distance between these two clusterings
by adding an empty cluster to the first clustering, such that we have an equal
number of clusters in both clusterings, and using one of the known algorithms, such
as the Hungarian algorithm mentioned above, we will produce a huge distance,
while ultimately the two clusterings are essentially identical in that they represent
the same social group structure.

While many of the known approaches perform well for clusterings of equal size
and little or no overlap between clusters, they often will fall short when it comes
to measuring the distance between clusterings in social networks with such overlap

degeneracies.

(50

@ 1,2,3,4,5,6,7,8,9

1,2,3,4,5,6,7,8,9,10

S

1,2,3,4,5,6,7,8,9,10,11

Figure 3.11: Clustering on the left has one cluster with 10 members,
while the clustering on the right has 2 clusters with 9 and 11 members
respectively.

3.6.1 Problem Statement

A typical social network consists of actors (individuals) and some form of
communication between them: phone calls, emails, blog posts, etc. When a number
of individuals in a network exchange communications related to a common goal,
or a common activity, they form a group. Usually the presence of the coherent
communication activity imposes a certain structure on the communications of that
set (group) of actors. It is natural for groups in social networks to share some of
the same members as well as to change over time. The membership of each group
is not necessarily constant and depends on time: groups can lose and/or add new

members, some groups can disappear over time, while other newly formed groups
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can emerge. Measuring the similarity or the distance between two clusterings of
such groups requires approaches which can account for these special conditions in
social networks.

Now let us formally define the problem as follows:

o Let C) = {5,5,...,5,} and Cy = {51,5),...,5..} be the two clusterings
of size n and m respectively, where S; and S} are the groups that form the

clusterings. A group does not contain duplicates.
e Let D, c,) be the distance, between the clusterings C; and Cs.

e The task is to find D¢, o) efficiently, while ensuring that D, ¢,) reflects the

actual distance between the network structures that C7 and Cs represent.

Here we propose tree different approaches, the Best Match and the K-center
approach, which solve the problem of determining the similarity/distance between
the two clusterings C; and C5. Both of these approaches we propose here intu-
itively compute the relative number of moves necessary to transform C; into Cs.
And we propose the Communication Probability approach of measuring the similar-
ity /distance between two clusterings C; and C5 based on the probability of commu-

nication between a pair of people.

3.6.2 Entropy Based Similarity Measure

There was a recent development in [42] by Andrea Lancichinetti et al. who
introduced a measure of similarity between partitions that can be applied also to
compare covers, i.e. divisions of a network into overlapping communities. The
measure is based on the normalized mutual information (Entropy based) used in
information theory and regularly adopted by scholars to compare partitions of a
network into communities.

Let Cy ={S51,59,...,5,} and Cy = {57, 55,..., 5! } be the two clusterings of
size n and m respectively, where S; and S} are the groups that form the clusterings.
Authors present a membership of a node z; as a binary array of ||C}]| entries, one
for each cluster in C';. They regard the kth entry of this array as a realization of a

random variable X}, whose probability distribution is given as:
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n
P(X;=0)=1- %,

where n; is the number of nodes in the cluster S, and N is the total number of

distinct nodes. Similarly the authors define P(Y}), and propose a computation of a

joint distribution of P(X},Y;) as follows:

P(Xp =1y, =1) = w
P(X, = 1)y = 0) = 2= 1305,
e — o - 1) S8l
P, — o =) - Y5081

The notion of joint entropy H(X,Y’) is used, which is always in the range [0, 1]
and equals 1 only when two clusterings C and (5 are completely coincident. Next
we want to compare how similar the C and C5 are in terms of lack of information
of one cover given the other. In particular, the authors define H(X|Y') to be the

amount of information X given a certain information Y; as follows:

H(X|Y;) = H(Xy, V) — H(Y)),

where

le ZP an lOg (len))

m

H(Y;) ==Y P(Y))log(P(Y}))

=1

Next authors define the conditional entropy H(X|Y) w.r.t all of the compo-
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nents of Y:

H(Xk|Y) = minlE{LQ HC2H}H(Xk’YZ>

ER]

Authors perform the above step for all k£ and take the average over all k to

compute the normalized conditional entropy of X given Y:

1 HGY)
A o = 6] 2 ")

Authors perform similar process to obtain H(Y|X) and combine the two to

obtain the final symmetric measure of similarity:

N(X :¥) = 1= S(HXIY oy + HY X ar).

We denote this measure the Entropy based measure, and use it as a benchmark

to compare with the methods we propose.

3.6.3 Best Match Approach
We start with the Best Match algorithm. While the pseudo-code for this

algorithm is presented in Figure 4.1(a), let us intuitively explain the main idea of
the algorithm.

The Best Match algorithm determines how well the clusterings represent each
other. That is when given C; = {51, 5s,...,5,} and Cy = {57,55,...,5,} it will
determine how well C5 represents C; and vice-versa.

We begin by considering every group S € C} and finding a group S’ € Cy with
the smallest distance d(g ) between them. One can run the best match algorithm
with any set difference measure which measures the distance between two sets S,
S’. We define the distance d(g gy between the two groups S and S’ as the number

of moves(changes) necessary to convert S into S”:

dissy =S|+ S —2|SNS
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Note, that alternatively we can also define d(g g as:

|SNY|
dissy=1— —5——
As we step through Cy, we find for each group Sy € Cj the closest group S € Cy

with a minimal distance ds, s1):

d(sy.c;) = min (ds,sp))

=1,....m

Next we sum up all such distances. For the purposes of normalization one can
normalize the obtained sum by the total number of distinct members T¢, in C; to
obtain D¢y cy):

2 k=1 Asi.0)

D(CDCQ) = T7

To, = || Us=y Skll;

1

this normalization computes a distance per node. One can also normalize by ||C}]|,
a distance per set.

So far we successfully found the distance measure D¢, ¢,) of how well the
groups in C] are represented in Cy. If this asymmetric measure of the distance is
considered adequate, one may stop the algorithm here. However, since in most of
the cases we want the measure to be symmetric with respect to both clusterings,
we also want to know how well C] represents Cy. We will thus repeat the same
calculation for each group in C5 with respect to the groups in C; and normalize the
sum of distances using one of the normalization methods. Finally, the Best Match

symmetric distance between a pair of clusterings C; and C5 defined as:

D(Ch@) + D(szcl)

DBestMatch(Ch 02) - 9

This result can be viewed as a representation of the average number of moves
per distinct member (or set) necessary to represent one clustering by the other.
Let us consider again the example in Figure 3.11. If we take the approach

of weighted matching in bipartite graphs via the Hungarian algorithm, to find the
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1.2,3.45,6.7,8.9.10,11

(a) Matches for D(Cy,Cy) (b) Matches for D(Csy, CY)

Figure 3.12: Steps of the Best Match algorithm while computing symmet-
ric distances between an example of a pair of clusterings

distance between the clustering on the left and the clustering on the right, we first
will have to add an empty set to the clustering on the left to make the number of
sets in both clusterings equal. This can be seen in the Figure 3.13(a).

Next we can find the minimal number of moves necessary to transform the
clustering on the left into the clustering on the right, by matching S; with S} and
Sy with S7. The distance produced by this matching is the minimal in this case and
requires ten moves (nine moves for the empty set Sy and one move for the set Sy) per
10 distinct members 10/10 = 1.0 (or per 2 sets 10/2 = 5). If we use the Best Match
algorithm, see Figure 3.12, we find that the two relative distances are D¢, c,) =
1/10, D(cy.cy) = 2/11 and the Dpegiararen(Ch, Co) = (1/1042/11)/2 = 0.1409 on the
per node basis. And D¢, c,) = 1/1, D(cy,cy) = 2/2 and the Dpegnraten(Cr, Co) =
(14 1)/2 =1 on the per set basis. One should obviously make an observation that
normalizing by the number of distinct members works well in the cases when we
have many distinct nodes and few sets (high amount of overlap), while normalizing
by ||C||, works better when we have a number of sets larger then the number of
distinct members (small amount of overlap).

Intuitively the Best Match algorithm is a relative measure of distance, and
reflects how well two clusterings represent each other, and how similar/different are
the social networks formed by these clusterings. This approach is not sensitive to

having clusterings of different size or having overlapping sets.
Theorem 12 The algorithm Best Match runs in O(nmt).

Proof: If ¢t is the max time necessary to compute the distance between any two
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sets, and since we have to perform order of O(nm) such computations, where n
and m are the respective sizes of the clusterings, the runtime of the Best Match is

O(nmt). o

1134367891011

(a) Matches for k =2  (b) Matches for k =1

Figure 3.13: Results of the K-center algorithm for different values of &

3.6.4 K-center Approach
The K-center algorithm is presented in Figure 4.1(b). Unlike the Best Match

algorithm in the previous section, which tries to measure the relative distance be-
tween two clusterings, the K-center algorithm measures the distance between two
k-minimal representations of the clusterings.

We explain here how to obtain a k-minimal representation. Let
Cy = {S51,5,,85,...,5,} be a clustering of size n. A k-minimal representation of

(1, call it Centery(Cy), is a subset of C} of size k which minimizes:

Z d(S;, Centery(Ch)),

=1

d(Sl,C’enterk(C’l)) - uirllink(d(sl,sa))a

At

dis,spy = |Si| = 181N S|

’
u

One can also define the distance as the set difference:

, 15,0 S|

d(ShS&) =1 |Sl us |
Intuitively d(S;, Centery(Cy)) is the minimal distance between S; and one of

the S, where S!, € Centery(Cy). In other words, given a clustering we construct a
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Algorithm Best Match
for each set S, € '] do
Find best matching set 5] € Cy
Dicy,0) = Dicrica) + d(Sk, )
Normalize D¢, c)
for each set S} € C; do
Find best matching set S € C4
Dcy.er) < Dicyiony + dist(Sy, Sk)
Normalize D¢, cy)

(D(cy,co)tD(cy,09))
DBestMatch(ClyC2) — L2 2 12

(a)

,_.
<

1: Algorithm K-center

2: Center(Cy) < max(]|.S;]| € Cy)

3: 01 — 01 - Sl

4: compute V| where each V; « d(S;, Centery(Ch))

5: fori=2:k—1do

6: let j be the index with max V;

7. Centery(Cy) « Centery(Cy) U S,

8: update V, s.t. Vi «— min(V;, dist(S;, S;)

9: repeat 1 — 8 to compute Centery(Cy), Center(Cs)
10: Compute D(Centery(Cy), Centery(Cs)) and normalize
11: D center(C1, Cy) «— D(Centery(Ch), Centery(Cy))

(b)

Figure 3.14: Best Match algorithm on the top and K-center algorithm on
the bottom. In the algorithms above, let T, and 7, be the number of
distinct members of C; = {51, 5,,...,5,} and Cy = {5}, 5),...,5),} cluster-
ings respectively. Note that both 7, and 7, can be computed during
the read in or construction of the clusterings.

new clustering which captures as much information/structure of the original clus-
tering as possible while using at most k sets of the original clustering.
The general computing of an optimal K-center is NP-hard. We give a greedy

heuristic, which is known to produce an (e—1/e) approximation [24] (using d(s, s) =

|S;| — |S; NS.|). This approximation guarantee is due to submodularity. Using
dl(sl sy = 1- }giggﬂ we lose submodularity, hence we lose the approximation guar-

antee, however in practice the heuristic works well.

The general outline of the algorithm is as follows: given two clusterings C; =
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{S1,59,...,5,} and Cy = {571,5%,...,5/ } and a number k (max size of the k-
center) we first find the k-minimal representations Center,(C) and Centery(Cs)
of 7 and (% respectively, each of size at most k. After obtaining Centers, and
Centerc,, we can use a measure of distance (Hungarian, Best Match or other) to
compute the distance between two k-centers.

We can also normalize by the total number of distinct members T(¢, ¢,) in both
Cy and Cs, or by the number of sets ||Cy|| + ||Cs|| (similarly as with Best Match
algorithm), such that the final value for the relative measure of K-Center approach

is:

D Center(Ch), Centery,(Cs))
T(Chcz)

DK—center (Cl ) CZ) -

Ticr,ca) = (UizaSi) U (UL1S])
or respectively:

D Center(Ch), Centery(Cs))
(Il + [[C) 7

D/K—cente'r(oh 02) -

Note that the size of a k-minimal representation can be less then k. This can
happen if n < k and/or m < k, where n and m are the respective sizes of C; and
C5. Below we give an example of why one should try to avoid such cases and try to
keep k less or equal to the size of the smaller clustering.

Let us examine our example in Figure 3.13 to illustrate the performance of
the K-center algorithm. Let us first set k& = 2, so that the algorithm will include
all sets in both clusterings, while computing the k-centers. This essentially makes
our problem a usual assignment problem. After running the Hungarian algorithm
to compute the distance between centers, that can be found in Figure 3.13(a), we
find that the number of moves necessary to transform the left clustering into the
right one will be 10, and after normalizing by the total number of distinct members
(which is eleven in this case), the number of moves per distinct member becomes
10/11 = 0.91 or 10/4 = 2.5 if we normalize by ||C1]| + ||Cs|. This essentially implies
that we have to move practically every member of the clustering on the left to

transform it into the clustering on the right (or even more if normalized by number
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of sets).

Now let us set £ = 1. In this case, while computing k-centers, the algorithm
will include the only set Sy of the clustering on the left and the second set S} of the
clustering on right, as shown in Figure 3.13(b). After computing the centers, we
can once again use the Hungarian algorithm to compute the distance. The distance
is clearly one, and when we normalize by the total number of distinct members,
the number of moves per distinct member becomes 1/11 = 0.091 or 1/2 = 0.5 if
normalized by [|C1|| + ||Ce]l-

The K-center algorithm performs well on clusterings of different size and with
overlapping sets. It can be sensitive to clusterings of sets with size that highly
deviates from an average set size when using d(g, sy = |9 — |Si N S;,| as they

will be always included during the computation of the k-centers. This situation is

[SiNSy|
EEEAK

improved by using d/(sl, sy = 1 - however this distance metric has a worse
approximation bound.

Additionally we would like to mention, that the computation of K-Center
described here attempts to minimize in each iteration the worst case error w.r.t. the
distance functions. One can also consider the construction of a K-Center, where at
each iteration we pick a cluster to add to the center s.t. it improves the average

case error. The following theorem is related to the running time of the algorithm.
Theorem 13 The K-center algorithm’s worst case is O(kt(n +m + k?)).

Proof: Let t be the maximum time necessary to compute the distance between two
sets. We have to perform the order of O(kn + km) such computations to compute
the centers of the clusterings, and O(k?) operations to measure the distance between
the k-centers using the Hungarian algorithm. Note that n and m are the respective
sizes of the clusterings and k is the size of the k-center. Thus the total runtime of

the K-center algorithm is O(kt(n +m + k?)). o

3.6.5 Communication Probability Approach
Now we describe a Communication Probability approach, which constructs the

underlying network of communication probabilities for each set of clusters C and Cs.
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1: Algorithm Communication Probability

2: for each pair of users (i,7) € C; do

3 Compute P, (i,5) = 1 — (1 — P(i,7)) - [Ty (1 — Pi(i, )
4: Perform steps 1 — 3 to compute both G; and G4

5: Compute the similarity between G and G5 using M; or My

Figure 3.15: Algorithm used to find Communication Probability distance.
In the algorithm above, let 7, be the number of distinct members of

Cl - {51,52, e ,Sn}

This approach is especially motivated in social networks where the typical expres-
sion of a cluster is intense within cluster communication and not as intense between
cluster communication. By computing the distance between the two communication
probability graphs we determine the distance between the two underlying cluster-
ings.

The pseudo code is presented in Figure 3.15. Here we present the intuition
behind our algorithm. Given two clusterings C; = {S1,5,...,5,} and Cy =
{S1,85,...,5}, first find the underlying communication probability graphs Gy
and G4 respectively. We construct the graph of communication probabilities G,
by computing for each pair of elements i, 7 € (' the probability of them com-
municating F; ;. We define two communication probabilities for a pair of users:
Pg}:t(i, j) is the probability for i and j to communicate due to them being in the
same group Sy; P¢*(i, j) is the probability of a random communication. We assume

these probabilities are of the form:

ext (- - Pe
PClt(ZL]):TC
1

intre - P,
PS;(%]) = ||SZ||7

where P, and P, are constants specified by user and T, is the total number of
distinct members in C;. P, represents the extent of extra-group communication and
P, the intensity of intra-group communication.

The expression (1 — P¢**(i, j)) intuitively represents the probability of i and j
not communicating externally. Similarly (1 — Pg" (i, j)) is the probability of i and j

not communicating inside the group Si. The product of above expressions reflects
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the total probability of 7 and 7 not communicating both internally and externally.

Thus, next we can define the total probability of users 7, j communicating as:

n

Pe,(ij) = 1= (1= P&(i.5) - [T (0 = Pg1 G )

k=1
Once we have constructed GG; and G5 we can find the similarity /distance be-
tween them by using any measure for two sets of probabilities, for example, the

average Lo distance or the Kullback - Leibler distance between the probabilities:

1 o .
My, (Gr.Ga) = \/n— S (Bou(iod) ~ Py 1))

or

Mg (Gy, Gs) = Z (Pey (i 7) - log(Pey (i, 5)) + (1 = Pey (i, 5)) - log(1 — Py (i, 7))
V(i,g

Theorem 14 The Communication Probability algorithm runs in O((Te, + TC’2)2 )
([ICL I+ ICal])) time.

Proof: If C; and C; have no members in common, then the number of edges to
construct for Gy and Gy is O((T¢, + Te,)?), to compute the value on each edge
requires O(]|C]| + ||Csl|) operations, since we may have to consider the possibility
of each cluster. And respectively we need O((T¢, + T¢,)?) comparisons to compute

M?" or M?. Thus, the total runtime is O((T¢, + T¢,)* - (||C1]] + || Cal])). ul

We use real data to test the performance of the various similarity measures
proposed here as well as the Entropy measure. The results of our experiments are
presented in Section 5.5. Intuitively, each method performs better in some specific
cases. Therefore we suggest that picking the right method has to based on the

knowledge of data and the techniques used to discover groups/communities.



CHAPTER 4
ALGORITHMS FOR DISCOVERING “BEHAVIORAL”

TRUST IN SOCIAL NETWORKS

A typical social network consists of actors (individuals) and some form of commu-
nication between them, which could be phone calls, emails, blog posts, etc. When a
number of individuals in a network exchange communications related to a common
goal, or a common activity, they form connections/bonds with each other. One
can be interested in discovering the connections between actors in a network that
represent trust.

Just as with any other measure in social networks, trust is very difficult to
quantify. The definition of trust in a social network can be different from a regular
understanding of trust. Most of the people use many ways to communicate, and only
a portion of the communications happen in a given network. However possessing
the knowledge of how much a given user trusts another person on the network can
be very useful. Trust can be viewed as an essential building block of any social
group or coalition, as it directly influences the decision making process of a person.
Trust is thus fundamental to community formation and so could be very useful to
finding groups. The reverse is also true: communities may induce trust between its
members. Individuals who trust each other will behave much like individuals in a
community. This means we can extend some of the algorithms we already developed
to find groups as ways to measure trust.

In general, when we are deciding whether or not to trust a person, we are all

influenced by a host of factors, such as:

e Our own predisposition to trust, which is linked to our psychology, which
itself was influenced by various events over our lifetime; these events can be

completely unrelated to the person we are deciding to trust or not trust;
e Past experiences with the person and with his or her friends;
e Our opinions of actions and decisions the person has made in the past;

o4
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e Rumors;
e Opinions of others;

e Our relationship to the person;

Thus, the problem of estimating trust in social networks is a very interest-
ing and challenging one, because it is not yet well understood or defined. To be
able to capture and/or quantify trust, we must focus on some specific properties of
trust, which may have to be simplified, so that these properties may be captured
algorithmically.

The work in this chapter is a preliminary attempt to develop simple, algorith-
mically quantifiable measures of trust. The basis for this investigation is that trust
results in certain likely behaviors. By measuring the existence of these behaviors,
we can measure trust. We call this Behavioral Trust.

There has been work done on trust in computer science as well as in social
science. In [15], Beth, Borcherding and Klein present a method for valuation of
trustworthiness in open networks. In [17], Buskens discusses trust in social net-
works. He proposes two different explanations for the emergence of trust via social
networks. If network members can indicate untrustworthiness of actors, these ac-
tors may refrain from acting in an untrustworthy manner. If actors are informed
regularly about trustworthy behavior of others, trust will grow among these actors.
Buskens uses a combination of formal model building and empirical methodology to
drive and test hypotheses about the effects of networks on trust. The models com-
bine elements from game theory and social network analysis. The hypotheses are
tested by analyzing contracts in information technology transactions from a survey
of small and medium-sized enterprises and by studying judgments of subjects in a
vignette experiment related to hypothetical transactions with a used-car dealer.

In [3], Abdul-Rahman and Hailes discuss a trust model that is grounded in
real-world social trust characteristics, and based on a reputation mechanism, or
word-of-mouth. Their proposed model allows agents to decide which other agents
opinions they trust more and allows agents to progressively tune their understanding

of another agents subjective recommendations.
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In [4], Aberer and Despotovic present an approach that addresses the prob-
lem of reputation-based trust management at both the data management and the
semantic level. They present scalable algorithms that require no central control and
allow for estimating trust by computing an agents reputation from its interactions
with other agents. The Authors suggest that their methods should be especially
appropriate in a peer-to-peer environment.

In [28], Gray, Seigneur, Chen and Jensen develop trust-based security mech-
anisms using small world concepts to optimize formation and propagation of trust
among entities in a massive, networked infrastructure of diverse units. They summa-
rize that, in a very large mobile ad hoc network, trust, risk, and recommendations
can be propagated through relatively short paths connecting entities. Their work
describes the design of trust-formation and risk-assessment systems, as well as that
of an entity recognition scheme, within the context of the small world network topol-
ogy.

In [41], Kuter and Golbeck describe a different approach for estimating trust
in various computing systems. It gives an explicit probabilistic interpretation for
confidence in social networks. They describe SUNNY, a new trust inference algo-
rithm that uses a probabilistic sampling technique to quantify confidence and trust.
SUNNY computes an estimate of trust based on only those information sources with
high confidence estimates. Experimental data suggests that SUNNY produces more
accurate trust estimates than other well known trust inference algorithms, such as
the TidalTrust algorithm for example.

All the methods proposed above use semantic information in some way and/or
focus on static snapshot of a social network, which does not capture all of the
communication behavior and dynamics.

We give measures of behavioral trust which apply to very rapidly dynamic
communication networks. Our measures are purely statistical, and we will show
validation on the Twitter network.

In our work we adopt the understanding of trust as proposed in [36] by Wallace
et al. More specifically, we define our measures of trust based on the idea of inter-

personal trust, which treats it as a social tie between a trustor and a trustee [46]. We
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view the development processes of trust from the perspective of knowledge-based
trust [21, 43] and relational trust [59], i.e. as part of the process which develops an
emotional relationship between a pair of people somewhat akin to the concepts of
emotional and relational trust [44, 59].

The methods we propose in this chapter, similar to the algorithms proposed
in previous chapters, do not use message content or any other semantic information,
but concentrate on the statistical communication behavior of people to measure
trust. We observe who exchanges messages but we do not need the content of the
messages in any way. We only look at the temporal data (the sender, receiver and
the time of the message), thus we only look at the behavior or patterns of commu-
nications and the methods we propose here discover what we call a “behavioral”
trust.

We define trust, generally speaking, between a pair of people A and B to
be the situation where these people tend to continuously communicate with each
other and thus exhibit the exchange of information as well as the propagation of
information to other people. Our main assumption here is that for people to build
and maintain trust they need to regularly communicate. The more they commu-
nicate over prolonged period of time, the more they are likely to form a trusting
relationship from this point of view.

Let us formally define the problem now. Given a stream of communication
data represented as a set of three tuples < sender, receiver, time > we will use our
“behavioral” trust measures to construct the “behavioral” trust graphs C' and P,
where each node in the graph will represent a specific person on the network and a
weighted edge between a pair of nodes will represent the amount of trust developed
between these two people.

Next, we will continue by formally describing the two trust measures. The
experiments and validation techniques will be provided later in Chapter 5 with

some summary, followed by conclusions in Chapter 6.
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4.1 Conversational Trust

The first measure we are proposing here is based on the communications be-
tween any pair of users who exchange messages with each other over a prolonged
period of time.

For example, given a person A and a person B who continuously exchange
messages with each other on the same network, we propose that the longer and
more balanced their conversation is, the more they will start building a bond and
therefore start trusting each other. We call this “Conversational” trust.

Before we can define conversational trust, we have to first define a conversa-
tion. Let A and B be a pair of users, and let Tup = {t1,t2,...,t,} and Ty =
{s1,82,...,8m} be the lists of all times when A sent a message to B and when B
sent a message to A respectively. Then, by combining T4z and Tg4 together, we
obtain the complete list of times T, , = {t],1,, ..., 1)} for the conversation between
A and B, where k = n+m and all of the entries are sorted according to time. Addi-
tionally we compute the expected average time difference between messages Tsp,,,
in Te,, = {t),t,,..., 1.} as follows:

t, —t
k

TAB,,y =

Now, we are ready to define conversations using 7T¢,,. The pseudo code for
the algorithm is given below in Figure 4.1, and we sketch the intuition behind
it. We start by considering the first two message times T¢,,[0] and T¢,,[1]. If
Te,pll] =Tc,, 0] < S-Tag,,,, where S is a “smoothing” factor (defined by a user),
then T¢,,[0] and T¢,,[1] are a part of the same conversation and we move on to
the next consecutive pair of times T¢,,[1] and T¢,,[2]. We keep extending the
conversation until we encounter a pair of times T¢,,[i| and T, [ + 1], s.t. the
time difference is greater then S - Typ,,,, in this case we know that the current
conversation is over. The last time in the conversation is T¢,,[i] and T¢,,[i + 1]
will potentially be a start of a new conversation. If the conversation that just ended
was at least of size 2 and contained messages sent by both A and B, then it was a

real conversation which we record it; otherwise we discard it. We proceed in this
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1: Algorithm Conversations

2: tl — 0

3: tg — 1

4: Let C keep the conversation

5. C «— TCAB [tl]

6: while t; < k and t, < k do

7 if TCAB [tg] — TCAB [tl] <S5 TABa’ug then
8: C<—CUTCAB[152]

9: th 1oy, tog — 1o+ 1

10:  else if Tp,,[ts] — T, [t1] > S - Tag,,, then
11: if ||C]| > 1 then

12: Record new conversation C'

13: t1<—t2,t2<—t2—|—1

O {To,ln))

15: else if ||C|| == 1 then

16: t1<_t2, t2<—t2+1

O A{Tofn))

Figure 4.1: Algorithm Conversations used for finding conversations. In the
algorithms above, let 7, be the array of sorted times of messages ex-
changed between person A and person B. Let C' be an intermediate
array where we will store times of an ongoing conversation, and let S be
a “smoothing” factor, which together with the expected average time dif-
ference between messages 715, determine the suitable distance between

avg

consecutive message times in an ongoing conversation C.

way to construct a disjoint set of conversations between A and B.
Now that we have a set of conversations between A and B we are ready to
present the definition of conversational trust. Our measure of conversational trust

includes there main factors:

e The length of each conversation between a pair of users A and B
e Number of conversations between this pair of users

e The balance of activity in the conversation between A and B

We are interested in the number of conversations a pair of users has had,
because this is an indication of the intensity of their relationship. The length of

each conversation is also an important factor, since a longer conversation indicates
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a stronger connection between people. For example, two people who engage in
long conversations often are likely to form a trust bond. When people who did
trust each other stop keeping in touch, their trust will likely deteriorate over time.
Another aspect of the conversation that we decided to concentrate on is whether
both people participate in the conversation equally. This will help us to avoid
potential cases where one person does most of the messaging while the other sends
very few messages. In most such cases this type of a conversation would not help
strengthen trust or maintain it.

Now we can formally define the measure of trust. Let Cyp = {C1,Cs, ..., Ci}
be the set of conversations discovered between A and B, and let C#', C? be the
number of messages sent by A and B respectively in the conversation C; € Cyp.

We define the conversational trust TrustConvag as follows:
!
TrustConvap = Z |Ci|l - F(C;)
i=1

Where F(C;) is a measure of the balance in the conversation. We use the

entropy to measure balance:

o
RO =T

Note that F'(C;) is a symmetric function and it achieves its maximum when

R(C;) is 0.5. Also, the more conversations A and B have, and the longer those
conversations are, the higher the value produced by TrustConvap will be.

Thus, given a stream of communications, we can construct a graph C(V, E)
of conversational trust, where each pair of agents {A, B} who participated in a
conversation are connected with an edge with weight TrustConvag. We normalize

the weights by the maximum weight to bring all weights in the range [0, 1].

Theorem 15 The computation of C(V, E) takes O(||D|| - log(||D||) + || D]}).



61

Proof: We parse the data D first time to construct the time lists 45 for each pair
of people who communicated, this requires O(||D]| - log(||D]|)) operations. Next we
parse each list [4p in linear time w.r.t. [45. All other nodes have no edges. Since

2 ias) = OUIDI]), the total runtime is O(||D|| - log(||D]]) + [|D]))- o

4.2 Propagation Trust

Our second measure of trust is based on the propagation of information. If
a person A sends a message to person B and if B within some time interval §
propagates the message to some other person X, then we say that B propagated
the information received from A. If B propagates information from A often, then
we propose that B must be trusting A and therefore is propagating the information
received from A forward. We call this type of “behavioral” trust Propagation trust.

As with conversational trust, propagation trust is measured using only statisti-
cal communication data without semantic information. Additionally, while looking
at the information being propagated by a user, we are interested in the origin of
the information, so that, for example, if A sent a message to B twice and B propa-
gated once to X and once to X', we say that B is trusting the information received
from A and thus is trusting A. Notice that we allow for X and X’ to be different,
while A and B are the same; however, X and X’ should be different from A, oth-
erwise we would be considering the situation described in the previous section on
Conversational trust.

The pseudo code of the algorithm for discovering propagation trust is given in
the Figure 4.2. Here is the general intuition of the algorithm. Given a stream of
communications D, for each distinct sender A € D, we consider the list of all its
incoming messages (from all possible users) A;, and the list of all messages sent by
A to other users A,,;. We perform a 2D matching on this pair of time lists A;,
and A,,;. We use the same algorithm proposed for performing a 2D matching in
Chapter 3.

Not every propagation of information discovered would be a real propagation;
some could be by chance. Therefore, we only concentrate on the propagation pat-

terns which occur often, more specifically the ones that are statistically significant.
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1: Algorithm Propagation Trust

2: for each sender S; € D do

3:  Find the max. 2D matching Mg, on Sjin) and Sjou)
4:  for each propagation pattern {A; — B;} do

5 Count the number of occurrences of {A; — B;}

6: if number of occurrences {A; — B} > k4, then
7 Record propagation {A; — B;}

8 if number of occurrences {A; — B;} < kg, then
9 Discard {A; — B,}

10:

Figure 4.2: Algorithm Propagation Trust used for finding information prop-
agation. In the algorithms above, let D be the set of streaming data and
let k4, be the statistical significance threshold found for the dataset D.

As with discovering chain triples (see Chapter 3.2), we build a model for the data
and discover the maximum possible number of times a particular propagation pat-
tern can happen at random, to define a significance threshold and only keep triples
which appear above this significance threshold.

Once all of the distinct senders are processed, we can build a propagation trust
graph P(V, E), where a pair of distinct users A and B are connected with a directed
edge B — A if and only if B propagated messages of A a statistically significant
number of times, and the weight on the edge is equal to the number of times B
propagated messages of A.

Note that if B is propagating information received from A, this indicates
that B trusts A, it does not tell us anything about the trust of A towards B (a
directional trust measure); similarly we do not conclude anything about the trust
relationship between B and the X’s (the people B propagates to). Thus we consider
the propagation patterns A — B — X and A — B — X' to be the “same” and
equally contributing to the trust of B to A.

Here we propose three different ways of computing the weights in the propa-
gation graph P. Let Propagation,_ g be the set of message times from A to B that
got propagated by B, let Sizea .p be the set of all message times sent by A to B, let
Mg be the matching found on two time lists B;, and B,,; and let Propagationg‘i“i B,

be the maximum sized propagation in the entire graph P. The three measures of
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propagation trust are:

W1, the fraction of all messages B propagated that were from A:

P t1 .
Wi(B — A) = | Propagation 4 BH;
| M|

W5, the fraction of all messages A sent to B, which were propagated by B:

Wa(B — A) = | Propagationa_g||

|Sizes 5| ’

W3, the number of messages of A which were propagated by B divided by the

global maximum number of propagations by some user B:

| Propagationa_.gl|

| Propagation’®® 5 ||

Note that W; and W, are measures which are local to the particular per-
son/node in the graph P. While computing W7, the weights are normalized in the
way that the sum of all outgoing edges adds up to 1. This can be viewed as a portion
of the entire trust of a person B among the people he/she trusts (the set of A’s).
The third way of computing weights W3 is a global normalization, which guaranties
to preserve the relative differences in weights among all of the nodes. These three
different weight computations can be useful to zoom into different aspects of behav-
toral trust relationships, when behavioral trust is extremely inhomogeneous in the

network. For typical networks, the three measures give comparable results.
Theorem 16 The computation of P(V, E) takes O(||D|| + || D|| - log(||D]|)) time.

Proof: When looking for propagations, each time we compare a pair of elements
from two time lists. For each comparison, we increment at least once in a time
list if the comparison failed. After n — 1 successful comparisons, we increment
by one in every time list. Thus there can be at most O(||D]|) failed comparisons
and O(||D||) successful comparisons, since there are || D] list advances in total.
We additionally use up to O(||D|| - log(||D]|)) steps to find the frequencies of each

discovered propagation. |
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In this chapter we proposed two new trust measures, which we refer to as
behavioral trust measures, since we do not use any semantic information and focus
on the behavior of interpersonal communications. The conversation trust graph C'
is an undirected graph, while the propagation trust graph P is a directed graph. We
also proposed three different ways of computing the weights for P, namely Wy, W,

and W3. The experimentation and validation can be found in Chapter 5.



CHAPTER 5
EXPERIMENTS AND VALIDATION

5.1 Enron Data

The Enron email corpus consists of emails released by the U.S. Department of
Justice during the investigation of Enron. This data includes about 3.5 million
emails sent from and to Enron employees between 1998 and 2002. The list of
approximately 150 employees mailboxes constitute the Enron dataset. Although
the dataset contains emails related to thousands of Enron employees, the complete
information is only known for this smaller set of individuals. The corpus contains
detailed information about each email, including sender, recipient(s) (including To,
CC, and BCC fields), time, subject, and message body. We needed to transform
this data into our standard input format (sender, receiver, time). To accomplish this,
for each message we generated multiple entries (sender, receiverl, time), ... (sender,
receiverN, time), for all N recipients of the message.

Additionally we would like mention that the Enron data can be considered
non typical, in the sense that it contains a high amounts of broadcast compared to

other social networks. For detail of the Enron data cleaning please refer to [61].

5.2 Weblog (Blog) Data

This data set was constructed by observing Russian weblogs on the blog site
livejournal.com. This site allows any user to create a blog at no cost. The user may
then submit text messages called posts onto their own page. These posts can be
viewed by anyone who visits their page. For the purposes of our analysis we would
like to know how information is being disseminated throughout this blog network.
While data about who accessed and read individual home pages is not available,
there is other information with which we can identify communications. When a
user visits a home page, he or she may decide to leave comments on one or more
posts on the page. These comments are visible to everyone, and other users may

leave comments on comments, forming trees of communications rooted at each post.

65
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Blog Post (user c¢)

R

— Comment (user b)

A

Comment (user a, time t1)

Comment (user a, time {2 > 1)

Figure 5.1: Communications inferred from weblog data.

We then must process this information into links of the form (sender, receiver, time).
We make the following assumptions for a comment by user a at time ¢ in response
to a comment written by user b, where both comments pertain to a post written by
user ¢: a has read the original post of ¢, hence a communication (¢, a,t) if this was
the earliest comment a made on this particular post. ¢ reads the comments that are
made on his site, hence a communication (a, ¢, t); a read the comment to which he is
replying, hence the communication (b, a, t); b will monitor comments to his comment,
hence the communication (a, b, t); Figure 5.1 shows these assumed communications.
Note that the second post by user a only generates a communication in one direction,
since it is assumed that user a has already read the post by user c.

In addition to making comments, LiveJournal members may select other mem-
bers to be in their “friends” list. This may be represented by a graph where there
is a directed edge from user a to user b if a selects b as a friend. These friendships
do not have times associated with them, and so cannot be converted into commu-
nication data. However, this information can be used to validate our algorithms, as
demonstrated in the following experiment.

The friendship information may be used to verify the groups that have been
discovered by our algorithm. If the group is indeed a social group, the members

should be more likely to select each other as a friend than a randomly selected

group.
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The total number of members in the friendship network is 2,551,488, with
53,241,753 friendship links among them, or about 0.0008 percent of all possible
links are friendship links. Thus, we would expect about 0.0008 percent of friendship

links to be present in a randomly selected group of LiveJournal members.

5.3 Twitter Data

Twitter is an on line free service that enables you to broadcast short messages
to your friends or "followers.” It also lets you specify which Twitter users you want
to follow so you can read their messages in one place. Twitter messages (”tweets”)
are not distributed to everybody, they are only distributed to recipients who elected
to become followers. Messages can also be sent via instant messaging, the Twitter
Web site or a third-party Twitter application.

Tweets are text-based posts of up to 140 characters displayed on the author’s
profile page and delivered to the author’s subscribers who are known as followers.
Senders can restrict delivery to those in their circle of friends (which is the default)
or allow open access to all users

We constructed a dataset by collecting the publicly available communications
between Twitter users in our standard input format (sender, receiver, time). The
dataset consists of more then 2 million distinct users, of which about 1910000 are
senders, this is explained by the fact that not all of the users are active. On average
there are about 230000 public directed messages (“tweets”) per day.

Additionally we collected information on users, that used a retweeting conven-
tion. A retweet is a way to rebroadcast another twitter user’s message. Originally,
you had to copy the user name and message into Twitter’s text entry box and type
the letters RT in front of the message. If the retweet took up less than Twitter’s
140-character limit, you could also add your own comments. Now, with the new
retweet feature, you can rebroadcast messages in just two clicks.

When we gather retweets, we only gather the information about the original
sender of the message and the person which retweeted it. There are two types of
retweeting: directed and broadcast. The directed retweeting uses a perticular re-

ceiver for the retweeting message, while retweeting a message to all of your followers
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is considered a broadcast retweeting. Retweets will be used for validation purposes

in the following chapters.

5.4 Practical Trade offs

This section is dedicated to analyzing the user specified parameters. While
most of the user specified parameters used in this thesis are relatively easy to pick

and can be analyzed without much problems, others require more attention and

explanations.
Time Intervals Significance Thresholds | # of Discovered
Kchains Ksibling Significant Triples
[1 min, 1 hour] 20, 160 546
[1 min,2 hours] 25, 165 542
[1 min,4 hours] 32, 167 548
[1 min, 8 hours] 36, 175 537
[1 min, 12 hours] 39, 183 517
[1 min, 24 hours| 41, 185 536
[1 min,2 days] 47, 196 534

Figure 5.2: The comparison of time intervals, respective thresholds
and discovered significant triples. The first column shows the selected
[Tinin, Tmaz), the second column shows the discovered Significance thresh-
olds, and the third column shows the number of significant triples dis-
covered.

5.4.1 Interval [T,.in, Tmaz)

The first most important parameter is how to pick the time interval [T,,in, Timaz]
for the 2d-matching algorithms used for discovery of Chain and Sibling triples as
well as for discovery of Propagation Behavioral trust (we use the same 2d-matching
algorithm). To the best of out knowledge there are no known methods in the
literature that would help us suggest and pick the correct time interval. Therefore
we are going to approach this problem by considering a wide variety of [Tin, Tmaz]
intervals to determine the most appropriate choice.

For the purposes of these experiments we will use the Enron dataset, more

specifically we will look at the data which represents approximately one year of
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Time Intervals Best Match
[1 min, 1 hour| - [1 min,2 hours] 0.97
[1 min, 2 hours] - [1 min,4 hours] 0.973
[1 min,4 hours] - [1 min,8 hours] 0.948
[1 min, 8 hours] - [1 min, 12 hours| 0.976
[1 min, 12 hours] - [1 min, 24 hours] 0.968
[1 min, 24 hours] - [1 min,2 days] 0.95
[1 min, 1 hour| - [1 min,2 days] 0.765

Figure 5.3: Relative similarity between the triples discovered on the pair
of respective time intervals.

Time Intervals Significance Thresholds | 4 of Discovered
Kehain, Ksibling Significant Triples
[0 sec, 12 hours] 39, 183 519
[30 sec, 12 hours] 39, 183 518
[1 min, 12 hours] 39, 183 517
[10 mins, 12 hours] 39, 183 512
[30 mins, 12 hours] 38, 181 512
[1 hours,12 hours] 35, 175 519
[2 hours, 12 hours] 32, 173 517
[4 hours, 12 hours| 28, 168 500
[6 hours, 12 hours] 15, 93 238
[9 hours, 12 hours| 10, 63 191

Figure 5.4: comparison of time intervals, respective thresholds and dis-
covered significant triples. The first column shows the selected [T,in, Timaz) s
the second column shows the discovered Significance thresholds, and the
third column shows the number of significant triples discovered.

Enron communications and consists of 753,000 messages. For each time interval,
we will compute the Statistical Significance threshold x and the number of triples
found in the data according to those thresholds and time intervals. We will use the
following framework: first we will fix 7,,,;,, and use a wide variety of 7,,,4., second we
will fix 7,4, and try to zoom in onto the correct choice of 7,,,.

Figure 5.2 suggests that the Significance Thresholds we compute for each re-
spective interval in a way “keep up” with the lengthening of the interval [7,,in, Trmaz)-
And the number of triples discovered stay at very comparable levels. Thus we can

conclude that the algorithm is somewhat robust to the choice of 7,,, - as long
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Figure 5.5: Step function H and a General Response Function G; for 2D
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as Tmae 18 Teasonable and the significance threshold k is chosen appropriately, the
number of discovered triples is the same. We further study this issue by looking

at the similarity of the sets discovered as measured by Best Match approach (using

|SNS’|
[SUS|

dissy=1— distance measure) in Chapter 3.6. The results are in Figure 5.3.
As can be seen the sets themselves are similar.
We now look at 7,,;,, keeping 7,,.. fixed at 12 hours, a reasonable choice.

As Figure 5.4 indicates the significance threshold k increases as we lengthen the
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interval [Tinin, Tmaz)- If Tmin 1s too large, the number of discovered triples starts to
drop rapidly.

Based on our observations we can propose the following guidelines for email
data: 7,,;, = 10 minutes and 7,,,, = 12 hours. There is no single “correct” interval
which will work “perfectly” for a given data set (without taking into the account
the type of information we are looking for). Also there is no universal [T,in, Tmaz]

which would work for all data sets. For example Blog data and Twitter data are



72

H | Gy | Gy | Gs | Gy
Gy [ 063 - ]0.34]0.66 | 0.67
1 110.64 | 0.98 | 0.34 | 0.65 | 0.67
Gy [ 022 1034| - ]0.33]0.18
51023 10.3410.97|0.34 | 0.18
Gs |1 094066 | 033 ] - |0.88
511095 0.67 | 0.34 | 0.96 | 0.89
G4 | 090 | 0.67 | 0.18 | 0.88 | -

411092 ] 0.67 | 0.19 | 0.89 | 0.97

Figure 5.9: Relative similarity between the groups of H, Gs and G's.

considerably more dynamic and 7,;, and 7,,., should probably be smaller.

5.4.2 General Scoring Functions vs. “Step” Function Comparison

Here we would like to present a comparison of a general scoring function and
a “step” function. We will compare a given general propagation delay functions G,
G, G3 and Gy, to a “best fit” step function, see Figures 5.5, 5.6, 5.7 and 5.8.

Functions G5 and G3 are generated by just using a line, while G4 is generated
using a well known exponential distribution of the form (y = A- e *%). And for the
purposes of this testing we generated (G; using a cubic splines interpolation.

For the purposes of this experiment we used an Enron dataset, where we looked
at the data which represents approximately one year of Enron communications and
consists of 753, 000 messages. We obtained a set of triples of H for the step function
and a set of triples of GGy, G, G3 and G4 for the general propagation functions
with causality constraint and G, G5, G% and Gy without causality constraint. Next
we used our distance measure algorithms to measure the relative distance between
these graphs. Figure 5.9 shows the discovered relative distances.

The results indicate that functions H, GG3 and G4 produce very similar sets of
triples, which is explained by the fact that the most of the captured triples occur
“early” and therefore are discovered by these somewhat similar functions. Also we
can notice that G; and G5 find different sets of triples, while (G; still has a significant
overlap with H, we can explain this behavior by the fact that G; and G5 have peaks

in different time intervals and thus capture triples occurring in those intervals.
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Figure 5.10: Distribution of Retweeting delays in Twitter data. The
r-axis is the retweet delay in days, y-axis is the number of retweets.

In the current setting we showed that functions with peaks at different points
will discover different triples. Most of the times in real data there seems to be no
practical need for this added generality, however having this ability at hand may
prove useful in certain settings. Also, since the difference is small compared to the
rate of group change in the Enron data, hence there is not much value added by a
general propagation delay function to justify the increase in computation cost from

linear to quadratic time.

5.4.3 Determining a Propagation Delay Function

It is not always possible to give guidance to find an intuitive propagation delay
function. However, we can propose some guidance for certain datasets.

In Twitter we can analyze the retweets to get an idea of the shape of the
propagation delay function. More specifically, for every retweet B — C' at time t,,
where B is retweeting the message from A, we find the closest message A — B and
its time ¢,. In this way ¢, — ¢, provides a lower bound on the propagation delay.
A distribution of retweeting delays (the lower bound) is given in Figure 5.10. As
you can see the highest number of retweets happen within the first day, but people

keep retweeting even after 180 days. Thus, by analyzing this figure, one can use
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it to construct a propagation delay function on the interval [1 day, 180 days|. If
we assume a similar kind of behavior on smaller intervals, one can scale down the
discovered propagation delay function.

In Enron, as the experiments in the previous section indicated, using different
propagation functions with different peaks, will discover different triples. However,
one can perhaps look at the distribution of inter-arrival times (difference between
times of two consecutive messages), to get an idea of what to expect and where most

of the triples are likely to occur.

5.5 Experimental Results
5.5.1 Triples in Enron Email Data

For our experiments we considered the Enron email corpus (see Section 5). We
took Tyuin to be 1 hour and 7,4, to be 1 day. Figure 5.11 compares the number of
triples occurring in the data to the number that occur randomly in the synthetically
generated data using the model derived from the Enron data. As can be observed,
the number of triples in the data by far exceeds the number of random triples, which
indicates a degree of coordination in the data that is above random. After some
frequency threshold, no random triples appear - i.e., all the triples appearing in the
data at this frequency are “unusual”. We used M = 1000 data sets to determine
the random triple curve in Figure 5.11.

The significance thresholds we discover prove that the probability of a triple
occurring at random above the thresholds is in practice very close to zero. Though
the observed probability of a random triple occurring above the specified threshold
is 0, the true probability of a random triple occurring above the threshold is not 0.
Let T be the true probability. We can bound 7" using a Chernoff bound since our

trials were independent:

P(T <e)>1—e2M<

M = 1000 and e an error tolerance we get to chose. So for example, if we set

e = 0.05, then:
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Figure 5.11: Abundance of triples occurring as a function of frequency
of occurrence. (a) chain triples; (b) sibling triples

P(T < 0.05) > 1 — ¢~ 2107005 — ( 9933

Thus, with greater then 99% confidence the probability of observing triples
above our significance threshold is at most 0.05. So the triples we observe there are
very significant.

Additionally one may want to measure the significance of nodes and arcs dis-
appearing. For example, in Figure 5.14, the arch between D and A disappears in
the second period. Also the node H disappears in the second time interval. Thus,
to measure the significance of such changes one can lower the statistical significance
threshold k4, until the missing arch or node reappears. The amount of change of
Ksig Tequired for missing items to reappear, can be viewed as the amount of con-
fidence or significance of these items missing, such that if it requires to lower the
Ksig Dy a large amount, then we can conclude with high confidence that this arch or
node are indeed not present in the graph. On the other hand, if lowering kg, just
by a small amount makes these arcs or nodes reappear again, then, perhaps, one
may want to add these missing arcs and nodes back to the graph by picking a less

strict kg4, because of the low amount of confidence.
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Figure 5.12: Validation of Weblog group communicational structure on
the left against actual friendship links on the right.

5.5.2 Experiments on Weblog Data

Similar experiments were run on the Weblog data to obtain communication
groups (see Section 5.2 for a description of the Weblog data). As a validation we
used a graph of friendship links, which was constructed from the friendship lists of
people who participated in the conversations during that period. Figure 5.12 shows
one of the groups found in the Weblog data and the corresponding friendship links
between the people who participated in that group. The fraction of friendship links
for this group of 24 actors is 2.5%, again well above the 0.0008% for a randomly
chosen group of 24 actors. The groups found again display values for a static which

are well above random.

5.5.3 Comparing Performance of Similarity Measures

In this section we test similarity measures proposed by us as well as the en-
tropy based similarity measure. For Best Match and K-Center we have two ways of

measuring the distance/similarity between two clusters S and S’
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Co.15 - Co.1 | Coa - Co.os

Best Match D' N* 3.51 3.18

Best Match D' N? 1.89 1.51

Best Match D* N* 0.735 0.893
Best Match D* N? 0.386 0.551
K-Center D* N! 0.546 0.465
K-Center D' N? 0.414 0.693
K-Center D* Nt 0.537 0.443
K-Center D* N? 0.389 0.61

Communication Probability M* 0.002 0.0008
Communication Probability M?> 0.006 0.0013
Entropy Based 0.364 0.534

Figure 5.13: Comparison of Distances between clusterings of different
sizes, discovered in Twitter network over the period of 10 weeks.

o . [SnsT
Dissn = |Susy

and two ways of normalizing: by the number of nodes N! or the number of clusters
N2. Also, for the Communication Probability we have two ways of measuring the

distance/similarity between two constructed graphs G; and Gs:

1 . .
M(1G1,G2) = ﬁ ’ Z (Pcl (Zﬂj) - Pcz(l7j))2
V(4,5)

or

M,y =~ 3 O (Pey(i3) - 109(Pey(i,3)) + (1 = P i,) - Log(1 — Pes i, ))
V(i)

Thus we have 4 possible ways to compute the similarity using Best Match and
K-Center measures and 2 ways for Communication Probability measure.

We test the performance of the similarity measures on sets of clusters (Cp s,
Co.1 and Cj 15) discovered in the Twitter network, where we know Cj 15 to be a subset
of Cy.1, and Cy 1 to be a subset of Cj g5, but have different number of clusters. The
results are presented in Figure 5.13. We see that Best Match approach compares

well with Entropy Based measure when we use D? and normalize by the number of
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clusters. The K-Center approach also performs comparable to the Entropy Based
measure, however when normalized by the number of nodes, it produces a smaller
distance. Furthermore, Communication Probability measures find the probability
of communication (per edge) to be smaller as the number of edges grows.

Also, normalizing by the number of nodes works better when the number of
clusters is smaller, while normalization by the number of clusters produces a better

result when we have a lot more clusters then distinct nodes.

5.5.4 Tracking the Evolution of Hidden Groups

For chain triples the significance threshold frequencies were K.pqin = 30 and
for sibling triples Kgipiing = 160. We used a sliding window of one year to obtain
evolving hidden groups. On each window we obtained the significant chains and
siblings (frequency > k) and the clusters in the corresponding weighted overlap
graph. We use the clusters to build the communication structures and show the
evolution of one of the hidden groups in Figure 5.14. We emphasize that all of this
is done without the use of any semantic information. The key person in this hidden
group is actor C', who is Peggy Heeg, Senior Vice President of El Paso Corporation.
El Paso Corporation was often partnered with ENRON and was accused of raising

prices to a record high during the “blackout” period in California [1, 8].

%@i/ ﬁ ®@ @

Sept. 2000 - Sept. 2001 Mar. 2000 - Mar. 2001 Sept. 2001 - Sept. 2002

Figure 5.14: Evolution of part of the Enron organizational structure from
2000 - 2002. Note: actors B,C, D, F present in all three intervals. Here
is who they are: B - T. Brogan, C - Peggy Heeg, D - Ajaj Jagsi and F' -
Theresa Allen.



Ci-Cy | Cy-C3 | Cs-Cy | Average Change
Best Match 4.31 5.01 4.83 4.72
K-Center 5.61 5.27 5.14 5.34

Figure 5.15: The rate of change of the clusterings in Blogosphere over
the period of four weeks.

5.5.5 Estimating the Rate of Change for Coalitions in the Blogosphere

Next we would like to show how the approaches of distance measure, presented
in this thesis, can be used to track the evolution and estimate the rate of change of
the clusterings and groups over time.

As our example we studied the social network of the Blogosphere (Live Jour-
nal). We found four clusterings C, Cy, C3 and Cy by analyzing the same social
network at different times. Each consecutive clustering was constructed one week
later than the previous. The task of this experiment is to determine the amount by
which the social network changes over the period of four weeks. The sizes of the
clusterings C', C5, C3 and Cy are 81348, 82056, 82132 and 80217 respectively, while
the average densities are 0.630, 0.643, 0.621 and 0.648.

We can see in the Figure 5.15 that the Best Match and the K-center algorithms
imply that the rate of change of groups in the blogosphere is relatively high and the

groups change very dynamically from one week to another.

5.5.6 Estimating the Rate of Change for Groups in the Enron Organi-
zational Structure

We repeat this experiment with the Enron data. On each window we first

obtained the significant chains and siblings and then the clusterings in the corre-

sponding weighted overlap graph. The clusterings C1, C%, C4 and C) with average

Cr-Cy | Cy-C5 | Cf - CY | Avg. Change
Best Match 0.3 0.23 0.24 0.26
K-Center 0.31 0.24 0.25 0.27

Figure 5.16: The rate of change of the clusterings in the Enron organi-

zational structure from 2000 - 2002.
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densities 0.65, 0.7, 0.71 and 0.67 respectively, were computed based on the intervals
Sept. 1999 - Sept. 2000, Mar. 2000 - Mar. 2001, Sept. 2000 - Sept. 2001 and Mar.
2001 - Mar. 2002.

Next we used the Best Match and K-center algorithm to track the rate of
change in the network. Figure 5.16 illustrates the rate of change as well as the
average rate of change of the clusterings. Notice that the rate of change in the email
networks over a 6 month period are significantly lower than the rate of change in
Blogs over a I week period. Blogs are a significantly more dynamic social network
which should be no surprise.

Figure 5.14 illustrates the structure of a single group in each of the clusterings
as well as giving a sense of the evolution from one time interval to next.

The ability to account for the overlap and evolution dynamics is the under-
lying reason why the distance found by the Best Match and K-center algorithms is
relatively low for groups in the ENRON dataset.

We note that Blogs and ENRON are two completely different social networks.
ENRON represents a company organizational network, which has the underlying
hierarchy of command that is unlikely to change quickly over time; the Blogosphere
is a much more dynamic ad hoc social network, where groups and their memberships
can change rapidly. This behavior is well reflected in the experiments described

above.

5.5.7 Tree Mining

Additionally for the purpose of validation, we used the tree mining approach
in conjunction with the heuristic algorithms , in order to verify that a discovered
tree-like structure actually occurs frequently in the data.

For the experiment, we once again used the ENRON email corpus and the time

Ci-Ty | Cy-Ty | Cs-T5 | Cy - Ty
Best Match 0.323 0.321 0.294 0.389
K-Center 0.381 0.377 0.358 0.425

Figure 5.17: The similarity between the trees and the clusterings in the

Enron organizational structure from 2000 - 2002.
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intervals Sept. 1999 - Sept. 2000, Mar. 2000 - Mar. 2001, Sept. 2000 - Sept. 2001
and Mar. 2001 - Mar. 2002. For each interval were found significant chains and
siblings and performed the clustering on the weighted graph of overlapping triples.
The clusterings C, Cs, C5 and Cy were found. Next we performed tree mining in
order to extract exact tree like communication patterns for the same intervals and
obtained T, Ty, T3 and Ty. The same significance threshold frequencies were used
Kehain = 39 and Kgping = 160 when we found C, Cy, C3 and Cy, and we used Kepgin
= 35 as the significance threshold for tree mining.

We also performed the same experiment on the Blogosphere, where we ran-
domly picked the set of 4 consecutive weeks and discovered groups by performing
our heuristic clustering approach to obtain clustering C7, C%, C4 and Cj. Next we
found exact tree like communication structures 77, 73, T4 and T, for each week
respectively.

We used the Best Match and the K-center algorithms to measure the amount
of similarity between these two sets. You can find the results of these measurements
in the Figures 5.17 and 5.18. The groups which we find using a heuristic clustering
approach compare well to the actual tree-like structures present in the data for the
Blogosphere where the difference is much less then the rate of change. For ENRON,
the difference is comparable to the rate of change which suggests that one could use
the more accurate tree-mining algorithm.

Notice that the slightly higher similarity in the ENRON data could be caused
by the fact that the underlying hierarchy like structure of the ENRON company
resembles the tree like patterns much more then a chaotic Blogosphere. Nevertheless
the discovered similarity for the groups in the Blogosphere data is still suggesting

that the groups we discover using our heuristic approach are similar in their nature

Ci-T] | Cy,-T5 | CL-Ts | Cy - T
Best Match 0.411 0.407 0.414 0.41
K-Center 0.431 0.423 0.419 0.431

Figure 5.18: The similarity between the trees and the clusterings in the

Blogosphere over the period of 4 weeks
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to the groups discovered by performing tree mining.

5.5.8 Using Similarity Measures to Judge Performance of a Clustering
Technique

In this section we present another potential application for the proposed sim-
ilarity measures. We set up an environment in which we use our distance measures
to judge the performance of the clustering algorithms presented in [11].

First we synthetically generate a communication network, which is modeled
after a typical chat-room. This network consists of highly correlated communications
between members of embedded groups, and some amount of noise. Next we use the
overlapping clustering technique from [11] on the generated dataset to produce a
clustering. We use the Best Match and the K-center algorithms to determine the
distance between a known clustering we embedded (“ground truth” clustering) and
the one we obtained by using the algorithm, whose performance we are trying to
judge. The resulting distances should be a measure of how well the algorithm
performed.

The random chat generation is controlled by several parameters. Note that
the explicit structure of the group is not specified in these parameters, although
it can be fine-tuned in the actual software. Here is the list of parameters used to

generate the chat in this setting.
e T the duration of the chatroom transcript (24 hours).
e 1, the number of users (250).
e n,, the number of groups (5, 10, 15, 20, 25).
e n,, the number of users per group (20).
e 1., the number of conversations per group (3).

® (inin, Ymax, the lower and upper bounds on the length of a conversation (30

minutes, 1 hour).

e At, the mean time between messages for a single user within a single conver-

sation (15 seconds). Higher At equates to a more talkative user.
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Figure 5.19: Log plot of the comparison of distance measures used to
evaluate a clustering technique used on randomly generated chat data.

Figure 5.19 illustrates a comparison of the behavior of the Hungarian, Best
Match and K-center algorithms. We normalize the result of the Hungarian algorithm
by the number of distinct members in both clusterings, just as we do with the K-
center algorithm. We set k to be the [3/4] of the number of groups in the embedded
clustering.

As the number of groups in the network grows, the overlap between them
also grows. While the Best Match and the K-center algorithms report comparable
numbers and are not sensitive to the growing amount of overlap, the Hungarian
algorithm reports distances which are very large as the amount of overlap increases
and these distances quickly become practically unreliable. Moreover, any algorithm
used for computing similarity measures, that does not account for the cluster overlap
will encounter similar problems.

As a result of this experiment we can conclude that the overlapping clustering
approach that we were testing performs well and finds groups which are very close
to those which were embedded during the random chat generation.

To conclude, in this section we described another application for two new
similarity measures we proposed. In the proposed framework these measures can
be used to evaluate new possible clustering techniques by judging their performance

as well as discover the strong and the week sides of the clustering technique that’s
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being tested by tweaking various parameters of the model.

5.5.9 Twitter Network: Computing Conversation and Propagation
Trust Graphs

For the purposes of experiments in the Twitter network, we consider the set of
messages over the period of 10 weeks. These 10 weeks contain 15,563,120 directed
messages and 34,178,314 broadcast messages. First we start by computing two
behavioral trust graphs C' and P as described in Chapter 4.

For the computation of C' we use only directed conversations, while for the
computation of P we use both directed and broadcast messages. Note that the
broadcast messages are only used for the construction of lists of outgoing messages,
and the directed messages are used for the construction of both the lists of incoming
as well as outgoing messages.

We build the model for the Twitter data by constructing M = 1000 data sets
to determine the maximum number of times a propagation can appear at random for

various time intervals. The significance thresholds are shown in Figure 5.20 below.

Hours|| 1214|812 |24
Ksig 41414141415

Figure 5.20: The Significance Threshold results for the time intervals in
hours (where 7,,;, = 60 seconds and 7,,,, = number of hours specified in
the table)

Interestingly enough, the thresholds turned out to be the same for the model
of directed messages as well as combination of directed and broadcast messages.
This can be explained by the fact that the broadcast messages are used only for
construction of the list of outgoing messages, while the list of incoming messages in
both cases is still constructed with only directed messages. Also, as can be seen in
the table, the chances of a propagation pattern occurring even a small number of
times is very unlikely. Thus for a particular propagation pattern A — B to result in
the propagation trust edge B — A in the graph P, it has to occur at least 5 times.

The parameters used for computing each of the propagation and conversation

graphs P and C' are presented below together with the sizes of the discovered graphs
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P Directed | P Directed + Broadcast || Total # of Nodes
Co.01 29951 69203 82947
P Directed - 75034 75034
| Total # of Nodes || 75034 | 99534 | |

Figure 5.21: Comparison of node sets of Conversation and Propagation
graphs. The rightmost column and the bottom row contain the sizes of
computed graphs, while the numbers at the intersection of the respective
row and column represent the number of nodes in common.

in terms of edges.

e Conversation Graph C: (1404662 undirected edges)

Smoothing Parameter S = 4

Edge Threshold = 0, 0.01, 0.05, 0.1, 0.15

tmin = 60 seconds , t,,,. = 2 hours

Rsig = 4

tmin = 60 seconds , t,,,. = 2 hours

Rsig = 4

Propagations Graph P Directed: (173724 directed edges)

Parameters: [tyin, tmaes] and Significance Threshold kg

Parameters: [tyin, tmaes] and Significance Threshold kg

Parameters: Smoothing Parameter S and Edge Threshold

Propagations Graph P Directed + Broadcast: (234402 directed edges)

Note that the conversation graph C' is a undirected graph, while both propa-

gation graphs are directed. The following section will provide a comparison of the

graphs.
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5.5.10 Conversation and Propagation Graphs and Groups Comparison

Here we would like to discover and compare the groups in C' and P by perform-
ing overlapping clustering on both of them. The resulting clusters will correspond
to the groups infered from behavioral trust between communicating twitters.

Figure 5.21 contains the comparison of the nodes of the graphs. For the
conversation graph C', we tested a wide number of thresholds: 0, 0.005, 0.01, 0.05, 0.1
and 0.15, but we only show the results for Cy ;1 because for this choice of threshold,
the two graphs have very similar node set. Also in the table you can find two
propagation graphs P Directed and P Directed + Broadcast, where intuitively the
first one was constructed by processing only directed messages from Twitter, and
for the second graph, we used directed and broadcast messages from Twitter. We
will refer to both graphs as propagation graphs P.

Note that the entire C' graph is relatively large (68678 nodes), however a closer
look at C' show that the majority of edges have very small weights on them. This
can be explained by the fact that according to our conversation definition, we will
discover a number of very small conversations, which will result in very small edge
weights. We argue that the conversations which have very small weights on them
resulted from a pair of users which had only one or two conversations over the
period of 10 weeks and each conversation was very short and lasted only a couple of
messages and /or was unbalanced in nature. Clearly these types of conversations tell
us very little or nothing at all about the trust relationship between a pair of users.

By observing the table of comparison of nodes of graphs C' and P, you can
notice that there is a very large overlap in the node set, significantly above random
if you consider that the total number of distinct users (over 2 million).

To investigate the similarities between the graphs C' and P further, we would
also like to compare their edge sets. However while C' is an undirected graph, both
P graphs are directed. To alleviate this, we convert graphs C' into a directed graphs
by converting each undirected edge A — B into two directed edges A — B and
B — A. And we convert each edge A — B in graphs P into two edges A — B
and B — A. While obviously this comparison could be completely inappropriate

in other situations, in our case it will still give us some useful information about
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P Directed | P Directed + Broadcast || Total # of Edges
Co.01 153306 173638 202058
P Directed - 236706 236706
| Total # of Edges || 236706 | 323820 | |

Figure 5.22: Comparison of edge sets of Conversation and Propagation
graphs. The rightmost column and the bottom row contain the sizes of
computed graphs, while the numbers at the intersection of the respective
row and column represent the number of edges in common.

the differences/similarities in the edge structure between graphs C' and P. Also this
comparison may give us some intuition about what to expect in terms of the groups
that will be discovered in C' and P by performing clustering.

Figure 5.22 contains the edge comparison of the respective graphs. As you
can see similarly to the node set comparison we observe that edges of graph Cj o
almost completely cover the edge set of both propagation graphs P. This is a strong
indication of the fact that groups discovered in these graphs will most likely be very
close, furthermore we can say that we can expect the discovered groups in graph
Ch.01 to almost completely cover the groups discovered in graphs P. Let’s see if our
expectations are justified by experiments.

While performing clustering on graphs C' and P we used an undirected version
of clustering for the graphs C', and directed version for both graphs P. We present
the resulting number of groups we have discovered and some statistics about the
group sizes in Figure 5.23.

As you can see the average group sizes discovered are slightly but not signifi-
cantly higher for the propagation groups compared to the conversation groups. This
can be explained by the fact that Cyo; is undirected, while P is directed and due
to the specifics of the clustering algorithm (computing cluster density measures) it
produces groups of a slightly bigger size for the directed graphs.

Now we would like to analyze the similarity between the groups found in
graphs C' and P. Next Figure 5.24 shows the distance/similarity. The table shows
exactly what we expected - the conversation group Cpg; almost completely cover

the propagation groups, s.t. by employing asymmetric Best Match algorithm we
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# of Groups | Max. Group Size | Avg. Group Size
Co.o1 82947 280 7.06
P Directed 75034 253 7.13
P Directed+Broadcast 81340 316 8.17

Figure 5.23: Statistics on group sizes discovered in the Conversation
graphs. Fist column shows the total number of clusters(groups) discov-
ered in the respective graph, while second and third column show the
maximum and average cluster(group) size.

discover that conversation groups cover most of the discovered propagation groups
and the percentage of relative differences is very low. This is true for both graph P
Directed and graph P Directed + Broadcast.

Additionally we would like to validate these results by checking whether such a
great overlap can appear at random. More specifically we are going to generate the
number of groups and their sizes exactly as in P Directed graph. Each element of
the group will be picked at random from the entire distribution of users of T'witter for
the 10 weeks that we are analyzing. Such respective dataset will be P,.,q. Next we
will use asymmetric Best Match algorithm to discover the distance between graphs
C and these randomly generated groups. We repeat this process 1000 times and
average the result. Figure 5.25 shows the results, which indicate that groups of
P,ang, which in their numbers and sizes mimic P Directed are quite different on
average from the conversation groups Cy ;. Intuitively very similar result can be
shown for graphs P Directed + Broadcast.

To summarize, in this section we investigated in depth the comparison of
conversation graphs C' and propagation graphs P and groups discovered in them.
We discovered that with properly picked thresholds for C', the conversation graphs
C' almost completely cover the propagation graphs P (node set and edge set). The

groups discovered in C' graphs are very similar to groups discovered in P, and this

P Directed | P Directed+ Broadcast
Co.o1 0.83 0.79

Figure 5.24: Relative similarity between groups discovered in graphs C
and P



89

Prand
Coor || 0.58

Figure 5.25: Distance between groups discovered in graph C' and ran-
domly generated groups P,,,q, which in their numbers and sizes mimic P
Directed

similarity is above that which would be expected from random sets.

5.5.11 Retweets Validation

In this section we construct a directed graph of retweets R. We build R by
considering both directed and broadcast retweets gathered over the same 10 weeks
as the messages used to construct graphs C' and P. For validation purposes we
consider Cy g5, Co.01 and both P graphs. We gather the retweeting patterns of type
A — B — X (where X can be a different user at different times), which either
occur at least once in the direct retweets or at least twice in the broadcast retweets.
We argue that a directed retweeting pattern represents a stronger trust relationship

and therefore needs to only occur once.

e Retweets Graph R: (103279 directed edges)

e Parameters: Retweet T hreshold
Directed Retweet Threshold = 1

Broadcast Retweet Threshold = 2

Next we would like to analyze the similarity between the retweeting graph R
and the graphs C' and P that were discovered by us. We start by analyzing the
node sets. Figure 5.26 shows the results of the node set comparison. As can be seen
in the table, our conversation graph C g5 successfully discovers 27353 nodes of the
retweeting graph, which is 30.3%, while propagation graph P Directed + Broadcast
discovers 22.7% of the retweeting graph R nodes.

The reason why the propagation graph P Directed discovers fewer nodes of R

can be easily explained by the fact that we used both broadcast retweets and directed
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R
Co.005 27353
Co.o1 15999
P Directed 16600
P Directed+Broadcast || 20443

Figure 5.26: Number of nodes in common between graphs P, C' and the
retweeting graph R

retweets to form R, while we only used directed Twitter messages to construct P
Directed.

We also would like to check if just by taking the set of most active users, we
can produce the same results. More specifically, we are going to build a distribution
of all the users(twitters), who communicated over this period of 10 weeks, and sort
them accordingly to the number of messages they have sent in decreasing order.

Next we will pick the top ||C|| and || P|| most active twitters to see how they
compare to the node set of graph R. You can find the results of these experiments
in Figure 5.27. The numbers in the table show that by taking the set of the most
frequent users of sizes ||C|| and || P|| we will get a higher percentage of overlap with
graph R, namely top ||C]| = 186916 users will have 39.2% (compared to 30.3%) in
common with nodes of R, while ||P Directed + Broadcast|| = 99534 most active
users will have 25.8% (compared to 22.7%). We argue here that this is caused
partially by the fact that only a relatively small percentage out of the entire set of
users ( 1398878 active senders) creates most of the conversations. More precisely,
during the 10 weeks period 497731 users (35.6%) have sent only a single message

and 828603 (59.2%) users have sent at most 3 messages. Thus we can conclude that

Top ||Coo0s]| | Top ||P Directed+Broadcast| | Top || R||
Co.o0s 129241 84514 78362
P Directed+ Broadcast 85986 66901 63569
R 35451 25685 24279

Figure 5.27: This table shows the number of nodes in common between
graphs by considering the top ||P||, ||C|| and ||R|| most active users and
the node sets of graphs C', P and R
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our algorithms do not simply target the most active users, but also find users which
are not the most active ones, but exhibit the specific behavior which conversation
trust and propagation trust define.

To prove that our algorithms produce results which cannot happen at random,
we are going to do a similar analysis of neighbors on a per node basis. So for
each node in P, we see what fraction of the nodes he propagates from are also
his neighbors in R. Similarly we compute this for C'. Next we perform the same
comparison for a random subset of the same sizes as well as the most active subset.

Specifically we want to find what fraction of neighbors of randomly picked set
nodes (of size ||C]| and ||P||) from the entire universe of nodes are also neighbors
in R, similarly take the top ||C| and || P|| most active users together with their
neighbors and see what fraction of these neighbors are also neighbors in R. The
results of the experiment are presented in Figure 5.28.

One can conclude that the percentage of neighbors of nodes of C' and P which
are also their neighbors in R is approximately 12%, where for the randomly picked
nodes or the set of the most active nodes the numbers are approximately 4 times
smaller and are around 3 percent. We can also observe that the fraction of neighbors
in common for the sets of randomly picked nodes and the sets of the most active
nodes are either very similar or the randomly picked ones have a higher fraction in

common. This is explained by the the fact that the randomly picked set is expected

R
Co.005 12 %
Random || Cy.o05|| 3.8 %
Most Active ||Co.005| 2.9 %
P Directed 13.8 %
Random || P Directed)| 2.7 %
Most Active || P Directed)| 2.8 %
P Directed+Broadcast 14.4 %
Random || P Directed+Broadcast| 3 %
Most Active||P Directed+Broadcast|| || 2.9 %

Figure 5.28: Percentage of neighbors of the nodes in graphs C' and P in
common with neighbors in R compared to randomly generated sets and
the sets of most active users
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to have fewer nodes in common with R than the set of most active users. Also
the most active users on average are much more likely to have a much larger set
of neighbors than the randomly picked sets (only a small fraction of users is very
active). Therefore it will result in a larger portion of different users and thus a
smaller fraction in common.

To summarize, in this section we validated our algorithms against the retweet-
ing graph R and discovered, that the amount of node overlap between the graphs we
produced and the graph R is significantly above random. Additionally we analyzed
the sets of neighbors of nodes in the graphs discovered by us and the randomly
generated graphs, which showed that the nodes and their neighbors discovered by
our algorithms are meaningful and cannot appear at random or just by considering
the set of most active users.

Also we hypothesize that since the conversation graph C' is larger than the
graphs P and since C' almost contains P, then perhaps a conversation is a build-
ing(beginning) block of a trust relationship and only after people have started trust-
ing each other more they begin the propagation of information forward. One could

also analyze the intersection of the conversation and propagation graphs.



CHAPTER 6
CONCLUSIONS

In this work, we described algorithms for discovering hidden groups based only on
communication data. The structure imposed by the need to plan was a very general
one, namely connectivity. Connectivity should be a minimum requirement for the
planning to take place, and perhaps adding further constraints can increase the
accuracy or the efficiency.

In our algorithms there is no fixed communication cycle and the group’s plan-
ning waves of communications may overlap. Relaxing these cycle assumptions how-
ever required us to place some minor other requirements, namely there must be
some communication pattern that was repeated. The existence of such a pattern is
a significant constraint compared only to requiring connectivity in the cycle model.
However in most practical settings, most hidden groups will have some established
protocol of communication. The algorithm first finds statistically significant chain
and sibling triples using a specified score function. Using a heuristic to build from
triples, we find hidden groups of larger sizes. Using a moving window and match-
ing algorithms we can track the evolution of the organizational structure as well as
hidden group membership. Using a tree querying algorithm one can query a hier-
archical structure to check if it exists in the data. The tree mining algorithm finds
all of the frequent trees and can be used for verification purposes. Our statistical
algorithms serve to narrow down the set of possible hidden groups that need to be
analyzed further. The behavioral trust algorithms presented here can be used to
estimate the trust between pairs of people on the network.

We validated our algorithms on real data (Enron and Weblog data) as well as
Twitter data to validate our behavioral trust algorithms. Our results indicate that
the hidden group algorithms do indeed find meaningful groups. Also we validated
the trust algorithms and showed that they find good estimates of trust between
pairs of people on the Twitter network. Our algorithms do not use communication

content and do not differentiate between the natures of the hidden groups discovered,
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for example some of the hidden groups may be malicious and some may not. The
groups found by our algorithms can be further studied by taking into account the
form and the content of each communication, to get a better overall result and to

identify the truly suspicious groups.

6.1 Future Work

There are many possible additional studies we consider for our future work,

here are just some of them:

1. Consider putting weights on the triples, for example, one way to weight is to

compute the ration between the number of occurrences of a triple and the k.
2. Study the missing links and attempt to identify the missing links and /or nodes.

3. Study in more detail the relationship between the rate of change in the network

and method used to discover the groups (heuristic vs. tree mining).
4. Explore in more detail the significance of nodes and arcs disappearing.
5. Extend the study of propagation delay functions.
6. Improve and construct new similarity measures for sets of overlapping clusters.

7. Extend the study of behavioral trust measures.
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