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Problem Statement: Use untrusted clouds (e.g., AWS, Google) to run MapReduce applications,
while preserving (1) privacy of data and (2) efficiency of computation

Related Work: CryptDB (Popa et al., SOSP’11), Monomi (Tu et al., VLDB’13), MrCrypt (Tetali et al.,
OOPSLA’13), SecureMR (Milanova et al., Poster at PPoPP’18, HotSoS 18)

Key Tools: Linearly Homomorphic Encryption (LHE), Randomized Encoding (RE), and Order
Preserving Encryption (OPE); Program Analysis
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* Optimizations, essentially automatic
MapReduce programs w.r.t. these protocols

parallelization, relevant to MPC
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Impact on Society Education and Outreach Potential Impact
* Large amounts of data * PhD students and Pl are * Better security of
* Inexpensive and powerful underrepresented minority computation outsourcing
cloud infrastructures (e.g., or female  Wider adoption of
AWS, Google Cloud) * Pl teaches undergraduate computation outsourcing
* Security remains an 1. Modern Binary * New applications in
obstacle to the adoption of Exploitation medical research
computation outsourcing 2. Program Analysis
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