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Abstract

This paper presents a new compile-time analysis that enablesting methodology for white-box
coverage testing of error recovery code (i.e., exceptiordlgas) of server applications written in Java,
using compiler-directed fault injection. The analysi©at compiler-generated instrumentation to guide
the fault injection and to record the recovery code exedci¢@n injected fault is experienced as a
Java exception.) The analysis (i) identifies theeption-flow 'def-usesd be tested in this manner, (ii)
determines the kind of fault to be requested at a programt,pai (iii) finds appropriate locations for
code instrumentation. The analysis incorporates refingrat establish sufficient context sensitivity
to ensure relatively precise def-use links and to elimirsatene spurious def-uses due to demonstrably
infeasible control flow. A runtime test harness calculagss$ toverage of these links using exception
def-catchmetric. Experiments with the methodology demonstrate tiligyuof the increased precision

in obtaining good test coverage on a set of moderately-seeeer benchmarks.

Index Terms

Reliability, Def-Use Testing, Java, Exceptions, Test Gage Metrics

I. INTRODUCTION

The emergence of the Internet as a ubiquitous computingstrfrcture means that a wide range

of applications — such as on-line auctions, instant mesgagrid weather prediction programs —
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are being designed as server applications (typically aduesover the web). These applications
must meet the challenges of maintaining performance anifabildy, while supporting large
numbers of users, who demand reliability from these codasdhe becoming more and more
commonplace. A good analogy is to the telephone system, maémgy that one expects to
be ’'always working’; the phone company demands only minofedown time per year from
its software. New testing technologies are needed to asldies issue of reliability in this
environment. Besides the traditional testing of functlipathere is a need to ensure reasonable
application response to system/resources problems, ier dod have performance gracefully
degrade rather than experience application crashes. Hustreess testing research in this paper
addresses the problem of how to test the reliability of seapplications written in Java, in the
face of infrequent but anticipatable system problems tafprogram may respond to via Java’s
exception handling mechanism.

Traditional fault-injection testing of software in the spgng system community is conducted
in a black-box manner, using a probabilistic analysis teeaeine whether or not a software
component will work properly when subjected to specific fdohds and workloads [1]. Testing
is accomplished by simulating faults caused by environalestrors during test througfault
injection [2], [3], [4], [5], [6]. Testers assume that applicationsirunder specific workloads,
and then inject faults randomly into the running code, selgcfaults according to distribution
functions derived from observation of real systems. Afteserving application reaction to the
fault load, the testers derive data describing the likelththat the application will deliver correct
service (i.e., not crash) under the given fault loads ancklwads [1].

Unfortunately, this approach does not ensure that the ee@yvery code in an application
is ever exercised nor that the program takes an appropriditenan the presence of faults. In
addition, given the probabilistic nature of the approatlins hard to force application execution
into the untested parts of error recovery code during furtiesting. Because many server
applications are written using components with unknowrerimal structure, testers need to
identify vulnerabilities to system problems automatigdlle., with the help of software tools).
The testing of error recovery code in server (or any othep)iegtions is necessary for ensuring
the high reliability required of these systems.

Our methodology uses the tools of white-box def-use testragd a tester of a server applica-

tion in this task. There is a large body of existing workwhite-boxtesting methodologies [7],
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[8], [9], aimed at exercising as much application code asipts during testing, and measuring
code coverage using various program constructs such aktfiaotv edges, branches and basic
blocks. However, error recovery code — code which handlesrerthat occur with small
probability, especially due to interactions with the cortpgl environment (e.g., disk crashes,
network congestion, operating system bugs) — is almostyaveft unexecuted in traditional
white-box testing, because it may not be executable by menahipulating program inputs.

Our analysis techniques identify program points vulnerabl certain faults and the corre-
sponding error recovery code for these specific systemsfatlitie techniques provided allow
compiler-inserted instrumentation to inject approprittelts as needed and to gather recovery
code coverage information. This enables a tester to sysitita exercise the error recovery
code, by causing execution of the vulnerable operationssTie methodology provides a means
to obtain validation of application robustness in the pneseof system faults. Although our
experiments are based on server applications, the teahmsguot limited in that area and can
be applied to general Java applications.

In our approach, it is important to be able to identify as @&y as possible where an
exception, thrown in response to an experienced fault é.def), is handled (i.e., a use) [15]. A
key concern in general for def-use testing is how to minintiee number of spurious def-uses
reported by the analysis. Since these def-uses cannot lbeisec by any test, a human being
has to examine them, among the uncovered def-use linkstaftitng, and determine (if she can)
that they are spurious. This is a time-consuming, difficaftt, jespecially for large object-oriented
applications that use polymorphism heavily. Therefores drucial to use a very precise analysis
that, while practical in cost, can eliminate many of theserispus def-uses. This is a key goal
of our newexception-catch link analysis

Our initial work in this area [10], [11] focused on the idditation of an appropriate definition
of coverage for fault-tolerant server applications, andtloa definition of the compiler/fault-
injector interface necessary to measure and induce cavefdgult-handling code. We presented
a proof-of-concept case study in which a proxy server appbao was instrumented by hand,
and fault injection was performed and recorded by executieginstrumentation.

In [12], we demonstrated that automatic compile-time asialyvas sufficient to analyze the
proxy server that we had studied, as well as several otheerataly-sized server applications.

This analysis consisted of aexception-flowanalysis phrased as an interprocedural dataflow
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problem using limited context sensitivity, coupled with avel data reachability analysigo
prune infeasible edges produced by the conservative ajppations used in the initial analysis.

This paper is an extension of [12] that makes the followindimhal contributions:

« Reformulating our data reachability analysis as a genata¢raa that can be instantiated
to yield different algorithms by varying the number of digti sets of visible objects (as in
the work of Tip and Palsberg [13]).

« Definition and exploration of several new variants of ouresoh (which we calC-DataReach
M-DataReach and V-DataReach as well as re-statement of our original data reachabil-
ity algorithm in our new schema. This exploration compates telative accuracies and
computational complexities of these four variants of oualgsis.

« Empirical studies of the use of several variants of our DatalR algorithm, and several
variants of the earlier stages of our analysis, on our presrchmarks and three additional
larger applications. These studies include aggregateracgiand timing information, as
well as specific discussions of the cases in which staticyarsais difficult.

Overview. The rest of this paper is organized as follows. In Sectiondid&scribe our coverage
metric, which is a slight variant of the original metric debed in [10], and give an overview of
the compiler-directed fault injection methodology. In &ea Ill, we discuss our compile-time
analyses for exception-flow def-uses and our data readyabdhema (including the specific
instantiations of this schema used later). In Section IV egort our empirical results on the
moderate and larger-sized Java applications, descrili@gmpact on the exception-flow def-
uses obtained by varying the compile-time analysis use8elition V we describe related work.

Finally, we present our conclusions.

[I. MEASURING COVERAGE OFFAULTHANDLING CODE

We take advantage of the Java exception handling mechaoiswlp identify error recovery
code. Exceptionsin Java are used to respond to error conditions [14]. Eaalth block is
potentially the starting point of error recovery code for ataming error/exception raised during
the lifetime of the corresponding y block.

Faults, Exceptions, Coverage Metric.A fault is some environmental error that is being

manifested. Afault-sensitive operatignwhich is either an explicit hr ow statement or a call to
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some unknown method, &ffectedby a fault in that an exception is produced when the operation
occurs and experiences a fault as a run-time error.

We begin with a set of faults that are of interest to the testdor example, some testing may
focus on disk and network errors. In this paper we focus ofidaalated to JavéOExceptions
which are related to disk and network errors. Some faulsiiga operations correspond to 1/O
operations in the user code being tested or the Java or Qidibriaicalls, but others are conducted
by Java virtual machine, for example in class loading andirégcpolicy loading. We exclude
JVM 1/0O from our testing (by automatically instrumentingeticode to identify user-instigated
1/O).

We denoteP to be the set of all fault-sensitive operations in code unidst that may be
affected by any element in the specific set of faults of irgerd/e assumé’ is known, because
the relationship between faults and fault-sensitive dpmra can be pre-calculated once from
the Java libraries and reused for all the programs subjdetdtinjection testing with this same
set of faults.

In a given program, each elementBfcould possibly produce an exception that reaches some
subset of the program'sat ch blocks. By viewing fault-sensitive operations as the debni
points of exceptions, ancht ch blocks as uses of exceptions, we can define a coverage metric

in terms ofexception-catch (e-c) links

Definition (e-c link): Given a setP of fault-sensitive operations that may produce exceptions
in response to the faults of interest, and aGedf cat ch blocks in a program to be tested, we
say there is gossible e-c linKp, ¢) betweernp € P andc € C if p could possibly trigger; we

say that a givere-c linkis experiencedn a set of test rung’, if p actually transfers control to

¢ by throwing an exception during a test'in

Definition (Overall Exception Def-catch CoverageGiven a setF' of the possiblee-c linksof
a program, and a set of the e-c linksexperienced in a set of test ruiis we say theoverall
exception def-catch coveragé the program byl is %

Note that our exception def-catch coverage metric diffighy from the overall fault def-
catch coveragemetric used in our earlier work [10] (where it was termeeerall fault-catch
coveragg, due to the different emphasis of this work. Fault def-batoverage measures links

from specific faults to handling code, rather than from faelhsitive operations to handling
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code. For example, consider code in whicldistinct faults could trigger a single fault-sensitive
operation and transfer control to a singl&t ch block. Our fault def-catch metric would treat
this asz links from faults to the catch block, and our exception daticbh metric would treat
this as 1 possible-c link The exception-based metric is appropriate here becausgisteto
emphasize the ability of static analysis to prune infeasiivlks. This ability is not determined
by the number of faults that can cause a given exception, leedize of the fault-based metric
would skew our results by the size of the fault sets chosemperations in which our analysis
succeeds or fails.

In the terms used by traditional def-use testing [15], faldt-catch coverage is aall-uses
metric with faults counting adef, and exception def-catch coverage can be seen al-ases
metric with exceptions counting agef. For a more detailed discussion of possible coverage
metrics for fault-tolerant code, see [10], [11].

Coverage metrics are generally used to evaluate a test buiteéhey are also influenced by
the accuracy of the coverage analysis tool. A high overalepkion def-catch coverage indicates
a thorough test, but a low coverage may result from eitherfiicgent testing (i.e., a smakl) or
an overly conservative estimate Bf the set ofpossible e-c linksAs in other forms of coverage
testing, it is unacceptable far to omit anye-c linkspossible at runtime, so our analysis must
be conservative, producing a supersetroin the presence of imprecision. This is a common
problem in software testing; it is addressed by using anyaigthat isas precise as possibte
eliminate many infeasible paths and by human tester exadimimaAs we will see in Section IV,
the precision of our analysis has a significant impact on tver@age results for the benchmarks.

Fault Injection Framework. Once we have calculated the possible linksfor a program
with the analysis in Section Ill, then for a specific faultisitive operation, we have identified
the cat ch blocks that may handle the resulting exception, if it occ@&en the semantics of
Java, there must be \allnerablestatement executed during the corresponding block, that
resulted in the execution of the fault-sensitive operatibme tester must try to have execution
exercise both this vulnerable statement, often a call, &edfdult-sensitive operation, so that
the recovery code is reached. Obtaining test data to acesimiblis task is the same test case
generation problem presented by any def-use coveragecmetri

Figure 1 shows the organization of our fault-injection syst The box labeledompile time

shows that for a chosen set of faults, corresponding to s@hefsexceptions and their fault-
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Fig. 1. Compiler-directed fault injection framework

sensitive operations, the analysis presented in Sectlocaltulates the possible-c linksand
the vulnerable statements that are susceptible to them.cohmpiler uses the set @-c links

to identify where to place instrumentation that will commaate withMendosud16], the fault
injection engine, during execution. This communicatiofl veiquest the injection of a particular
fault when execution reaches they block containing the vulnerable operation. The compiler
also instruments code to record the execution of the casreipgcat ch block. The tester runs
the program and gathers tlodserved e-c linkfrom that run. The tester then may have to try
to make the program execute other vulnerable statemeasts lfiy varying the inputs) in order
to cover more of the possible-c links Finally, the test harness calculates the overall exceptio

def-catch coverage for this test suite.

[1l. COMPILE-TIME ANALYSIS

Figure 2 illustrates the high level structure of the two-gsth compile-time exception-catch
link analysis which we designed to calcul&e linksin Java programdgException-flow analysis
takes a static representation (i.e., AST) of a Java progsame#l as its call graph, and produces
the e-c link set of the given program. Unlike previous exception-flowlsia [17], [18], [19],
which relied on interprocedural propagation of exceptigpet, our analysis is object-based,
distinguishing between exception objects created by rdiffiemnew() statements. ThBataReach

analysis algorithms described in this section, each cavesas a postpass filter that uses the
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reference points-to graph [20], [21] of the program to didcas many infeasible-c linksin
the set produced by exception-flow analysis as possiblesgo acrease the precision of the
entire analysis. We present three distinct DataReachitlgms and report on empirical findings
obtained with two of them. Intuitively, our two analysis [glea can vary in their precision,
because they effectively are parameterized by the poingsitl call graph construction analysis
used as their inputs. Various analysis choices are availadsl call graph construction [22],
[23], [24] which differ in their cost and the precision of tmesulting graph. The empirical
results discussed in Section IV show that the precision efctll graph and points-to graph has

significant impact on the precision of the firalc link set obtained.

AST ————~
Exception-Flow Analysis
Call Graph )

possible e—c links

Points—to Grap———>(_ DataReach Filter (Optional)

possible e—c links

Fig. 2. Two phases of exception-catch link analysis

A. Exception-flow analysis

In Java, if code in some method throws an exceptigither the exception is handled within
the method by defining @at ch block for it, or the method declares in its signature thatiimh
throw this kind of exception when called. In the latter case callers must either handle the
exception or declare that they throw it as well [14]. We wamfibd the relationship between
cat ch blocks and fault-sensitive operations. We usér‘ow statement” to represent all fault-
sensitive operations in our discussions for simplicity; astually mean all instructions or calls
that may throw some exception, if a fault occurs.

A naive analysis that relies only on examination of user @et exception types igat ch

blocks and method signatures is too inaccurate to yieldmmédion of practical use. Our exception-

IWe are only consideringheckedexceptions, since exceptions related to 1/O faults are keftec
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flow analysis is an interprocedural dataflow analysis thiiutates for eacleat ch block, all the
t hr ow Statements whose exceptions could potentially be handigtidi cat ch. This is a form
of def-useanalysis.

We defineexception-flowas the flow of each exception object thrown per ow statement
along the exception handing path [25] — from the& ow statement to theat ch block where
it is handled.

According to the semantics of exception handling in Javg, [lv¢ can assume there exists
a variable for each executing Java thread that refers to dherdly active exception object.
During execution, any hr ow and cat ch operations are definitions and uses of that variable,
respectively. Thus, we can apply a variant of the traditidR@aching-Definition [26] dataflow
analysis to this problem, but there are some unique asptetgeption-flow that require special
handling:

1) Types are associated with each use and definition. A wsedtat ch) kills all the reaching

definitions whose type is the same as or a subtype of the typieeafise.

2) The key control-flow statements in a method are andcat ch blocks,t hr ow statements

and method calls. All other statements do not affect the mhae-flow solution (given
that the call graph is an input to this problem). The orderhase statements within a
method is of no consequence. What is important is whetheobanhr ow or method call

is contained in ary block nest. Therefore, within a method, we are only interested in
paths from the method entry to eachy- cat ch block or to at hr ow or a method call not
contained in anyry- cat ch block.

The analysis is interprocedural because of the nature aéptixon handling: an exception
propagates along the dynamic call stack until a proper landlreached. The dataflow is in
the reverse direction to execution flwthus exception-flow is a backward dataflow problem.
Our analysis is performed on a call graph whose edge anansatecord the corresponding call
sites, since call sites may occur within differanty- cat ch blocks, which clearly affects the

solutiorf. Within each method, the analysis calculates those exaeptivhich reach the entry
%In Java,t ry blocks can be nested within each other. Handlers are asstaidth exceptions in inner to outer order [14].

3Except when inside a single method

4Adding these annotations is not difficult for any call gragmstruction algorithm.
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to that method, by consideringr ows and method calls not contained within anyy- cat ch
block and those ry-cat ch blocks within the method. The former statements yield sorhe o
the exceptions possibly raised and not handled in the me®tatements within thery- cat ch
blocks may also yield unhandled exceptions, depending entythes of the respectiveat ch
blocks. Thus, the program representation used is a varfaatcall graph, where each method
node has an inner structure consisting of an edge from thg eatle to each uncoveredr ow

or method call, and an edge to each outermest cat ch block.

We define for each method the set of reaching exception abjbat can reach its entry:

Definition (ReachingThrows(methodi/)): The set of all thrown exception objects peir ow
statements for which there exists an exception handlinly [28] from the throw statement to
method )/, and the exceptions are not handled in methéd

Figure 3 gives an example illustrating the definitionR¥achingThrowsWe can see that the
call sitebar () inside method oo() is inside the ry block, so thatSocket Except i on thrown in
bar () will be handled (i.e., killed) iri oo(), because it is a sub classlafexcept i on. However,
exceptiont her Except i on, also thrown bybar () while not a sub class afoexcept i on, will
not be handled and thus appear&ieachingThrows(foo)f the call tobar () had not been placed
within at ry- cat ch block inf oo() , both exceptions (i.eSocket Excepti on, O her Except i on)
would appear irReachingThrows(foo)lherefore, our analysis can be considered to have some
flow-sensitiveaspects, in that it captures the relationt ef/- cat ch blocks to the call sites and

t hr ow statements within them.

ReachingThrow$(oo )
O her Excepti on thrown in bar

voi d foo(% throws Exception{
try{ /

,.Vbar ()

,/' }catch (1 OException ioe){..}
i}
!

1
\ Socket Excepti on thrown in bar
\'\ O her Excepti on thrown in bar

ReachingThrowd{ar )

voi d”bar () throws Exception{
t hrow new Socket Exception();

t hr ow new Ot her Exception();

}

Fig. 3. Example of ReachingThrows
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The dataflow equations for thReachingThrowgroblem are defined on the annotated call

graph of the program.We defineRT(m) the ReachingThrows at the entry to methadas

RT(m) =

{t € T|type(gen(t)) — kill(trynest(t)) # 0}
U Uesecs Unretargets(cs)
{t € RT(m/)|type(gen(t)) — kill(trynest(cs)) # 0}

whereT is the set oft hr ow statements inn; gen(t)is set of the exception objects thrown by
t; type(gen(t))is the set of types of the objects gen(t) trynest(k)is the (possibly empty) nest
of t rycat ch blocks containing statemeht kill(trynest(k))is the set of exception types handled
by thecat ch blocks that correspond timynest(k) or () if trynest(k)is empty;CS is the set of
call sites inm; andtargets(cs)is the set of all run-time target methods that can be reaclged b
call site cs (there can be more than one target of a polymorphic call)eNdgo that the set
difference operation must respect the exception inher@drierarchy; subtraction of a kill set
including exception typet must remove any exceptions of subtypesbés well aset itself.

These dataflow equations are consistent with the definitfosm monotone dataflow analysis
framework [27] and therefore, amenable to fixed-point tiere®

By performing exception-flow analysis, we can find all #e links (¢;, h;) where at hr ow
t; can potentially trigger ecatch block h;. Furthermore, by recording the interprocedural
propagation path of;, we can provide the call chains fromy to ¢; to help the human tester
understand why a specifesc linkis not covered in some test.

Worst case complexity.The dataflow problem so defined is distributive and 2-bourjdeéd
therefore, the complexity of the analysis(§n?) wheren is the number of methods. Given our
program representation, the time cost of processing eathoah¢o find the constant terms in
these equations is linear in the numbertof/- cat ch blocks, call sites andhr ow statements
in the method, which is bounded above hythe maximum number of statements in a method,;
this adds akn term to the above complexity. Therefore, the overall woesteccomplexity is
O(n® + kn).

SUnder certain conditions[14f,i nal | ys behave likecat ches and/oit hr ows. Our algorithm handles these situations

correctly, but we omit the details involvingi nal | ys for brevity.

5The iteration is only necessary here to handle interpraeédoops. Our implementation uses a prioritized (postgrde

worklist.
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The exception-flow analysis described previously reliehaving an annotated call graph for
the program. In order to increase precision, we added sedembntext sensitivity to the points-
to analysis that we use to build the call graph. Rather thaklibg a full and costly context-
sensitive points-to analysis, we performsglective constructor inlininghat is, we inlined each
constructor at its call sites, when that constructor comt@diathis reference field initialization
using one of its parameters. Without this transformatiomoatext-insensitive analysis would
make it seem that the same-named fields of all objects iaigidlin this constructor could point
to all the parameters so used [28], [29]. If we run a contegensitive points-to analysis after
this transformation, we obtain some degree of context teitgifor constructors, eliminating
some imprecision and obtaining a more precise call graph poidts-to graph for both our

exception-flow and DataReach analysis phases.

B. Data reachability analysis

We want to use a fairly precise program analysis to elimiratenany infeasible interproce-
dural paths as possible, to reduce the work that otherwisst bridone by human testers when
e-c linksbased on these paths cannot be covered. Figure 4 is an examyylpical use of
the Java network-disk 1/0 packages. Figure 5 illustrateg imbeasiblee-c linksare introduced
even given a fairly precise call graph for the code. As we @& thet ry block inreadFil e is
only vulnerable to disk faults and they block inreadNet is only vulnerable to network faults.
But exception-flow information is merged Buf f er edl nput Stream fi 11 ()’ and propagated to
bothr eadFi | e andr eadNet ; thus, two infeasible-c linksare introduced reducing the achievable
runtime coverage to 50% or less.

This inaccuracy can be resolved by using a different prograpmesentation such as a call
tree [30] instead of a call graph. However, constructing k tcee by compile-time analysis
is too expensive and once constructed, this representaiomo large to scale appropriately.
For example, to remove the infeasil#ec linksin Figure 5, the call tree algorithm must be
able to find that there are only 2 feasible call chains whichresla middle segment of length

3. Separating these 2 chains would require a context-sengibints-to analysis analogous to

"We use a fully qualified naming convention in our examplesattfs, we express all method names in a Class-

Name.MethodName format, even for instance methods.
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void readFile(String s){
byte[] buffer = new byt e[ 256];
try{ InputStreamf =new Fil el nput Streamn(s);

| nput St ream f src=new Buf f er edl nput Strean(f);

for (...)
¢ = fsrc.read(buffer); }
catch (I Oexceptione){ ... } }

voi d readNet (Socket s){
byte[] buffer = new byt e[ 256];
try{ InputStreamn =s.getlnputStream);
| nput St r eam nsrc=new Buf f er edl nput Stream(n);
for (...)
¢ = nsrc.read(buffer); }

catch (I Oexception e){ ...} }

Fig. 4. Code Example for Java I/O Usage

readFile readNet
: }

1

1

1

1

1

1

FilterInputStream.read (bytel])

BufferedInputStream.read (bytel[], j.nt.I int)

A
1
1
1
!
1
] 1
h :
l ] 1
' :
‘Bufferedlnputstream. readl (byte[], il’nt, int) !
1
v ’ -
\ ,’ !
‘ \
!
'

A
BufferedInputStream.fill () ,
~ d
~ 4

I -~ e 1
Fi,‘LeInputStream.read( | ":>=:SQc_ketInputStream.readﬁ. L)

Disk Access = —=======""""~ TT==-_ Network Access

Call Graph Edges—  Feasible e—c linf=+ ==~ Infeasible e—c link- - - - -

Fig. 5. Call Graph for Java I/O Usage

4-CFA [31], [32], an expensive analysis. In many cases thgtleof the shared segment is even
longer (e.g., when you need to wrap the basic InputStreaim nvidre than one filter class, such
asBuf f er edl nput St r eamand Dat al nput St r eam).

The intuitive idea of our approach is to use data reachglitconfirm control-flow reach-
ability, in that interprocedural paths requiring receiafjects of a specific type can be shown
to be infeasible if those type of objects are not reachabieutth dereferences at the relevant

call site. Continuing with Figure 4, consider the call site c. read() in methodreadFi | e.
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We want to know whethesocket I nput St ream read() can be called during the lifetime of
fsrc.read(). In the explanation below, we refer tarc. read() as theoriginal call and to the
polymorphic call site irBuf feredl nput Stream fil |l () as thetarget call site which may reach
Socket I nput St ream read() according to the call graph. The receiver variable of theget
call siteis denoted ast . The argument about data reachability relies on the foligwntuition:

if Socket I nput Stream read() is called, some object of typsocket | nput St r eam must have
been created previously to serve as the receiver. Therendydhwee ways this can occur:

1) The object is createduring the lifetime of the original call and passed to the target call
site by assignments between method return values and lacables.

2) The object is associated with by field dereferences of (i) one of the global variables
(i.e., Java static fields) or (ii) one of the objects creatednd the lifetime of the original
call, that occurduring the lifetime of the original call.

3) The object is associated wiitt by field dereferences of one of the arguments of the
original call (including the receiver), that occduring the lifetime of the original call.

In this specific casd,sr c points to aBuf f er edl nput St r eamobject whose n field points to

a FilelnputStream In Bufferedl nputStreamfill (), this.in is loaded tort and a call

to rt.read(...) Is issued. According to the rules abowe, el nput Streamread(...) IS
reachable becauseFral el nput St reamobject is loaded tot by field dereference — loading of
t hi s. i n — of the receiver src. While no Socket | nput St r eamis reachable (through transitive
field dereferences, via the fields accessed) from either riipgneents, receiver of the original
call, or any static field loaded; and no such object is creatdter. Thus it is clear that during
the lifetime of the original call sitert can by no means point to an objection with type
Socket | nput St r eani the polymorphic call can not be dispatchedstaket | nput St ream This
means that the corresponding exception-flow def-use patifaasible.

Therefore, given an original call site, we can express thsibglity of a particular call path in
terms of whether some data reachability is possible acegridi the conditions above. Note, we
only consider object fields and static fields loadedrniethods reachable from the original call
Clearly, we need reasonably precise points-to informaf3}, [20] to obtain the high-quality
data reachability information.

The rest of this section describes DataReach, the origatal @achability algorithm from [12]

and discusses sources of its imprecision. Section 1lI-Ggres a schema of successively more
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precise data reachability algorithms.

1) Original DataReach Algorithmin previous work [12] we introduced a data reachability
algorithm referred to aBataReach DataReach requires as input a points-to graph. The nodes
of the points-to graph are the reference variables in thgrprmo and the object names that
represent the set of heap objects created during progracutexe. Our analysis assumes a
common object naming scheme which assigns one object namallpeation site; other more
precise object naming schemes are possible as well butéhelytd be more expensive [28]. Let
O denote the set of object names. Functiéh Ref — P(O) takes as an argument a reference
variable or a reference object field and returns a subs@t 6f), the powerset 0. DataReach
is defined in terms of three setS; F' and R. SetU is initialized to the set of objects passed
as actual arguments at the original call; intuitively, intains the universe of objects that may
flow to the target call from the original call. Sét is the set of all instance fields that are read
during the lifetime of the call. As the algorithm examineatit and instance field accesses in
the methods reachable during the lifetime of the origindl, daadds to U those objects that
thereby become reachable. In other words, the algorithms abifecto, to U if and only if there
is a patho; o, o1... ELS o; in the points-to graph, where field identifiefs, ... f, € F and
o; € U before this addition. Sek denotes the set of methods reachable during the lifetime of
the original call.

The DataReach algorithm can be specified by the followingstamts (using the constraint-
based formalism from [13]). The statement of these comggas followed by a discussion of
their meaning.

o input: Pt: Ref — P(O)

« initialize: M € R for each targefM at original call

Pt(v) C U for each actual argumentat original call
F=10

1) For each method/, each virtual call site.m(...) in M, each object € Pt(e) whereStaticLookup(o,m) =

M':
(MeR)AN(oeU)=M €R

2) For each method/ and for each object creation statement... = new o; in M:
(MeR)=o0,€U

3) For each method/ and for each static field read statement... = C.f in M:

(M € R) = P{(C.f) CU
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4) For each method/ and for each instance field read statement .. = r.f in M:
(MeR)=feF

5 (o€U)A(f €F)= Ptlo.f)CU

The algorithm initializes the set of reachable methéd$o the set of targets at the original
call, U to the set of objects pointed to by the actual arguments abtiggnal call (including
all possible receivers), and the set of accessed fields the empty set. Auxiliary function
StaticLookup returns the dynamic target of the call based on the statie tfpthe receiver
objecto and the compile-time target.. Constraint 1 specifies the addition of new methods to
the set of reachable methods at virtual calls; a new meflib@s added toR only if the receiver
object that triggers the invocation d@ff’ is in the setU. For brevity, static calls are omitted
from the discussion since they can be trivially handled. <d@int 2 specifies that an object is
added to set/ whenever there is an object creation statement in a reaemadihod; similarly
constraint 3 specifies that objects are added/twhenever a static field is accessed. Finally,
constraint 4 collects the set of field identifiers accesseathable methods, and constraint 5
accounts for the computation of the transitive closurd/ofvith respect to the set of accessed
fields F'.

The solution of these constraints can be used to judge whethaot an edge in the call
graph downstream from the original call site, can be reachmed feasible (i.e., executable) path
from that call site. The algorithm starts from the given itk and judges the feasibility of each
encountered call edge using 9ét before actually following the edge. The algorithm outputs
R, the set of all methods reachable through data reachahitity the given original call site.
Recall the intended use of our DataReach algorithm. If tiereo feasible path of calls to the
target method during the lifetime of the original call, thitxe corresponding-c linkis proved
spurious.

2) Imprecision of DataReachThe original data reachability algorithm produced relgliv
precise results which led to an average of 88% link coverage on an initial set of bench-
marks [12]. However, examples from several new benchmaodgrams reveal that in many
cases its conservative estimate is not sufficient. Thezgefihiere is a need to investigate more
precise analysis.

Example. Consider the example in Figure 6. Assume we start DataRea=zallysas at original

call ¢; in methodRead1. SetU will contain objectso;, 0o, and o5 and every object reachable
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from them along fields accessed in the reachable methads A n andHasht abl e. put . Since
context-insensitive points-to analysis and even someeptactical context-sensitive ones (e.qg.,
1-CFA) do not distinguish between objects stored in diffiéreontainers or maps, any object
that is stored in adasht abl e object will be reachable from; along a path of field accesses in
F'. Thus, the set of objects reachable fregnincludeso, and we haveo;, 05, 04,05} C U. As a
result, bothY. r ead andZ. r ead are determined to be feasible targets at callead() and the
analysis erroneously concludes that both theow in Y. r ead and thet hrowin Z. r ead will

be handled by theat ch block in methodReadl. Similarly, starting DataReach from original
call ¢, in methodRead2, the analysis determines that both the owin Y. r ead and thet hr ow

in Z. r ead will be handled by theat ch block in methodRead?2. It is easy to see that the only
two feasiblee-c linksare (i) between hr ow new Somel CExcepti on and thecat ch in Readl,
and (ii) between hrow new O her | CExcepti on and thecat ch in Read2. Similar patterns in

actual codes led us to investigate a more precise analysis.

class X {
void read() throws | CException {...} }
class Y extends X {
void read() throws | OException {
. if (...) throw new Sonmel OException();} }
class Z extends X {
void read() throws | CException {
. if (...) throw new O herl OException();} }

class A {
void m(X x) throws | OException {
n(x);
x.read(); }
void n(X x) {
s5: Hashtable ht = new Hashtable(); //05
if (.o) htiput(...,x); } }

void Readl() {

try {

sl: Aa = newA(); //ol

s2: Yy =newY(); //o2

cl: a.n(y); }

catch(l OExceptione) { ... } }

void Read2() {

try {

s3: Aa =newA(); //03

s4: Zz = new Z(); //o4

c2: a.m(z); }

catch (1 Oexceptione) { ... } }

Fig. 6. Imprecision of DataReach algorithm
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C. A Schema for Data Reachability Analysis

We propose a new general schema for data reachability amatiiat includes our original
DataReach algorithm as an instantiation. Similarly to tak graph construction algorithms by
Tip and Palsberg [13], our schema can be instantiated td yidlerent algorithms by varying
the number of sets used to calculate the objects which arelevi;m methods reachable from
the original call, (i.e., the set from which the possibleeigers at the target call are drawn).
DataReach keeps a single dét The new data reachability algorithms in our schema keep
separate sets for program entities such as classes, methdd®ference variables. The major
differences with Tip and Palsberg’s algorithms are thato(iy algorithm propagates objects
rather than class types, and (ii) it is formulated opaatial program rather than on @omplete
program. The algorithms in our schema keep specialized Infiamation for program entities
such as methods and reference variables, which resultsneaised precision for data reachability
calculations. For example, consider the set of statemanfEsgure 6. Clearly, thédasht abl e
objectos created in method. n does not flow toA. m thus, the precision of the data reachability
analysis will benefit if instead of keeping a single $étthroughout the analysis, a s&t, is
kept for each method/.

This paper discusses three instantiations of the schengasetd/ valid throughout the data
reachability analysis (i.e., the original DataReach),asate setd/,, for each method\/ (this
instantiation is referred to dgl-DataReacl, and separate set$, for each reference variable
V (referred to as/-DataReach It is possible to define an algorithm, where there is a set pe
class by aggregating the method sets for all methods in thas into a single sdt- (referred
to asC-DataReac)y for brevity we omit a detailed discussion of this instatitn.

1) Separate sets for methods (M-DataReaci)e M-DataReach algorithm keeps distinct sets
Uy, and Fy; for each methodV/; U,, is computed with respect tB), from the points-to graph
given as input to the algorithm. Analogously to [1Bjram Types(M) is used for the set of static
types of the arguments of methdd (excluding the implicit parameterhi s), and the notation
ReturnType(M) is used for the static return type of. MatchingObjects(t,U) denotes the set
of objects inU of typet (or of a subtype of). We extend the notatioMatchingObjects(.) to
apply to a set of types as followsZatchingObjects(T,U) = | ] MatchingObjects(t,U).

The following constraints define M-DataReach: <

o input: Pt: Ref — P(O)
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« initialize: M € R for each targef\ at original call
Pt(v) C Uy for each actual argumentat original call and for each targét
Uy = 0 for each non-target methaty

Fy = ( for each method\/

1) For each method/, each virtual call site.m(. ..) occurring inM, each object € Pt(e) whereStaticLookup(o, m) =
M’
(MeR)AN(oeUy) =
M € R A
MatchingObjects(Param Types(M’), Upr) C Upnpr A
MatchingObjects(Return Type(M'),Upr ) € Upr A

o€ Uy
2) For each method/ and for each object creation statement... = new o; in M:

(MER):>01‘€U]W

3) For each method/ and for each static field read statemenpt... = C.f in M:
(M€ R)= Pt(C.f) CUpym
4) For each method/ and for each instance field read statement .. = r.f in M:

(MeR)= f€eFy

5) (o€ Un) A(f € Far) = Pt(o.f) CUnr

Intuitively, constraint 1 refines the analogous constréioin DataReach. First, the receiver
objecto at a virtual call in method\/ should be available i#/,,;. Second, set/,, of the caller
M is updated with the objects from sét,, of the calleeM’ matching the return types of the
callee. Third, set/,, of the callee is updated with the objects from gt of M that match the
parameter types of the callee. Constraints 2 and 3 respgctiather objects created i, and
objects that flow ta\/ due to static field reads. Finally, constraint 4 gathers #teo§ instance
fields that may be accessed M and constraint 5 computes the transitive closurd/gf by
only traversing points-to graph edges corresponding td<iei ).

Example. Consider the code in Figure 6. After initialization at origi call c; we have
Uam = {01,02}. Applying constraint 1 at calh(x) results in objects; and o, being added
to Ua.,; no objects flow back td/,,,. Since no fields are accessed Anm the closure is
Uam = {o01,00}. Therefore, the only possible receiver at callread() is o, and the only

possible exception that may be thrown back to the originhli€asonmel CExcept i on.
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2) Separate sets for variables (V-DataReachjiditional precision over M-DataReach can be
achieved by distinguishing the object sets for each reteremariable. For this instantiation of the
schema, called V-DataReach, the algorithm keeps distaist 5, for each reference variablé.
This analysis takes advantage of a predicdtghodLocal(o) which returngrue if object o does
not escape its creating method, aatke otherwise. This information can be trivially computed
from a points-to graph as shown in [20].

The following constraints define V-DataReach, in analogeayg to the two previous instan-
tiations of the schema:

« input: Pt: Ref — P(O)

« initialize: M € R for each targefM at original call

Ua; CUpy, for formals M. f;
Initialize Ujs ;s Of targetsM accordingly
Initialize all otherU,, U,.; and Local to {)
1) For each method/,
each virtual call sitd = e.m(es,. .., e,) occurring inM,
eacho € Pt(e) where StaticLookup(o,m) = M:

(MeR)AN(oeU.) =
M € R A
Ue, C Un.s,where f; are the formal parameters 8" A
Unm' ret_var € UL A

0 € Unp this
2) For each method/ and for each reference assignment stateragnt= r in M:

(M eR)= U, CU,

3) For each method/ and for each object creation statemept! = new o; in M:
(MeR)=o0,€U;

(M € R) A MethodLocal(0;) = 0; € Local
4) For each method/ and for each static field read statemént C.f in M:

(M e R)= Pt(C.f)CU,
5) For each method/, for each instance field write statemdnf = r in M and eacho; € Pt(l) where
0; € Local:
(M eR)A(o; €Up) = U, CU,,
6) For each method/, for each instance field read statemént r.f in M and eachy; € Pt(r):
(M eR)A(0, €U,) =
0; € Local = U, f C U A
0; & Local = Pt(o;.f) C U,
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Intuitively, constraints 1-4 refine the corresponding ¢aists from M-DataReach. V-DataReach
keeps flow information per reference variable instead ofnpethod. Therefore it produces more
precise results. The following example illustrates thedbiésm of these constraints.

Example. Consider the set of statements in Figure 7. Starting fromirmal call ¢; in Read1,
DataReach will computé/ = {o,09,03}. At target callx1.read() in A mthe two possible
receivers according to the input points-to graph afeand o,. Since botho; and o, are in
U, they are determined to be valid receivers; therefore,t thew Somel CExcepti on and the
t hrow Qt her | CExcept i on Statements flow to the catch Read1. The same imprecision occurs
with both DataReach and M-DataReach. Although the lattep&eonel/ set per method, M-
DataReach computes a single &gt,,,. In contrast, V-DataReach is able to avoid this imprecision

because it keeps separate 9éts and U,, for x1 andz2 respectively.

abstract class X
{ void abstract read() throws | OException }
class Y extends X
{ void read() throws |COException
{... if (...) throw new Sorel OException();}
}
class Z extends X
{ void read() throws | COException
{... if (...) throw new Ot herl OException();}
}
class A
{ wvoid m(X x1,X x2) throws | CException
{ ... xl.read();}
}
class B
{sl: static X xy new Y();//ol
new Z();//o02

s2: static X xz

}

voi d Readl()

{ try {s3: Aa=newA();//03
cl: a.mB.xy, B.xz);

} catch (1 Cexceptione) {...} }

voi d Read2()

{ try{s4: Aa =newA();//o04
c2: a.mB.xz, B.xy);

} catch (1 Cexceptione) {...} }

Fig. 7. Imprecision of M-DataReach algorithm on differeatarences

Constraints 5 and 6 refine constraint 5 from M-DataReache Nwdt constraint 3 collects set
Local; this set contains objectsinstantiated during the traversal of reachable methodsdba
not escape their creating method. Clearly, since the abjadtocal do not escape their creating

method, they do not escape the lifetime of the original ddike role of constraint 5 is to separate
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instance field writes to objects itvcal. For those objects, all field writes occur during the lifedim
of the original call and the values assigned to their fields loa collected from the right-hand-
side of the field write statement in sk}, ;. Constraint 6 accounts for propagating field values.
For objectso € Local (i.e., objects whose lifetime does not exceed the lifetihéhe original
call), the values of an accessed figidare collected from set§, ;. For objectso ¢ Local (i.e.,
objects whose lifetime may exceed the lifetime of the o@adjicall) the possible field values
are approximated from the global points-to solution sirfoesé fields may be set outside of
the original call. The following example taken from th#tpClient benchmark illustrates the

additional precision gained from separating writes to fieddl local objects.

class A{ class M
void read() throws | CException; void getData(A a) throws | OException{ M get Dy M get Res
sl: Ww = new Wa); /10l
class Dny extends A{ w. read();
void read() {...} }
} voi d getDmy() { M get Dat a
class Res extends A{ try{ ol created
void read() throws | OException{ s2: A dny = new Dny(); //02
. throw new | CException; .. cl: get Dat a(dny) ;
} } catch (1 OException e) {...}
} ) W read
class W voi d g{et ResO) { %, 0l.f dereferenc
Af; try , .
void WA a) { f =a; } s3:  Ares = new Res(); //o03 "\?
void read() throws | OException{ c2: getData(res));
Aa=this.f } catch (ICException e) {...} Dry. read Res. read
a.read(); }
} Call Graph

}
}
Fig. 8. Imprecision of M-DataReach algorithm on local olgec

Example. Consider the example in Figure 8. Starting V-DataReach faviginal call ¢; in
get Dny we haveU,.ipataw = {01} and Ugetpata.a = {02}. Clearly, objecto; does not escape
its creating method (i.e., its lifetime does not exceed if&tiine of the original call); therefore
the instance fields o6, are assigned during the lifetime of the original call. Tlere, as a
result of constraint 5 for instance field writenis.f = a in the constructor of classy we
haveU,, ; = {o.}. Similarly, as a result of constraint 6 for instance fieldd@a= this.f in
W ead, the setl/, will be read from the set/,, ;. Therefore U, ... = {02} and as a result the
only possible target at the call read() is Dny. read. Consequently, V-DataReach concludes
that no exception will be thrown and caughtgat bry. While if U, was read fromPt(o;.f),
Uvread.a Would be {09,03}, SO we have to consider this-c link feasible while it is actually
not. Analogously, V-DataReach concludes that startingnfrariginal call ¢, the exception in

Res. read may be thrown and caught et Res which leads to the onlg-c link
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3) Complexity of algorithms in schem&or a given program lef be the number of classes,
M be the number of method¥, be the number of reference variables, including static sield
O be the number of object allocation sites, aAdbe the number of instance field identifiers.

The complexity of a data reachability analysis that fits atlvesna depends on the number
of U sets kept during propagation. The overall complexity caibio&en into three components:
(i) the complexity of generating inclusion constraints foogram statements (constraints 1-3
for DataReach and M-DataReach, and 1-4 for V-DataReadhthé& complexity of solving the
system of inclusion constraints, and (iii) the complexifycomputing the field closure for sets
U (constraints 4 and 5 for DataReach and M-DataReach and 5 dod \&DataReach). The
complexity of constraint generation is dominated by theetitm process virtual calls. L&l be
the number of call graph edges and let there be an arsdpr each objeck indexed by the
unique identifiers of setsU;. Fielda,|i].value equals 1 ifo € U; and 0 ifo ¢ U; field a,[i].edges
contains the set of call graph edges triggered wheneyérvalue becomes 1 (i.e., whenever
is added taJ;). Constraints for virtual calls are generated whenevisradded tdJ;. Since each
edge can belong to at mo&t a,[i].edges sets, the complexity of (i) i© (O E). The complexity
of (i) is O(O*k?) since for eveny; there are at mogP objects that can be propagated through
U, to at mostt setsU;. Finally, the complexity of (jii) isO(O?« F xk). Therefore the complexity
of our algorithms parameterized lay the number ofJ sets, iSO(O* E+ O xk* + O? x F x k).

The following table summarizes our analysis in order of gngaprecision and complexity:

TABLE |

DATA REACHABILITY ALGORITHMS

Algorithm U sets Complexity
DataReach 1 O(E+ O+ O*« F)
C-DataReach C|lOO*xE+0+C*+0*xF*(C)
M-DataReach M O(Ox M2+ O% x Fx M)
V-DataReach % OO+ V> + 0%« FxV)

IV. EMPIRICAL RESULTS

In this section we report our empirical findings and discussies case histories from our

experiments. Initial findings on a set of four moderateidava server applications have been
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reported previously in [12]. In this paper we report the hssof additional analyses applied
to these programs and present extensive case studies of Nhem experiments with three
additional, larger applications, including one writtentlwihe Tomcatframework, are presented

and discussed as well.

A. Experimental setup & benchmarks

We implemented Exception-flow analysis and DataReach/MdReach analysis as two sepa-
rate modules in the Java analysis and transformation framke@oot[21] version 2.0.1, using a
2.8GHz P-IV PC with Linux 2.4.20-13.9 and the SUN JVM 1.84 for Linux. By separating the
two phases of our analysis, we were able to show the gainsdidding the DataReach/M-Data-
Reach postpass. Soot provides a call graph builder uSlags Hierarchy Analysi§CHA)[22],
and Spark a field-sensitive, flow-insensitive and context-insemsipoints-to analysis (a form
of 0-CFA)[32], [34], [20], [33]. We implemented another kgraph builder usingRapid Type
Analysis(RTA)[23]. We also implemented the instrumentation phaseaaeparate module in
Soot, which automatically instruments the program accogydo the set of possible-c links as
described in the end of Section Il

We experimented with the following seven different analysdnfigurations:

1) CHA — Build call graph with Class Hierarchy Analysis.

2) RTA — Build call graph with Rapid Type Analysis.

3) PTA — Build call graph using Spark.

4) InPTA — Build call graph with Spark plus selective constar inlining.

5) PTA-DR — Use Spark to provide the points-to graph and calph and use DataReach

as a postpass filter.

6) INPTA-DR — Use Spark plus selective constructor inlintogorovide the points-to graph

and the call graph, and use DataReach as a postpass filter.

7) InPTA-MDR — Use Spark plus selective constructor inlgnto provide the points-to graph

and the call graph, and use M-DataReach as a postpass filter.

We used seven Java applications as our benchmarks:

« FTPD, a Ftp Server in Java by Peter Sorotokin v0.6

8Selective constructor inlining, DataReach and M-DataRemere only used where stated explicitly.
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« JNFS, a server application that runs on top of a native fileesyand listens to and handles
requests for both read and write accesses to files. The sepwemunicates with various
clients via RMI [35]

« Muffin, a web filtering proxy server [36]

« Haboob, a simple web server based on SEDA, a staged evestidrichitecture [37]

. HttpClient, an HTTP utility package from th&pache Jakarta Projedi38]. We collected
its unit tests to form a whole program to serve as a benchmark.

« SpecJVM, a standard benchmark suite[39] that measuresrpenice of Java virtual ma-
chine, especially for running client side Java programs

« VMark, a Java server side performance benchmark. It is basédblanoChat[40] — a

web based chat server. The benchmark includes the chatr serdesimulated client

Column 2 of Table 1l shows the number of user classes, witkehio parentheses comprising
the JDK library classes reachable from each applicatioe.ddta in column 3 shows the number
of user methods and those in parenthesis are the JDK libratyhods reachable from each
application. Column 4 gives the number of lines of code i gsele source files, when available.
The last column shows the size of tledassfiles (in bytes) of each benchmark, excluding the
Java JDK library code. The reachable method counts arelatdduby Spark, with the lines of
code calculated using the UNIXc utility. INFS is the only multi-node applicatidh.

We have Java source code for all the benchmarks except Sieaddl VMark. Only part of
the source code for SpecJVM is provided and there is no saade for VMark. Although we
can conduct our experiments using only bytecode, the uladniitly of source code hindered the
process of interpreting our experimental results.

As shown in Figure 1, we ran the instrumented code with variamorkloads to exercise
different vulnerable operations in the applications. Egeede-c linkswere recorded in a log
file during the testing. By processing thec linkinformation file and the log file after the testing
we obtained the coverage data. The dynamic tests were perfoon a cluster of S00MHz PlII
PCs using Linux 2.2.14-5.0; we used IBM Java 2.13 Virtual Mae for Linux for all of our
benchmarksMendosusvas running as a daemon process on each of these machines.

We made the usual assumptions that (i) faults are indepémdezach other and (ii) faults
°Currently, we assume the network supporting RMI is reliathat is, we ignore faults that affect RMI transportation.
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TABLE I

BENCHMARKS
Name Classes Methods| LOC | .class Size
FTPD 11(1407) | 128(7479)| 2783 39,218
INFS 56(1664) | 447(9603)| 10478 | 175,297
Muffin 278(1365) | 2080(7677)| 32892 727,118

Haboob | 338(1403)| 1323(7432)| 39948 | 731,413

HttpClient | 252(2210) | 1334(4741)| 61405 | 1,049,784
SpecJVM | 484(2161)| 2489(4592)| NI/A | 2,817,687
VMark 307(2266) | 1565(5029)| N/A | 2,902,947

occur rarely. We only injected one fault per t@nresulting in at most one-c link covered per
test; therefore, we needed to run each benchmark multipiesti each time targeting oreec
link. Because we lack a model for faults that tend to happen tegetiistematically testing more
than one fault at a time is difficult. A testing harness wasstacted, which iterated over the
e-c linksinformation file, repeatedly running one benchmark progesmecessary. Note that
we ran all the benchmarks in SpecJVM together as one Javagmodpecause the /0O module
in SpecJVM is shared across all the benchmarks. As usual st tha tester's responsibility
to find proper inputs and program configurations, so thatgmesed vulnerable statement (and

fault-sensitive operation) were executed.

B. Empirical data

Table Il lists the number oé-c linksreported for each benchmark in each analysis configura-
tion. Column 9 (“Reached”) lists the number of links, amohgde discovered in INPTA-MDR,
whose correspondingry block (but not necessarily theat ch block) was executed by a test.
The last column (“Covered”) shows the numbereet linksactually covered for each benchmark
by the testing. Table 1V shows the overall exception deéitatoverage for all the benchmarks
derived from the data in Table Ill. We can see from the talites the use of points-to analysis
for call graph construction, dramatically reduced the namtf e-c linksreported in all of the

benchmarks.

Pmultiple faults can be injected to solve the case that oneerable operation is inside sora@t ch block.
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We offer 2 different calculations for the percentage links covered. In columns 2-8 of
Table IV, we use the metric described in Section Il (i.e., thdo of e-c links covered to
possiblee-c linksfound by our analysis). In the last column (9) of Table 1V, wacolate the
ratio of the number ofe-c links exercised to the number of links whose corresponding
block was executed by a test execution. Effectively, thtad measure factors in how well the
tests we are using to execute the program actually coverehefsry blocks in the code. If
we cannot cause execution to reach the block containing a vulnerable operation, then we
cannot expect to inject a fault to test the recovery codeesponding to that operation. The
difference between the values of these two metrics indsctite need for additional tests for our
benchmarks and also distinguishes possible spugetiinkswhich have not been covered from

e-c links(spurious or not spurious) which had no chance of being eavar these executions.

TABLE 11l

NUMBER OFe-c links

Program CHA | RTA | PTA | InPTA | PTA-DR | INPTA-DR | InNPTA-MDR | Reached| Covered
FTPD 34 34 16 16 16 13 13 13 11
JNFS 104 | 104 39 39 22 19 19 19 16
Muffin 480 | 258 | 112 112 87 42 42 42 35
Haboob 96 73 12 12 12 12 12 12 10
HttpClient | 1946 | 1946 | 255 251 238 118 107 105 65
SpecJVM 511 | 511 90 82 72 54 47 37 7
VMark 2039 | 2039 | 130 100 109 57 47 18 13
TABLE IV

OVERALL EXCEPTIONDEF-CATCH COVERAGE

Program CHA | RTA | PTA | InPTA | PTA-DR | INPTA-DR | INPTA-MDR || Effective Coverage
FTPD 32% | 32% | 69% 69% 69% 85% 85% 85%
JNFS 15% | 15% | 41% 41% 2% 84% 84% 84%
Muffin 7% | 14% | 31% 31% 40% 83% 83% 83%
Haboob 10% | 14% | 83% 83% 83% 83% 83% 83%
HttpClient 3% 3% | 25% 26% 27% 55% 61% 62%
SpecJVM 1% 1% 8% 9% 10% 13% 15% 19%
VMark 1% 1% | 10% 13% 12% 23% 28% 2%
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The context sensitivity obtained by adding selective amesbr inlining before performing
points-to analysis had effect only on the larger three berachks (i.e., compare columns PTA
and InPTA in Table IIl). However, when combined with the DRé@ach postpass, the additional
precision provided, reduced the number of repogedlinksin six of the seven benchmarks (i.e.,
compare columns PTA and InPTA-DR in Table Ill). For thec linksreported by INPTA-DR,
the coverage percentage of the four smaller benchmarks tabgized at approximately 84%
with small variance. In Muffin and HttpClient, the additidpaecision helped cut the number of
reportede-c linksby more than half. Haboob is special because it is the onlghieark that uses
a self-constructed non-blocking network library, whichedanot have as much polymorphism
as the standard JDK library. Thus the simple PTA analysisificeent to analyze Haboob, as
shown in Table IIl. From this data we see that DataReach igeatabf precise points-to analysis
for which added precision can make a difference. In all thaeger benchmarks, M-DataReach
provides more precision over original DataReach algorithen, compare columns InPTA-DR
and INPTA-MDR in Table IlI).

On the three larger benchmarks the coverage varied acregsrdigrams from 15% to 72%.
Sections IV-C.2, IV-C.3 and IV-C.4 discuss these benchsankd describe the causes for the
lack of coverage gleaned from code inspection, where plessib

Figure 9 shows the running times of each part of the statityaisaon all benchmarks using
configurations PTA-DR, InPTA-DR and InPTA-MDR. Running &8s of the instrumentation
phase are too small to be shown, under 5 seconds for all thehitvemrks. Our analysis always
finished in less than 2 hours. In the worst case for the InPTARVtonfiguration, the time our
analysis took to find one-c linkin a program on average was less than 3 minutes. DataReach is
time consuming compared to Exception-flow analysis andSgnrt it is effective in reducing
spuriouse-c links (i.e., comparing the columns for PTA and PTA-DR, InNPTA an®TA-DR
in Table 1ll). For FTPD and Haboob, DataReach used about 5D#beototal running time; for
other benchmarks, it used more than 90% of the total runming. tM-DataReach is slower than
Data-Reach in most of the benchmarks, except SpecJVM. éist@R% more time to finish in
FTPD, 43% in Haboob, 40% in Muffin and 15% in HttpClient. It ¢8k14% less time to finish
in SpecJVM. We believe that optimized implementations ofaR&ach and M-DataReach will
improve overall analysis performance significantly.

Note also that for INFS, Muffin and VMark, the more preciseyamig, INPTA-DR, ran more
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quickly than the related less precise analysis, PTA-DRsTikia phenomenon often seen in
practice in static analysis, when a more precise analyisisreltes so much spurious information
from a solution, that it actually finishes more quickly thawarst-case more efficient, less precise
analysis.

In the remainder of this section we will discuss the perfarogaof our methodology in detail
on Muffin, HttpClient, SpecJVM and VMark.

C. Case Studies

Finding benchmarks for the experimental validation of oppraach has been hard. We need
benchmarks which include input data that exercises difteparts of the program code. There
is no standard benchmark suite designed for this purposell@ie programs that are used as
benchmarks in this paper, VMark, HttpClient and SpecJVM eamth input data or tests; for
the others, we had to compose tests. By comparing columnsl ® ai Table IV, we can see
that the input data or tests included in these benchmarksarsufficient to drive the programs
to all try blocks that contain vulnerable operations.

For Muffin, SpecJVM and HttpClient, we manually inspectetthé e-c linkswhosetry
blocks were reached during the testing while &e linksare not experiencétl We categorize
thesee-c linksas follows:

1) Feasiblee-c linksuncovered because of insufficient tests or input data.

2) Infeasiblee-c linksthat will be difficult for any static analysis to prune.

3) Infeasiblee-c linksthat may be eliminated using more precise static analysis.
TABLE V

NUMBER OF UNCOVEREDe-C linksIN CATEGORY 1, 2AND 3

Program 1 2 3 | Total
Muffin 1(14%) | 3(43%) | 3(43%) 7
SpecJVM 4(13%) | 26(87%)| 30
HttpClient | 10(25%) | 24(60%) | 6(15%) | 40

Table V shows the number of inspected linksin each of the categories for each benchmark

studied, and as a percentage of the total number of inspeetelinksin that benchmark. The

we were not successful on doing this study for VMark in detaitause we don’t have access to its source code .
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last column lists the total number of inspeced links We will show examples extracted from
each benchmark to illustrate each category in detail.

1) Muffin: There are Z-c linksdiscovered in Muffin in category 3, which may be eliminated
using context-sensitive points-to analysis. As mentioime8ection IlI-A, our analysis provides
the call chains that start fromy and end withp; for any e-c link (p;, ¢;). Below is one of the
possible call chains found by our analysis for one of thesdinks'? There are several hundred

call chains for this single-c link

org. doit. muffin.Handl er. processRequest ()
org.doit.muffin. Htps.recvRepl y()
org.doit.muffin.Reply.read()
org.doit.muffin.Reply.read()

j ava. i o. Sequencel nput St ream r ead()

java. util.zip. &ZI Pl nput Stream read()
java. util.zip.InflaterlnputStreamread()
java. util.zip.InflaterlnputStreamfill ()
j ava.io. Buf f eredl nput St ream r ead()

j ava.io. Buf f eredl nput Stream readl()
java.io.BufferedlnputStreamfill ()

java. util.jar.JarlnputStreamread()
java. util.zip.Z plnputStreamread()
java. util. zip. Z plnputStream readEnd()
java. util.zip.Z plnputStreamreadFul | y()
j ava. i 0. Pushbackl nput St ream r ead()
java.io. FilterlnputStreamread()

java.io. FilelnputStreamread()

All of the call chains for this particulae-c link share the same prefix, but afte¢quence-
| nput St r eam r ead() they begin to vary by selectingead() methods from different subclasses
of I nput Stream and following different permutations of calls. After readithe source code

of Sequencel nput St reamwe found that this class uses anuner at i on class to keep track of

12parameters are omitted for readability.
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subsequentnput St reans. Although no object ozl PI nput St reamhas ever been assigned to
the subsequent input stream Sfquencel nput St r eam the usage of the container confuses the
points-to analysis into producing the current resuédad() in Sequencel nput St reammay call
read() in Gzl Pl nput St reamand also almost every subclassiobut St ream

Call chains for all 3e-c linksshare the same characteristics described here: they alvewv
the use of containers. This phenomenon is caused by the ¢msjane of the underlying context-
insensitive points-to analysis in a manner similar to thalysis imprecision for constructors
discussed previously. Although we believe that additiarmaitext sensitivity added to the points-
to analysis would further improve the precision of edc links further experimentation is needed
to confirm this hypothesis.

2) SpecJVM:There is no network related program in SpecJVM; therefoeeywere surprised
to see both disk and network 1/O relateet linksfound by our analysis. After code inspection
we discovered that SpecJVM has a dedicated I/O packagestiatired among all the benchmark
programs. All the 1/O requests are handled in this packaepasts can be fulfilled by reading
files either on a local disk or on a remote HTTP server. Inpuh daread from HTTP server
when the benchmark is running as a Java applet; otherwiseiglatad from local disks. When
the program is running as a Java applet, it is either enclosedme web browser, or in dava
Applet Viewerthat is provided with the Java JDK. In either case, unfortelyawe failed to set
up the current implementation of the fault injection systenperform fault injection targeted
solely on the applet, without affecting the enclosing pamgr either the Web browser or tdava
Applet Viewer Thus, we could not cover the network-related linkswithout changing the code
in the SpecJVM slightly. We discovered thatec. har ness package maintains apecBasePat h
variable which is the base location of SpecJVM itself. Thlueaof SpecBasePat h is set to a
remote URL when SpecJVM is running as a Java applet. We mddifimes of source code in
the benchmark to keep the valuesplecBasePat h as a URL pointing to a remote file so that I/O
requests are fulfilled through network access, even whegJ$f is running as a stand-alone
Java program. This enabled the network-relaged linksto be covered.

Even after this process, as can be seen from Table IV, wecatillnot cover a large portion
of the e-c linkswhosetry blocks have been reached. And 87% of these links belong to
category 3.

The call chains corresponding to thesee26 linksshare a pattern. We use a simplified example
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,,,,,,,,,,,,,

Fig. 10. Recursive Call Graph

to illustrate this for better readability. Consider calbait A. read() — B.read() — C. read()

— D.read() — B.read() — E.read(). The fault-sensitive operation & read() and when
executed, it will throw an Oexcept i on if an appropriate fault is injected. There aney- cat ch
clauses in both. read() andcC. read() that catchl Oexcept i on. The two outgoing edges from
B.read() come from a single polymorphic call site. The call graph amel generate@-c links
are shown in Figure 10 (a). Theec linkfrom E. read() to A read() is infeasible, because the
actual points-to relationship between objects in the @mwgcauses the call chamread() —
B.read() — E.read() to be infeasible. If method. r ead() is analyzed context-sensitively for
each of its callers, as shown in Figure 10 (b), it may beconssipte to compute more precise
e-c linkinformation.

3) HttpClient: Control flow in HttpClient is complicated. Many control flovedsions depend
on values of string variables (e.g., protocol names, HTT$parse code and data encoding
method names). In this benchmark, && linksfall into category 1: feasible but we do not
have sufficient tests to drive the program into the specifitrod paths for these-c links For
example, when some connection object is to be recycled ¢lesed and reused for another
host), HttpClient will try to read over the netwodaly if the previous HTTP response on this
connection is encoded abunkedand the previous response contennist fully consumed. So
thee-c linkfrom a network read to theat ch block in the network connection recycling method
is feasible. Unfortunately none of our tests fits this scendfore carefully designed tests and
specialized HTTP responses are needed to drive the progitandifferent control-flow paths in
order to cover these 10 links.

There are 24e-c linksin category 2 which account for 60% of all inspected linksin
HttpClient. Recall that this category includes infeasible linksthat are hard for any static

analysis to prune. In many tests of the HttpClient packalge,HTTP requests and responses
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are faked in the local memory instead of being sent and reddhlrough network. This is done
so that some functionality of HttpClient which does not resegily involve I/O operations can
be tested quickly. A special HTTP connection class is deffioedhis purpose. In general, yet
another network connection will be established if the catine uses a secured protocol (i.e.
“https”) and a proxy server is specified in the connectiorppries, even if the current connection
is already “opened”. It is hard coded in these tests thatpleeial HTTP connection class never
uses secure protocol or any proxy server in order to avoidlf@aoperations. However, even
the most precise flow- and context-sensitive static analgssume that all paths in the control
flow graph are executable; thus, in general static analymmsat recognize the infeasibility of
such paths (i.e., paths due to complex control-flow) and egumesntly it cannot eliminate the
resultinge-c links

Significant portions of the inspectedc linksfall in category 2 in Muffin(43%) and SpecJVM(13%)
too. All of thesee-c linkscorrespond to infeasible control-flow paths, when the isitahty of
these paths can not be recognized by static analysis.

There are @-c linksof HttpClient in category 3: they may be eliminated using &t&Reach,
or a context-sensitive object naming scheme. An examplaeted from code related to these
e-c linksis previously showed in Figure 8 and discussed in detail ictiSe I1I-C.2.

4) Vmark: By testing these benchmarks, we found that the tests angdat data that came
with HttpClient, SpecJVM and VMark are insufficient to driegecution into mostry blocks
of these programs. We believe this is the reason why theres@manye-c linkswhosetry
blocks are not reached during our experiments, especraMmark. VMark is a web chat server
built on top of Tomcaf41], which is a Java servlet container. When used as a Javarsade
performance benchmark in VMark, many partsT@imcatare not exercised, which results in
many of thee-c linksfound by the analysis being unreached by the tests. Forniostan
Tomcatan operator can change the configuration and force reloaafirige affected servlets.
Also whenTomcatreceives a shutdown request, the changed configuration imeutished to
the disk. Because this part domcatis not exercised in VMarke-c links corresponding to
the 1/0O operations necessary to perform these functioesldare left unreached and therefore,
uncovered. By examining the call chains of tee linksin VMark, we found that in thee-c
links whoset ry blocks are not reached, only 3 are related to the chat seodey; the call chains

of all the othere-c linksare completely within thdomcatcode. In the 18 reachestc links 13
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e-c linksare related to the chat server. Thus, a significant portiofoaicatis left unexercised
in VMark.

V. RELATED WORK

This paper presents exception-catch link analysis andsésndef-use testing of Java program
recovery code. There is much previous research relevahigomork in: fault-injection testing,
dataflow testing coverage metrics, exception-handleryaisahnd compilation, points-to analysis
(for reference variables) and infeasible path analysiswilladiscuss the most relevant research
results in these areas each in turn.

Fault injection. There has been considerable previous work in the operagstgras commu-
nity on using runtime fault injection for testing the robusss of programs. In the dependability
community, (programgoverages defined as the conditional probability that the systenpery
processes a fault, given that a fault occurs [42]. A stoahasbdel of expected fault occurrance
is used to guide the selection of faults that are then injeatéo a running program and the
resulting execution is observed [1]. This approach yielddoghastic-based fault coverage that
treats the running program ash#éack box[8]; the behavior of the program after the fault is
injected is the criteria by which coverage is acheived or hotontrast, the experiments in this
paper measure coverage in a manner similar to the softwgreesring testing community, which
uses the percentage of program entities (e.g., branchéspdsg def-use relations) exercised as
a quantitative measure of coverage [15], [8].

Recently, there has been some research in the dependaahitynunity that uses similar
program-based coverage measures to those in this papéeretTsh [43] placed breakpoints at
key program points along known execution paths and injetdetts at each point, (e.g., by
corrupting a value in a register). Their work differs fromrgun its goal, the kinds of faults
injected, and their definition of coverage. The primary gofatheir approach was to increase
fault activations and fault coverage, not to increase [@wgcoverage. They injected a set of
hardware-centric faults such as corrupting registers aachony; these faults primarily affected
program state, not communication with the operating sysbenYO hardware. They used a
basic-block definition of program coverage, rather thansueag coverage of a program-level
construct such as @at ch block. Bieman et. al [44] explored an alternative approatiene a

fault is injected by violating a set of pre- or post-condisoin the code, which are required to
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be expressed explicitly in the program by the programmeis &pproach used branch coverage,
a program-coverage metric.

In the terminology of Hamlet's summary paper reconciliregitional program-coverage met-
rics and probabilistic fault analysis [45], our work can Hassified as a probabilistic input
sequence generator, exploring the low-frequency inputa fiogram. Using the terminology
presented by Tang and Hecht [46], which surveyed the entiftsvare dependability process,
our method can be classified as a stress-test, because lagenenlikely inputs to the program.

Dataflow testing and coverage metricsThere is a large body of work that explores def-use
or dataflow testingn different programming language paradigms. The semiapéps established
a set of related dataflow test coverage metrics and expldim@dinterrelations [15], [47]. The
contribution of our work is to define and implement a def-usalgsis of appropriate precision
that fairly accurately matches exceptions (i.e., repriedse exception objects created at specific
creation sites) to their handlers. This is especially ingrarto ensure the dependability of the
web applications that are our focus [10].

Sinha et. al defined an interesting and novel set of coveragteias for testing exception
constructs and gave their subsumption relations [48]. Tle¢rios were defined for checked
exceptions explicitly thrown in user code, however theynsesasily extensible to both im-
plicit and explicit checked exceptions. Our overall excaptdef-catch coverage metric seems
equivalent to an extended version of theif-e-deactscriteria defined for both implicit and
explicit exceptions. Because we are most interested inveggacode that deals with problems
due to system interactions, we focus on implicit checkedeptions that are thrown in JDK
libraries, whereas they deal with user-thrown exceptitimes, are probably user-defined as well.
No exception analysis or implementation experience witdirtmetrics is presented.

The overall exception def-catch coverage metric éoc links that relates resource-usage
faults to specific exception objects, differs slightly fravar previousoverall fault-catchcov-
erage metric [10]. Our original metric required the injeatiof each kind of fault that could
trigger a particular exception for a fault-sensitive instron, rather than trying to cause a
specific exception to occur. Both metrics are analogous ¢éoathuses metric in traditional
def-use testing [15], with fault-sensitive operationsresponding to definitions of exceptions
and cat ch blocks corresponding to uses. Overall fault-catch cowenagjuires the application

of the complete range of faults during testing, consisteiti wxisting operating systems fault-
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injection technology. In this paper, because we are imgdtaults at the interface between JDK
I/O methods and native methods rather than at the devie-[@0], we cannot differentiate

between some device-level faults that result in the samepgixn; thus we inject only one fault

to trigger each exception.

As stated in Section |, traditional fault-injection tesgfiis performed by treating the application
as a black box. Success is judged by how often the applicab@s not crash in response to
an injected fault. Other white-box, control-flow coveragetrnits have been proposed by some
groups for use with fault-injection testing; these coroagp to previous metrics (e.g., branch,
edge and basic block coverage) and have been summarizadysig\{10].

Analysis of exception handling.Two previous exception-flow analyses were aimed at im-
proving exception handling in programs, for example avwaidexception handling through
subsumption [17], [18]. These differ from our exceptiorietalink analysis in significant ways.
First, their call graph is constructed using class hienaaralysis, which yields a very imprecise
call graph [22], [23]. Second, these analyses trace exaepgpes through the call graph of the
program to the relevantat ch clauses that might handle them. Conceptually, these amlyse
one abstract object per class. An operation that can throartécplar exception is treated as a
source of an abstract object that is then propagated alaegse control-flow paths to possible
handlers (i.e.cat ch blocks).

Jo et. al [18] present an interprocedural set-based [4%mian-flow analysis; only checked
exceptions are analyzed. Experiments show that this is mocarate than an intraprocedural
JDK-style analysis on a set of benchmarks five of which contabre than 1000 methods.
Robillard et. al [17] describe a dataflow analysis that pgapes both checked and unchecked
exception types interprocedurally. Neither approachyeeal Java libraries unless source code is
available (not the case for the JDK). They each handle a lsupset of the Java language, but
make the choice to omit or approximate some constructs, @agic initializers, finallg). Both
of these analyses are less precise than ours, especialgimapproximation of interprocedural
control-flow; neither of them trace definitions of specificegtion objects to their appropriate
cat ch blocks®.

BNote, in our analysis we use the usual approximation of opeesentative exception object for each creation site ethes

two algorithms do not distinguish between exceptions ofdhmme type created by two different sites.
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Another analysis of programs containing exception hagdiionstructs [50] calculates control
dependences in the presence of implicit checked excepiiodava. This analysis focuses on
defining a new interprocedural program representation ¢ixgbses exceptional control-flow
in user code. In a more recent technical report [19], Sinhaalepresent an interprocedural
program representation which more accurately embeds tksilpe intraprocedural control-
flow through exception constructs (i.erys,catchs andfinal I ys). Class hierarchy analysis
is used to construct the call edges in this representationexteption-flow analysis is defined
by propagation of exception types on this representationatoulate links between explicitly
thrown checked exceptions in user code and their possibldiéis. 1t seems clear that this
analysis could be extended to include implicit checked ptioas as well, assuming that the
program representation could be constructed from the bgiescof the JDK library methods, and
that the fault-sensitive operations could be identifiede TBHA version of our analysis seems
the most similar to the analysis presented in [19]; thisiearss shown on our benchmarks to be
too imprecise for obtaining coverage efc linkscorresponding to implicit checked exceptions,
the focus of our work.

Choi et. al [51] designed a new intraprocedural control-fl@presentation, that accounted
for operations that might generate unchecked exceptiofisdc®EIs, potentially excepting
instructions they used this representation as a basis for safe dataflalysas for an optimizing
compiler. It is difficult to compare their representatiorttwihe others described here, because
they capture different sorts of exceptions, suchMNaglPointerException that correspond to
different possibly excepting instructions.

Exceptions and compilation.Dynamic analyses have been developed to enable optinmzatio
of exception handling in programs that use exceptions tecticontrol-flow between methods,
such as some of the Java Spec compiler benchmarks [39]).BMeTbkyo JIT compiler [25],
successfully uses a feedback-directed optimization taengéxception handling paths and elim-
inate t hrows in order to optimize exception-intensive programs whosdopmance can be
improved up to 18% without affecting performance of noreigive codes. IrLaTTe [52],
exception handlers are predicted from profiles of previoxecetions and exception handling
code is only translated in the JIT on demand, so as to avoiddkewhen it is not necessary.
The MRL VM[53] performs lazy exception throwing, in that it avoidsatiag exception objects,

where possible, unless they are live on entry to their handle
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Points-to analysis.There is a wide variety of reference and points-to analyseddva which
differ in terms of cost and precision. The information cortgaliby these analyses can be used as
input to our exception-flow and data reachability analystsgrly, the precision of the underlying
analysis affects the quality of the computed coverage rements. A detailed discussion of
points-to and reference analyses and the dimensions dbmnedn their design spectrum appears
in [34]. Our partially context-sensitive points-to anasyss most closely related to the context-
sensitive analyses in our previous work [28], [29]. Thespragches avoid the cost of non-
discriminatory context sensitivity, which seems to be iagpical; they rely on techniques which
preserve the practicality of the underlying context-irstwe analysis while improving precision
substantially. This is achieved by effectively selectirgtp of the program for which the analysis
computes more precise information, either by using paranzetion mechanisms as in [28],
[29], or partial constructor inlining as in our current algom. Other context-sensitive points-to
analyses that seem to be substantially more costly than atgspresented in [54], [24], [55],
[56]; these analysis algorithms implement non-discrirtoniyy context sensitivity.

Infeasible paths.Bodik et al. present an algorithm for static detection oéasible paths using
branch correlation analysis, for the purposes of refinirgy dbmputation of def-use coverage
requirements in C programs [57]. Our data reachability ymislfocuses on the detection of
infeasible paths in Java which arise due to object-oriefdgatiires and idioms such as polymor-
phism; this is not addressed in [57]. Souter and Pollockgarea methodology (without empirical
investigation) for demand-driven analysis for the detectof type infeasible call chains [58],
[59]. Similarly to their work, our analysis is demand-drivas we analyze the program starting
from the original call. However, our data reachability ats&éd propagates information in terms
of objects instead of classes which will result in more @eanalysis results. In addition, our
work proposes a technique for summarizing the effects déesj this problem is not addressed
in [58] and [59]. Our simple RTA-like technique for collentj potential receiver objects proves
suitable for the problem of eliminating infeasibéec links; the empirical results demonstrate
that it can eliminate substantial number of infeasible dinRountev et. al [60] investigated the
potential of various call graph construction algorithmsaeed out infeasible call chains. They
found that Andersen’s points-to analysis (the same pdamgsialysis that we are using) achieves
close to the ’best solution’ possible for any analysis whicmsiders all control branches to

be feasible. This finding re-enforces our observation ofouamed infeasibles-c linksin our
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experiments, that involved complex control conditions etthifooled’ the analysis.

VI. CONCLUSIONS

We have defined an exception-flow analysis that is (accorttimpur studies of benchmarks)
precise enough to support the approach to white-box testfnfault-recovery code that we
presented in [10]. Our testing methodology allows deveiepéfault-tolerant server applications
to quantify (and improve) the coverage of fault-recovergesoas is done with any other code
subjected to white-box testing. We hope this methodology prove to be a valuable tool
for developers of server applications that must provideh higjiability, and thus improve the
experience of users who rely on such servers.

Exception-flow information derived solely from prior ansily techniques such as Class Hier-
archy Analysis, Rapid Type Analysis, and Spark (a field-ges flow-insensitive and context-
insensitive points-to analysis) is not suitable for ourrapgh, as it contains too many infeasible
links from exception throws toat ch clauses. The most precise of these analyses founa479
links in our set of four moderate-size benchmarks, and 475 in dwfgbree larger benchmarks.
These numbers dwarf the actual numbereet linksthat are exercised during tests, 72 and 85,
primarily because most of the-c linksare provably infeasible.

By performing inline substitution of constructors prior éaception-flow analysis based on
Spark, and subsequently pruning infeasile linkswith our basic DataReach analysis, we can
produce an analysis that finds only &éc linksin the moderate-sized benchmarks. Many of
the 14 that are not exercised during tests are in fact itfEadHowever, it is often difficult or
impossible for static analysis to determine this fact, ardbelieve this number is small enough
to permit manual examination by the tester (who must alreagervise the testing process to
check for appropriate behavior when a link is exercised)tehms of our approach to testing
fault-recovery code, this corresponds to a measurementl gfeBcent coverage. Most (but not
all) of the lack of measured coverage is due to inaccuracynalyais, but the number of false
links that must be ruled out manually is still much smalleartithe number of links that must
be examined during testing.

Our basic DataReach algorithm still finds 28% linksin the set of larger benchmarks. This
number can be reduced to 201 by applying the M-DataReachntaof our analysis, at a cost

of about8% minutes of additional analysis time for the three largerdmemarks (M-DataReach
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runs faster than the original analysis on one benchmarkhudlaanalysis suggests the number
of e-c linkscould be reduced further by applying our V-DataReach vérigmough we have not
implemented and tested this algorithm. However, of the @@&llinksfound, 85 are exercised
during testing (for 42 percent coverage), and at least 5Xdaeeto the fact that the distributed
data do not sufficiently test the software. Thus, the primactivities of the tester are once
again the observation of relevant tests and the search tterltest data, rather than manual
examination of spurious-c links

The total analysis time varies from under five minutes for somallest benchmark, up to
almost two hours for full analysis including M-DataReachare of the larger benchmarks. We
believe this time is acceptable in the overall context ofvgafe testing.

Our future plans include testing application uses of otlheaJDK libraries, such gava.rmi,
and expanding our analysis to handle multi-node progrardsraddleware that use configuration
files for dynamic loading of classes. We also plan to inveséigother uses of our analyses.
Our precise exception-flow analysis may also prove valuableontexts other than testing.
Furthermore, our technique of using data reachabilityrmfttion to refine information about
interprocedural control paths is not specific to the probleimexception flow, and could be

applied to other analysis problems.
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