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Abstract— This paper explores a novel ensemble technique
for unsupervised classification using nonparametric statistics.
Multiple classification systems (MCS), or ensemble techniques,
involve considering several classification methods or multiple
outputs from the same method and devising techniques to reach
a decision. The performance of a binary classification system can
be measured on a receiver operating characteristic (ROC) curve,
and the area under the curve (AUC) is exactly the Wilcoxon Rank
Sum or Mann-Whitney U statistic, both of which are nonparametric statistics based upon ranked data. Successful performance
of an unsupervised ensemble can be measured through the AUC,
and the performance of different aggregation techniques for the
combination of the multiple classification system decision values,
or rankings in this paper, is illustrated. Aggregation techniques
are based upon fuzzy logic theory, creating the fuzzy ROC curve.
The one-class SVM is utilized for the unsupervised classification.

I. I NTRODUCTION
The purpose of this paper is to illustrate effective ensemble
methods for unsupervised classification in machine learning.
The measure of effectiveness of the combination is displayed
with fuzzy ROC curves. The problem motivating this research
is the unbalanced, unsupervised, binary classification problem. We will specifically address results with a computer
intrusion dataset. Receiver Operating Characteristic (ROC)
curves illustrate the performance of binary classifiers [10]. The
underlying nonparametric statistics of a binary classification
system, specifically the formulation of the soft decision values
into ranks, relates directly to the area under the ROC curve
(AUC). Since our goal involves improving the AUC, we focus
on ranks. Unsupervised learning methods often suffer from a
curse of dimensionality [1], meaning that as dimensionality
grows large, volume increases exponentially and distance
measures become meaningless. Intelligent subspace modeling
can overcome this curse of dimensionality.
II. R ECENT W ORK
Combinations of multiple classifiers, or ensemble techniques, is a very active field of research today. However,
the field remains relatively loosely structured as researchers
continue to build the theory supporting the principles of
classifier combinations [16]. Significant work in this field
has been contributed by Kuncheva in [14], [15], [16], [17].

Bonissone et. al. investigated the effect of different fuzzy logic
triangular norms based upon the correlation of decision values
from multiple classifiers [2]. The majority of work in this
field has been devoted to supervised learning, with less effort
addressing unsupervised problems [31]. The research that does
address unsupervised ensembles involves clustering almost
entirely. There is a vast amount of literature that discusses
subspace clustering algorithms [25]. The recent work that
appears similar in motivation to our technique include Yang
et. al. who develop a subspace clustering model based upon
Pearson’s R correlation [33], and Ma and Perkins who utilize
the one-class SVM for time series prediction and combine
results from intermediate phase spaces[20]. The unsupervised
learning discussed in this paper involves what is commonly
referred to as novelty or anomaly detection, where class labels
for training data are all negative or healthy cases.
The technique we propose illustrates that unsupervised
learning in subspaces of high dimensional data will typically
outperform unsupervised learning in the high dimensional data
space as a whole. Furthermore, the novel innovations of this
paper include the following:
1. Intelligent subspace modeling, through the use of nonparametric statistics which seek orthogonal subspaces, will
provide further improvement of detection beyond a random
selection of subspaces.
2. Fuzzy logic aggregation techniques create the fuzzy
ROC curve, illustrating improved AUC by selecting proper
aggregation techniques.
III. S EEKING D IVERSE S UBSPACES
It is widely known that diversity is desirable for classifier
fusion [15], [16], and there are numerous methods for measuring classifier diversity for supervised classification. It is
undesirable to have multiple classifiers that all make the same
errors in the same direction; it is desirable to have classifiers
making different mistakes on different instances, and when
combined, synergistic performance occurs through intelligent
combination. A simple regression model illustrates this idea.
This model can be expressed as Xw=y, where X ∈ R N ×m ,
w ∈ Rm×1 , y ∈ RN ×1 . If y is known for the training data,
the measures of diversity shown in [15], [16] apply. However,

when y is either unknown or only contains the negative class,
measures of diversity must involve X. Therefore, since our
desire is to create subspaces of a high dimensional dataset,
we seek diverse subspaces.
In order to measure this diversity, a distance measurement,
dij , will be calculated for the i th observation in every j th
subspace. The distance measurement used in this paper is the
Euclidean distance of the observation point to the subspace
centroid. However, other distance measurements should not be
discounted, and nonlinear kernel distance measurements can
also be considered. This distance measurement will provide
the basis of our intelligent subspace modeling. Our interest
is to find subspaces that are not correlated with respect to
dij . If subspaces are correlated with respect to d ij , these
subspaces capture similar behavior. Uncorrelated subspaces
indicate subspaces that are somewhat orthogonal, and we
interpret this as diversity.
Figure 1 illustrates the idea of correlated versus uncorrelated
subspaces based upon Kendall’s W , a nonparametric measure
of concordance which calculates agreement across multiple
subspaces using only ranks. The vertical axis in figure 1
measures dij , and the ranking of the points is obvious from
plots. Similar ordering occurs in the subspaces on the left with
a higher W , however the subspaces on the right contain a much
more random order, and W reflects a lower value.
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A comparison of correlated and uncorrelated subspaces

Kendall’s W provides a scalar measurement of agreement
or disagreement of the rankings between subspaces. In order
to compute W , first map d ij → Rij such that Rij represents
the rank of the i th point distance-wise with respect to the j th
centroid. Assuming that there are N points in our training data
and l subspaces, Kendall defines W as follows in [13]:
W =

12S
− N)
⎞

l2 (N 3

(1)

⎞2
⎛⎛
l

l(N
+
1)
⎠
⎝⎝
where S =
Rij ⎠ −
2
i=1
j=1
N


Since (0 ≤ W ≤ 1), where perfect agreement equates to
W = 1, our interest is to minimize W . To solve this minimization problem, our choice is a simple genetic algorithm.
Given standardized data matrix X (centered at 0 and divide
by standard deviation), containing m variables that measure
N observations, randomly create l mutually exclusive subspaces from the m variables. Assume there are k variables
in every subspace if m is divisible by l. Our experience
with the one-class SVM indicates that for k > 7, increased
dimensionality begins to degrade performance, however this
is simply a heuristic and a parameter that the modeler must
choose based upon domain knowledge and desired complexity.
These subspaces can be modeled as a chromosome where each
element of the chromosome corresponds to a variable within
a specific subspace. This is shown in figure 2 for an example
where m = 26 and l = 3.
crossover point
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A. Finding Near-Optimal Subspaces with Evolutionary Computing

It is our hypothesis that diverse subspaces will create a small
W , and this diversity will provide improved ensembles for
unsupervised learning.

For the results included in this paper, the population size
was 50 and the number of generations was 30. The selection
of chromosomes followed the common roulette wheel process,
where chromosomes with a better fitness receive a higher
probability of being selected [24]. In order to retain the fittest
chromosome found, an elitist rule retained the single best
chromosome and passed it to the next generation. Immigrants,
which were two new random chromosomes who took the place
of the least fit chromosomes selected for breeding, migrated
into every generation to help maintain diversity. After selecting
a group of chromosomes for breeding, these chromosomes had
a 40% chance of directly passing to the next generation and
a 60% chance of crossover. Crossover occurred at the point
shown in Figure 2.
The last step involved mutation. During both crossover
and mutation, care was taken to ensure that only feasible
chromosomes resulted. Each element had a 1% chance of encountering mutation. If an element was selected for mutation,
the element was simply swapped with its mirror element. If
the chromosome contains m elements, and the k th element
is selected for mutation, then the k th element swaps with
the (m − k)th element, which we refer to as its mirror.
After intelligent selection of subspaces, the one-class SVM
is utilized.
B. The one-class SVM
The one-class SVM is an outlier detection technique originally proposed in [26]. Stolfo and Wang [30] successfully
apply the one-class SVM to the intrusion data set that we
use in this paper. Chen uses the one-class SVM for image

retrieval[4]. Shawe-Taylor and Cristianini provide the theoretical background for this method in [29]. The simplest way to
express the one-class SVM is to envision a hypersphere, and
the object is to squeeze all of the training data into the tightest
hypersphere feasible. Once the hypersphere is estimated, data
that does not fit the hypersphere will be considered an outlier
or not a member of the negative class. Consider the following
formulation of the one-class SVM originally from [26]:
If we consider X 1 , X2 , ..., XN ∈ χ instances of training
observations, and Φ is a mapping into the feature space, F ,
from χ.
min

R∈R,ζ∈RN ,c∈F

subject to

R2 +

1 
ζi
vN i

(2)

 Φ(Xi ) − c 2 ≤ R2 + ζi , ζi ≥ 0 for i ∈ [N ]

This minimization function attempts to squeeze R, which
can be thought of as the radius, as small as possible in order
to fit all of the training samples. If a training sample will
not fit, ζi is a slack variable so that a few points will not
drive the hypersphere to an unnecessary size. A free parameter,
v, enables the modeler to adjust the impact of the slack
variables. The one-class SVM creates a corresponding decision
function that takes on values generally ranging from -1 to +1,
where values close to +1 indicate datapoints that fit into the
ball and values of -1 indicate datapoints lying outside of the
ball. The decision values from a one-class SVM indicate a
degree of confidence either towards inclusion or exclusion.
Converting these values into ranks invokes nonparametric
statistical theory and also provides a method of comparison
across subspaces. Empirical results indicate that fusion of rank
statistics creates superior results. Since the goal of our research
is to improve the area under the ROC curve through the fusion
of nonparametric rank statistics, it is appropriate to show how
these rank statistics relate to the ROC curve.
IV. T HE R ELEVANCE OF R ANKS AND ROC C URVES
Receiver operating characteristic (ROC) curves provide an
elegant, simple representation of the performance of a binary
classification system. The curve presents the relationship between a false positive rate and a true positive rate across the
full spectrum of operating points, which can also be considered
the full spectrum of a continuous threshold value for a decision
method. The nonparametric interpretation of the ROC curve
and the AUC is discussed in [3], [11], [21]. Many machine
learning algorithms provide a real number, or soft decision
value, as the output. It is difficult, and often not necessary, to
associate this output to a probability distribution. It is more
meaningful to consider this output as a degree of confidence
towards one class or the other. Interpreting this soft decision
value as a ranking leads directly to the nonparametric statistics
associated with the area under the ROC curve. The Wilcoxon
Rank Sum statistic, which is directly proportional to the MannWhitney U statistic, provides this association.

The Wilcoxon Rank Sum statistic is based upon the rankings
of observations which indicate their degree of membership in
one of two different possible classes. Consider an experiment
that involves computer intrusion detection. A host based
intrusion detection system (IDS) monitors N workstations, and
let us assume n workstations experience an actual attack or
intrusion. p = N − n of the workstations are not attacked.
The IDS ranks the workstations from 1 to N , assigning a 1 to
the workstation which seems most likely under attack and N
to the workstation that appears least likely under attack. Let
Si , i = 1..n represent the rankings of actual attacks, and let
Sj , j = 1..p represent the rankings of the workstations which
were not actually attacked.
n The Wilcoxon Rank Sum Statistic,
Ws , is equivalent to i=1 Si . Since the sum of all rankings
is 12 N (N + 1), it follows that Wr = 12 N (N + 1) − Ws . Wr
can also be calculated as shown in equation 3 [19].
Wr =

p

j=1

Sj =

p
n 

1
p(p + 1) +
ϕ(Si , Sj )
2
i=1 j=1



where ϕ(Si , Sj ) =

1
0

(3)

if Si < Sj
otherwise

The statistics WXY = Ws − 12 n(n + 1) and WY X = Wr −
are also popular forms of the Wilcoxon Rank Sum
statistic, and it is this form of the statistic that relates to the
area under the ROC curve. The Mann-Whitney U statistic,
which is exactly equal to the area under the receiver operating
characteristic curve, is directly proportional to the Wilcoxon
rank sum statistic WY X and shown in equation 4.
1
2 p(p + 1)

n

p

1 
WY X
=
ϕ(Si , Sj ) = AUC
U=
pn
pn i=1 j=1

(4)

Viewing this as a discrete probability problem, one can
also claim that the AUC is equivalent to P {S i < Sj }. It
is helpful to visualize all of this with a simple numerical
example. Given the same context of the example mentioned
above, let us assume N = 15, n = 7, p = 8. The IDS ranks
the workstations as shown in figure 3, and the resulting ROC
curve is also shown.
The AUC is largely considered an excellent scalar performance measure for binary classification systems [3], [10]. We
propose that ensemble techniques for binary classifiers should
measure improved performance through the analysis of ROC
curves. The purpose of ensemble techniques is to improve the
accuracy of classification, and only through the use of ROC
curves will it be apparent whether or not this improvement
exists across the full spectrum of thresholds.
V. F USION OF D ECISION VALUES
1) Mapping into Comparable Decision Spaces: For each
observation within each subspace selected, the classifier will
produce a decision value, D ij , where Dij represents the
decision value from the j th classifier for the ith observation.
oij represents the ordinal position, or rank, of D ij (for the
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same classifier, meaning j remains constant). For example, if
D71 is the smallest value for the 1 st classifier, o71 = 1. In
order to incorporate fuzzy logic, o ij must be mapped into a
new space of real numbers, let us call Λ, where Λ ∈ (0, 1).
This mapping will be o ij → θij such that θij ∈ Λ. For
oij → θij this is a scaling procedure where all o ij are divided
by the number of observations, N , such that θ ij = oij /N .
2) Fuzzy Logic and Decisions with Contention: Utilizing
fuzzy logic theory, T-conorms and T-norms can be considered
for data fusion. Jang et. al. provide an explanation of Tconorms and T-norms in [12]. The choice between T-norms
and T-conorms can often depend upon the type of decision.
The medical community is cautious of false negative tests,
meaning that they would rather have error on the side of
falsely telling someone that they have cancer as opposed to
letting it go undetected. The intrusion detection community is
concerned about minimizing false positives, because too many
false positives render an intrusion detection system useless
as analysts slog through countless false alarms. In the realm
of one-class SVMs, the original decision values will take
on values ranging generally from -1 to +1, where values
closer to +1 indicate observations that fit inside the ball or
estimated distribution (indicating non-intruders), and values
closer to -1 indicate outliers (potential intruders). Experimental
results indicate that T-conorms create the best overall results
amongst aggregation techniques, indicating that it is possible
one subspace identifies a novelty that other subspaces do
not identify. Figure 4 illustrates the domain of aggregation
operators.
One problem with T-norms and T-conorms is that contention
within aggregation is not captured. By contention we are
referring to a vast difference of decision values between classifiers. However, contention can be captured and considered
appropriately. Typically, if contention exists, a system needs
to reflect caution. In other words, if we are minimizing false
positives and contention exists in a decision, we may simply

1

choose negative or choose a different aggregator for contentious decisions. If contention exists in a medical decision, it
is likely that the initial diagnosis will report positive (cancer
detected) and then further tests will be pursued. There are
numerous ways to measure contention, and one of the simplest
is to consider the difference between the max and min decision
values. If this difference exceeds a threshold, contention exists
and it may be best to choose a different aggregator or make a
cautious decision.
VI. E XPERIMENTAL R ESULTS
Two datasets have been explored for the experimental
results. The first dataset, which we will refer to as the Schonlau
et. al. or SEA dataset, is a computer intrusion dataset originally
created by Schonlau and discussed in [6], [7], [8], [27], [28].
The original data captures UNIX commands from 50 different
users. Masqueraders are simulated within these commands
by probabilistically inserting other users (not from amongst
original 50) commands into a stream of authentic commands.
Only 2.56% of the command streams contain masquerades,
creating an unbalanced dataset. The goal is to detect these
masquerades. Much work has been done with this data, and
the numerical representation of the SEA dataset is largely up
to the modeler. The data used in this paper consists of the
combination of text mining variables (described in [9]) and
recursive data mining variables (described in [32]) derived
from the SEA dataset. In total there are 26 variables.
Previous work with this data includes Schonlau’s uniqueness
algorithm, explained in [28], achieving a 40% true positive rating before crossing the 1% false positive boundary. Wang [30]
used one-class training based on data representative of only
one user and demonstrated that it worked as well as multi-class
training. Coull [5] applied bioinformatics matching algorithm
for a semi-global alignment to this problem. Lee [18] built a
data mining framework for constructing features and model for
intrusion detection. Szymanski and Zhang applied a recursive
data mining algorithm for frequent patterns to detect intruders
[32]. Evangelista et. al. [9] applied supervised learning through
kernel partial least squares to the SEA dataset.
Roy Maxion contributed insightful work with this data
that challenged both the design of the data set and previous
techniques used on this data [23], [22]. Maxion uses a “1v49”
approach in [23], where he trains a Naive Bayes Classifier one
user at a time using the training data from one user as true

negative examples versus data from the forty-nine other users
(hence 1v49) as true positive (masquerader) examples. Maxion
claimed the best performance to date in [23], achieving a true
positive rating of 60% while maintaining a false positive rating
of 1% or less. Maxion also examines masquerade detection
with a similar data set that contains command arguments in
[22].
The results shown in table I and figure 5 illustrate the
improvements obtained through our nonparametric ensemble
technique for unsupervised learning. The plot of the ROC
curves shows the results from using 26 original variables that
represented the SEA data as one group of variables with the
one-class SVM and the result of creating l = 3 subspaces of
features and fusing the results to create the fuzzy ROC curve.
It is interesting to notice in the table of results that nearly
every aggregation technique demonstrated improvement, with
the most significant improvement in the T-norms.

TABLE II
OVERALL RESULTS OF IONOSPHERE DATA WITH DIVERSE AND
NON - DIVERSE SUBSETS

T-norms
minimum
algebraic product
minimum with contention
algebraic product with contention
T-conorms
maximum
algebraic sum
maximum with contention
algebraic sum with contention
for contention, t = .5

TRUE POSITIVE RATE

DIVERSE

NON-DIVERSE

.90
.91
.86
.93

.84
.85
.81
.90
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T-norms
minimum
algebraic product
minimum with contention
algebraic product with contention
T-conorms
maximum
algebraic sum
maximum with contention
algebraic sum with contention
for contention, t = .5

DIVERSE

ROC for SEA data using algebraic product with contention

The ionosphere data is included to illustrate the performance
of our ensemble technique with a balanced benchmark data
set. This dataset is available from the UCI repository, and it
consists of 34 variables that represent different radar signals
received while investigating the ionosphere for either good or
bad structure. For this experiment we again chose l = 3.
It is very logical to ask why a simple dimension reduction
technique, such as principal components, is not sufficient to
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Fig. 6.

ROC plot for ionosphere data with minimize aggregation technique

overcome the curse of dimensionality. Principal components
capture variance, and by utilizing principal components the
modeler is assuming that the variables from the training and
testing data follow similar distributions, and furthermore that
it is possible to identify novelties as an outlier along one
of these axis of maximal variance, or principal component.
If this novelty occurs as an outlier from only one variable,
and this variable contributes minimal variance to the dataset
in the training sample, it is likely that this novelty will go
undetected. Furthermore, it is important that subspaces consist
of meaningful dimensions for causality analysis[25].
For both the SEA data and the ionosphere data, principal
components analysis was used as a dimension reduction technique to compare performance versus the ensemble method.
For the SEA data, the PCA technique did improve classification reaching an AUC of .91, however the diverse subspaces
with T-norm aggregation performed comparable to this and
in some cases better. For the ionosphere data, however, the
PCA technique actually degraded performance, achieving an
AUC of .89 and falling well short of the best ensemble shown
above.
T-norms provide the best aggregation for both datasets.
This illustrates the idea of diversity, where different classifiers
apparently correctly identify different positive cases. Every
aggregator does not create improved performance with the

ionosphere data; actually, it is only the minimization operator that improves performance. Furthermore, the impact of
diversity does not seem as significant with the ionosphere data
as it is with the Schonlau data. It is possible that a different
distance measure could be appropriate for the ionosphere data.
Regardless of this, it is evident that improved performance
is possible with intelligent ensemble methods which is a
significant objective of this research.
VII. C ONCLUSIONS
This paper illustrates the ability to improve unsupervised
learning through intelligent subspace modeling and proper
output fusion. Nonparametric representation of the output, or
ranks, provides a comparable measure for data fusion. It is
difficult to accurately represent the soft label output of a
classification technique in terms of a parameterized density
function, especially since this output should be bimodal as
it represents both the positive and negative class. It is more
consistent with the true meaning of the soft label output to
arrange the output as ranks, especially if fusion of the label
outputs is necessary.
It was empirically shown that Kendall’s W statistic provides an overall measure of diversity across subspaces, and
furthermore that this diversity will lead to improved classification results. Through careful experimentation and analysis
of two different datasets, Kendall’s W appears promising as
a measure of diversity but does require further investigation
with other distance measures. Further research in this area
could include investigation of other distance measures, some
of which could be kernel based.
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