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Abstract

We describe two major developmentsin the General Net-
work Smulation Integration System (Genesis): the support
for BGP protocol in large network simulations and distri-
bution of the simulation memory among Genesis component
simulations.

Genesis uses a high granularity synchronization mecha-
nism between parallel simulations simulating parts of a net-
work. This mechanism uses checkpointed simulation state
to iterate over the same time interval until convergence.
It also replaces individual packet data for ows crossing
the network partitions with statistical characterization of
such ows over the synchronization time interval. We had
achieved signi cant performance improvement over the se-
guential simulation for simulationswith TCP and UDP traf-

c¢. However, thisapproach can not be used directly to simu-
late dynamic routing protocols that use underlying network
for exchanging protocol information, as no packets are ex-
changed in Genesis between simulated network parts. We
have devel oped a new mechanismto exchange and synchro-
nize BGP routing data among distributed Genesis simula-
tors. The extended Genesis allows simulations of morereal-
istic network scenarios, including routing ows, in addition
to TCP or UDP datatraf c.

Large memory size required by simulation software hin-
ders the simulation of large-scale networks. Based on our
new support of distributed BGP simulation, we developed
an approach to construct and simulate networks on dis-
tributed memory using Genesis simulators in such a way
that each participating processor possesses only data re-
lated to the part of the network it simulates. This solution
supports simulations of large-scale networks on machines
with modest memory size.
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00-2-0537 and by the grant from the University Research Program of
CISCO Systems Inc. The content of this paper does not necessarily re-

ect the position or policy of the U.S. Government or CISCO Systems no
of cia endorsement should be inferred or implied.

1. Introduction

In smulating large-scale networks at the packet level,
a magjor dif culty is the enormous computational power
needed to execute all eventsthat packets undergoin the net-
work [3]. Conventional simulation techniques require tight
synchronization for each individual event that crosses the
processor boundary [1]. The inherent characteristics of net-
work simulations are the small granularity of events (indi-
vidual packet transitions in a network) and high frequency
of events that cross the boundaries of parallel simulations.
These two factors severely limit parallel ef ciency of the
network simulation execution under the traditional proto-
cols[1].

Another dif culty in network simulation is the large
memory size required by large-scale network simulations.
With the emerging requirements of simulating larger and
more complicated networks, the memory size becomes a
bottleneck. When network con guration and routing infor-
mation is centralized in a network simulation, large mem-
ory isneeded to construct the simulated network. Moreover,
memory size used by the simulation increases a so with the
intensity of traf ¢ loads that impact the average size of the
future event list. Although memory requirements can be
tampered by the good design and implementation of the
simulation software [4], we believe that to simulate truly
large networks, the comprehensive, distributed memory ap-
proach needs to be devel oped.

We have described the details of our novel approach to
scalability and ef ciency of parallel network simulation in
Genesisin [7, 8]. Genesis combines simulation and mod-
eling in a single execution. It decomposes a network into
parts, called domains, and simulation time into intervals,
and simulates each network partition independently and
concurrently over one interval. After each time interval,

ow delays and packet drop rates observed by each domain
simulator are exchanged with others. Each domain ssimula-
tor will model the traf ¢ external to its own domain based
onthe ow datareceived from other domains. Link proxies
are used in Genesis to represent the external traf c paths.
Domain simulators iterate over the same time interval un-



til they reach a global convergence with controllable preci-
sion. An execution scheme is shown in Figure 1 that illus-
trates also synchronization between the repeated iterations
over the same time interval and use of checkpoints for the
domain simulators[8].
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Figure 1. Simulation Execution Scheme in
Genesis

Genesis achieved performance improvement thanks to
simulating smaller number of events and its infrequent,
high-granularity synchronization mechanism. No individ-
ual packet was synchronized between two parallel smula-
tions; instead, packetswere summarized on some metrics
(delay, drop rate, etc.) and only these data were exchanged
between domains at the end of each time interval. This ap-
proach was designed to simulate TCP and UDP data traf-

cs, but could not be used to simulate some other ows,
for example, data ows providing information for routing
protocols. Thisis because the traf ¢ of a routing protocol
cannot be summarized; instead, different content and tim-
ing of each routing packet might change the network status.
Particularly, our desire to simulate BGP protocol required
usto develop new synchronization mechanismin Genesis.

Many parallel simulation systems achieved speed-up in
simulation time, however, they also required that every ma-
chineinvolved had big enough memory to hold the full net-
work, the requirement most easily achievable through the
systems with shared memory. In this paper, we describe the
newly developed version of Genesis that fully distributes
memory usage in Genesis. This version overcomes the
memory size limitation.

2 Synchronization M echanismsin Genesis

Genesis uses a high granularity synchronization mecha-
nism to simulate network traf cs, e.g., TCP or UDP ows.

Thisisachieved by having parallel simulatorsloosely coop-
erating with each other. They simulate partitioned network
concurrently with and independently of each other in one
iteration. They exchange data only during the checkpoints
executed between iterations. In addition, individual pack-
ets are not stored or exchanged among parallel simulators.
Instead, each data ow is summarized based on some pre-
de ned metrics, and only the summarized traf c informa-
tion is exchanged among parallel simulators. Thisapproach
avoids freguent synchronization of parallel simulators. We
have shown that it achieved signi cant speed-up for TCP or
UDPtraf ¢ simulations. Thetotal execution time could be
decreased by an order of magnitude or more [7]. Our pri-
mary application was the use of the on-line simulation for
network management [10].

The Genesis approach was designed for network data
traf cs, e.g., TCP or UDP traf cs. In many network sim-
ulation scenarios, the real data of the traf cs packets are
not important to the simulation result. However, for some
othertraf c, especialy related to network routing protocols,
e.g., routing protocols, summaries of packet ows are not
enough. The update information stored in a packet of such
a protocol need to be faithfully delivered to its destination.
In addition, these packets need to be delivered in the correct
time-stamp order. These two requirements are necessary to
preserve network dynamics in the simulation. Hence, new
synchronization mechanism is needed in Genesis to satisfy
these two requirements.

We developed an event-level synchronization mecha
nism which can work within the framework of Genesis.
This work was done using our previous development of
Genesis based on SSFNet [6], which was reported in [9].
Particularly, we modi ed Genesis to support the simulation
of BGP protocol, in addition of TCP and UDP protocoals. In
Genesis, when we simulate a network running BGP proto-
col for inter-AS (Autonomous System) routing, with back-
ground TCP or UDP traf cs, we decompose the network
along the boundaries of AS domains. Each parallel simula-
tor simulates one AS domain, and loosely cooperates with
other simulators. When there are BGP update messagesthat
need to be delivered to neighbor AS domains, the new syn-
chronization mechanism in Genesis guarantees that these
messages will be delivered in the correct time-stamp order.

3 BGP Simulation Design Overview

In the simulation systems which use only event-level
synchronization based on either conservative or optimistic
protocol, the correct order of event delivery is guaranteed
by the protocol. The price, however is frequent synchro-
nization.

In Genesis, we take advantage of high granularity syn-
chronization for TCP and UDP traf cs, and at the same



time synchronize BGP update messages by doing extraroll-
backs, tore ect the actual routing dynamicsin the network.

In Genesis, simulators are running independently of each
other within one iteration. To simulate BGP routers sepa-
rately from the Genesis domain in each parallel AS domain
simulator, and to make them produce BGP update mes-
sages for its neighbor domains, we introduced proxy BGP
neighbor routers. Those are routers mirroring their counter-
parts which are simulated by other simulators. The proxy
BGP routers do not perform the full routing functionality
of BGP. Instead, they maintain the BGP sessions and col-
lect the BGP update messages on behalf of their counterpart
routers.

At the synchronization point in Genesis, the BGP up-
date messages collected in the proxy BGP routers, if there
are any, are forwarded to the corresponding destination AS
domain simulators through a component called BGP agent.
These update messages are delivered to the BGP agent in
the destination AS domain through a farmer/agent frame-
work, and are distributed there to the BGP routerswhich are
the destinations of these messages. The proxy BGP router
and BGP agent framework are shown in Figure 2.
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Figure 2. Proxy BGP Routers and BGP Agents

This framework enables the system to exchange real
BGP message data among Genesis simulators. But thisis
not a full solution yet. Within the independent simulation
of one iteration in Genesis, the BGP routers produce up-
date messages for their neighbors, but do not receive update
messages from their neighbors in other AS domains. Had
they received these update messages, as it happens in an
event-level synchronization simulation system, they would
have probably produced different update messages. In addi-
tion, the routing might also have been changed. To simulate

BGP protocoal correctly, these BGP updates need to be exe-
cuted in their correct time-stamp order in each BGP router.
Genesis achieved this event-level synchronization for BGP
updates by doing extrarollbacks.

During the Genesis checkpoint after one time interval,
the BGP agent in each AS domain collects BGP update
messages from other BGP agents. If it receives some update
messages for the previous interval, it will force the AS do-
main simulator to rollback to the start time of the previous
interval. Then, it inserts all the received update messages
into its future event list. Its domain simulator will reiter-
ate the time interval again, and will receive these update
messages at the correct simulation time and will react to
them correspondingly. The BGP messages produced in the
current reiteration might be different from the once seen at
previous iteration. Hence, the rollback process might con-
tinue in domain simulators until all of them reach a global
convergence (the update messages in subsequent rollback
iterations are the same for each domain). Figure 3 shows
the owchart of rollback in the BGP agent. High cost of
checkpointing the network state makes it impractical to in-
troduce separate rollbacks for BGP activities. Hence, the
UDP/TCP traf ¢ checkpoints are used for all rollbacks in
Genesis.
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4 Simulation with Distributed Memory

Simulations of large-scale networks require large mem-
ory size. This requirement can become a bottleneck of scal-
ability when the size or the complexity of the network in-
creases. For example, ns2 uses centralized memory during
simulation, which makes it susceptible to the memory size
limitation. The scalability of different network simulators
was studied in [4]. This paper reports that in a smulation
of a network of a dumbbell topology with large number of
connections, ns2 failed to simulate more than 10000 con-
nections. The failure was caused by ns2’s attempt to use
virtual memory when swapping was turned off. This partic-
ular problem can be solved by using machines with larger
dedicated or shared memory. Yet, we believe that the only
permanent solution to the simulation memory bottleneck is
to develop the distributed memory approach.

Inthe versionreportedin [7], Genesis did not distribute
network information among domain simulators. Each of
them had to construct the full network and to store all
the dynamic information (e.g., routing information) for the
whole network during the smulation. To avoid such repli-
cation of memory, we developed a new version of Genesis
which completely distributes network information. Thanks
to this solution, Genesis is able to simulate large networks
using acluster of computerswith smaller dedicated memory
(compared to the memory size required by SSFNet simulat-
ing the same network), as shown in section 6.3.

Memory distribution is particularly challenging in Gen-
esis, because of its special high granularity synchronization
approach. In Genesis, within one time interval, one do-
main simulator is working independently of others, smu-
lating the partial traf cs owing within or through that do-
main. Other parts of these traf cs, which are outside of
that domain, are smulated by proxy links which compute
the packet delays and losses based on ow summaries
provided by the outside domain simulators [7]. If the net-
work information is completely distributed among the do-
main simulators, each one has information about only a
part of the network. Hence, these simulators cannot simu-
lateglobal traf csindependently because information about
a ow source or its destination, or both will not be there.
We should notice the difference here from other event-level
synchronization systems. In those systems, to smulate dis-
tributed network, each individual event crossing the bound-
ary is forwarded to remote simulators regardless of its se-
mantic meaning , and the parallel simulators do not need to
simulate global ows independently.

Asasolution, in each domain weintroduced traf ¢ prox-
ies that work on behalf of their counterpartsin the remote
domains. Traf c proxiessend or receive TCP or UDP data
packets as well as acknowledgment packets according to
the produced feedbacks. To simulate inter-domain ows,

partial ows are constructed between local hosts and proxy
hosts. Thus, in the simulation of one AS domain, the sim-
ulator just simulates one part of an inter-domain traf c¢ by
using proxy hosts and proxy links, as shown in Figure 4.
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Figure 4. Proxy Hosts and Intersdomain Traf ¢

The actua traf ¢ path between local hosts and remote
hosts must be decided by inter-AS routing. For example,
inter-AS routing changes can cause remote inbound traf ¢
to enter the current AS domain from different entry points,
thusrouting the ow through a different path inside the do-
main. We developed a method, described below, to con-
struct these remote traf ¢ paths and to automatically adjust
themtore ect the current inter-AS routing decision.

5 Distributed Memory Simulation Design

To support distributed memory simulation in Genesis,
changes were made to both DML de nition and SSFNet
based implementation.

Global routinginformation consistency: To  compute
global routing in separate simulations, each of which
has only a part of the network, | P address consistency
is required to make the routers understand the routing
update messages. |n addition, we use BGP proxiesand
traf c proxies to act on behaf of their counterparts.
To use routing data, these proxies need to use the IP
addresses of their counterparts when they produce
traf c packets. We used a global IP address scheme
for the whole network, and introduced a mechanism of
IP/Interface address mapping, which trandates local
addresses to and from global addresses used in our
BGP update messages.

Remote hogt, traf cand link: Those de nitions were
added to the current DML de nitions for SSFNet [6].
Remote host de nes the traf ¢ host (source or sink)



whichis notwithin thecurrentsimulatingdomain,and
speci esthe global IP addresdor this proxy. Remote
traf c patternextendsSSFNetto allow the de nition
of a trafc which will use proxy IP addressnstead
of its own local IP address.Remotdink is de ned to
connectheremotehostto thecurrentdomain,andit is
implementedhsa Genesigproxylink which canadjust
its link delayandappliedpacket drop ratesduringthe
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Figure 5. Remote Trafc Path Construction
with Proxy Switc h

Remotetraf ¢ path construction: Thedif cult partof re-
mote trafc path constructionwas to decide how
to connectproxy hoststo the current AS domain.
Changesn inter-AS routingdecisionmightchangehe
entry (exit) point of trafc pacletsto (from) the do-
main. Sucha changecannotbe determinediuringthe
network constructionphase.We designeda structure
whichconnecteademotetraf c hoststo aproxyswitd,
insteadof connectinghemto ary entrypointdirectly,
asshawn in Figure5. Whena paclet sentby a proxy
host reacheghe proxy switch, the proxy switch will
lookupaninternalmappingfrom o w id to thecurrent
inter-AS routingtable,andwill forwardthis pacletvia
the correctinbound link to one of the BGP routers
on the domainboundary If the interAS routing is
changedy someBGPactiitieslater, the proxyswitch
will automaticallyadjustits internalmapping,andthe
pacletswith the same o w id will be forwardedto a
differentinboundlink.

6. Performance Evaluation

6.1 Simulation Model

To testthe performanceand scalability of the Genesis
extensiondescribechereandto comparethemto thoseof

SSFNet,we usea modi ed versionof the baselinemodel
de ned by the DARPA NMS community[5]. The topol-
ogy for the modelthat we are using can be visualizedas
aring of nodeswhereeachnode(representingan AS do-
main)is connectedo onenodeprecedingt andanotheione
succeedingt. We referto eachnodeor AS domainasthe
“campusnetwork”, asshavn in Figure6. Eachof thecam-
pus networks is similar to the othersand consistsof four
subnetverks. In addition,therearetwo additionalrouters
not containedn the subnetverk, asshavn in thediagram.

Figure 6. One campus netw ork

The subnetverk labeledNet O consistsof threerouters
in a ring, connectedby links with 5ms delay and 2Gbps
bandwidth.Router0 in this subnetwork actsasa BGP bor-
derrouterandconnectgo othercampumetworks. Subnet-
work 1 consistsof 4 UDP seners. Subnetverk 2 contains
sevenrouterswith links to the LAN networksasshown in
thediagram.Eachof the LAN networkshasonerouterand
four differentLAN' s consistingof 42 hosts.The rst three
LAN' shave 10 hostseachandthefourthLAN has12hosts.
Eachof thehostsis con guredto runasa UDP Client. Sub-
network 3 is similar to Subnetverk 2. Internallinks and
LAN's havethesamepropertyasSubnetvork 2.

Thetrafc thatis beingexchangedn the modelis gen-
eratedby all the clientsin one domainchoosinga sener
randomlyfrom the Subnetwork 1 in the domainthatis a
successoto the currentonein the ring. We useddiffer-
entsend-interalsof 0.1,0.05and0.02secondo vary the
traf ¢ intensitiesanduseddifferentnumbersof nodes(AS
domains)to vary the size of the network. Eachsimulation
wasrun for 400second®f the simulatedtime.

All testswere run on up to 30 processoron Sun 10
Ultrasparcworkstations,which were interconnectedy a
100Mbit Ethernet. In the simulationsunder distributed
Genesisthe numberof processorsisedwas equalto the
numberof campusetworks.



