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ABSTRACT
There is increasing interest in promoting participatory democracy, in particular by allowing voting by mail or internet
and through random-sample elections. A pernicious concern, though, is that of vote buying, which occurs when a bad
actor seeks to buy ballots, paying someone to vote against
their own intent. This becomes possible whenever a voter
is able to sell evidence of which way she voted. We show
how to thwart vote buying through decoy ballots, which are
not counted but are indistinguishable from real ballots to a
buyer. We show that an Election Authority can significantly
reduce the power of vote buying through a small number of
optimally distributed decoys, and model societal processes
by which decoys could be distributed.

1.

INTRODUCTION

The goal of participatory democracy [9, 11] is to engage
citizens more frequently and with more granularity in the
decision-making processes of government bodies. Technologies that can help with this transition are those that support
voting from the home by mail or over the internet, and that
make use of random sample elections, in which a representative subsample of the population is tasked with voting on a
particular issue, allowing participatory democracy to function without everyone needing to be concerned with every
issue.
A significant concern, though, is that of vote buying, where
a bad actor attempting to gain improper influence in an election by purchasing ballots from voters and paying them to
vote against their intent. The practical implications of this
are manifold, since the social construct of elections relies on
the perception of reliability and fairness. Vote buying has
been an ongoing threat to democracy, and new technologies
can make the situation worse. For example, web platforms
can serve as middlemen, digital currency supports anonymous payments, and abundant data coupled with machine
learning can help buyers discover entrapment schemes as
well as identify voters to target with offers.
In this short paper, we highlight our results that show that
vote buying can be thwarted by distributing decoy ballots,
which are not counted, in addition to real ballots. A vote
buyer will not know whether a ballot is real or decoy, and
Appears in: Proc. of the 16th International Conference on
Autonomous Agents and Multiagent Systems (AAMAS 2017),
S. Das, E. Durfee, K. Larson, M. Winikoff (eds.),
May 8–12, 2017, São Paulo, Brazil.
Copyright c 2017, International Foundation for Autonomous Agents
and Multiagent Systems (www.ifaamas.org). All rights reserved.

thus, decoys (if sold) may deplete a buyer’s budget. Voters
who know that they have a decoy ballot are motivated to
sell their ballots to a buyer, both for reasons of profit and
out of civic duty, wanting to maintain the integrity of an
election.
Decoy ballots have been suggested by Chaum [4], but we
are not aware of any analysis of how decoy ballots should be
distributed, and how effective they are against vote buying.
We assume that real ballots impose a very high cost on society, for the reason that it takes effort for members of society
to become informed about an issue and vote appropriately,
thus representing their considered opinion on an issue. We
model decoy ballots as costly but not so costly that the number of decoys to distribute cannot be considered as a design
decision of the Election Authority. The cost of decoys comes
about because, to be effective, voters need to be willing to
go to the effort to sell the ballot.
Although we situate our discussion in a societal context,
similar themes can be easily imagined for economies of AIs [12],
where it is desired to elicit and fairly aggregate multiple
opinions, but would not be scalable to request input from
every agent all the time.

Our Contributions
In this work, we present the first game-theoretic study of the
power of decoy ballots in thwarting vote buyers. We derive
a characterization of the form of an optimal defense, and
compare its power to those of neutral defenses that could
be enabled through leveraging simple societal processes to
distribute decoys. Our results are positive: decoy ballots are
effective in thwarting the power of a vote buyer.
In more detail, we first provide a formal model of vote buying, including a complete characterization of the vote buyer’s
behavior and an optimal policy for distributing decoy ballots
by the Election Authority (EA). In addition, we model two
societal processes by which decoys could be distributed—
these approaches releasing the EA from any concern that
it be seen to be biasing the outcome of an election when
distributing decoys.
We show in simulation that the EA can make effective
use of decoy ballots to maintain election integrity (e.g., reducing the probability that the buyer changes the outcome
to less than 1%). For the optimal defense, we are able to
achieve this by adding a small number of decoys that are
proportional in quantity to the number of ballots the buyer
can afford to buy. We also show that a “civic duty defense,”
which allocates decoys to a random subset of those who request a ballot, is almost as effective as the optimal defense.

(a) optimal defense

(c) auction-based defense

(b) civic duty defense

Figure 1: Examples of type distribution f (θ), decoy distribution ψ(θ), and desirability to buyer h(θ) for (a) an
optimal defense, (b) a civic duty defense with max type requesting a decoy xC = 0.5 and 10% decoy ballots, (c)
an auction-based defense with max type assigned a decoy xA = 0.5 and 50% decoy ballots. Here f = Beta(1, 2).

(a) optimal defense

(c) auction-based defense

(b) civic duty defense

Figure 2: Using decoys to thwart vote buying, for different buyer budgets (the number of ballots the buyer can
buy). Number of real ballots is 750, the voter type distribution is f = Beta(2,4). The results are qualitatively
unchanged for other decoy distributions.

Related Work

We also prove the functional form of an optimal defense:

There are numerous studies on vote buying, e.g. [8,13,14,17].
These include game-theoretic models of vote buying [6, 10,
16], but none that consider the role of decoy ballots. This
work also relates to studies of control and bribery as studied
in computational social choice, in particular the problem of
lobbying [1–3, 5, 7]. There is also a conceptual connection
with work on security games [15].

Theorem 2. For any given nr real ballots and nd decoy
ballots, the best response of the EA in a subgame perfect
equilibrium of the vote buying game is given by a decoy ballot
distribution with density function
(
nr (x −θ)f (θ)
for θ ∈ [0, xO ]
,
ψ(θ) = nd 1−x
0
for θ ∈ (xO , 1]

2.

where the threshold
xO is determined by the following equaRx
1
d
F (θ)dθ = n
tion: 1−x
and F (θ) is the CDF of f .
nr
0

RESULTS

We model each voter i as having an immutable, publicly
observable voter type θi , which indicates the probability of
voting YES, drawn IID from the distribution f . Without
loss of generality, we assume that the election outcome without any interference by a buyer is NO, and that there is a
budget-limited buyer, trying to make the election outcome
YES. We assume that the buyer knows the decoy distribution ψ, and uses his knowledge of f and ψ to compute
def
h(θ) = P (real ∧ NO|θ), which corresponds to the desirability of a voter’s ballot to the buyer.
We prove that the optimal buyer behavior in the subgame
equilibrium of the induced game is to buy in order of decreasing h(θ) until the budget is exhausted. We also derive
an expression that, given the buyer’s behavior, allows us to
compute the probability that the buyer changes the election
outcome. This is determined by the fraction of real ballots
that can be bought for a given defense.
We prove the following theorem, characterizing an optimal
defense:
Theorem 1. Defense ψ is the best response of the EA
in a subgame perfect equilibrium of the vote buying game if
there is some xO , 0 ≤ xO ≤ 1, s.t. h(θ) = min(1 − xO , 1 − θ).

O

O

O

O

In addition to the optimal defense, we consider defenses
where the EA does not design ψ. These have the advantage
that the EA does not play too active a role in, and in that
they do not rely on knowledge of the EA. In particular, we
consider a civic duty defense, where the EA makes decoys
available to a random subset of voters who make an explicit
request for a decoy, and an auction-based defense, where the
EA makes decoys available to voters via a simple auction.
Example defenses are illustrated in Figure 1.
For an illustration of our main simulation results, Figure 2
fixes the number of real ballots, and shows that vote buying
can be successfully thwarted by issuing sufficiently many
decoy ballots. The optimal and civic duty defenses are most
effective, but even issuing decoys according to the auctionbased defense substantially reduces the probability of a vote
buyer’s success. Even a small number of decoys, relative to
the number of real ballots, can be effective.
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