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Abstract
Differential privacy has been widely applied to
provide privacy guarantees by adding random
noise to the function output. However, it inevitably fails in many high-stakes voting scenarios, where voting rules are required to be
deterministic. In this work, we present the first
framework for answering the question: “How
private are commonly-used voting rules?” Our
answers are two-fold. First, we show that deterministic voting rules provide sufficient privacy in the sense of distributional differential
privacy (DDP). We show that assuming the adversarial observer has uncertainty about individual votes, even publishing the histogram of
votes achieves good DDP. Second, we introduce the notion of exact privacy to compare
the privacy preserved in various commonlystudied voting rules, and obtain dichotomy theorems of exact DDP within a large subset of
voting rules called generalized scoring rules.
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INTRODUCTION

Differential privacy (DP) has gained much public attention recently, partly due to its use in the United States
2020 Census. Improving upon ad-hoc privacy techniques
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that were broken in the previous census [Garfinkel et al.,
2018], formal privacy definition like DP are much more
suitable for controlling the leakage of sensitive data.
Yet, sensitive data is still published today without necessarily understanding the privacy leakage it incurs. In
particular, voting data has been surprisingly accessible.
In the US, histograms of votes are revealed per county,
and voting and registration tables are released [US Census Bureau, 2019], which include fields like sex, race,
age, location, and marital status. This abundance of information has enabled politicians to buy voter profiles
from data mining companies to manipulate public opinion [Verini, 2007; Bradshaw and Howard, 2018].
Unfortunately, it is not easy to achieve (differential) privacy for voting. It is insufficient to protect voter registration tables with proven privacy techniques; releasing the election outcome can also be a cause of information leakage. To see how an individual’s vote can be
inferred by observing the winner of the election, we consider the following example. Suppose Alice cast a vote
in an election, and then the winner is announced. Further suppose that an adversary can accurately estimate
other votes from questionnaires or by machine learning
from the other voters’ social media, and it turns out these
other votes ended up with a tie among the candidates. In
this case, the adversary can distinguish Alice’s vote even
if he knows nothing about Alice, since Alice must have
voted for the winner as the tie-breaker.
The strict definition of differential privacy means the
mere possibility of the above scenario is a privacy violation. Moreover, ties do occur quite often in real life
elections. For example, 9.2% of STV elections on Preflib
election data [Mattei and Walsh, 2013] are tied [Wang et
al., 2019]. Even if we consider another formal privacy
definition that accepts the uncertainly stemming from
machine learning methods or low likelihood of ties as
helpful in disguising votes, it is unclear how to quantitatively measure the effect of such uncertainty, and how

