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Algorithms for Provisioning Virtual Private Networks
In the Hose Model
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Abstract—Virtual Private NetworkgVPNs) provide customers to offer customers with guaranteed bandwidth VPN services
with predictable and secure network connections over a shared since IP networks in the past had little support for enforcing
network. The recently proposed hose model for VPNs allows 45 i the network. The recent emergence of IP technologies
for greater flexibility since it permits traffic to and from a hose . .
endpoint to be arbitrarily distributed to other endpoints. In this Such as MPLS and RSVP, however, have made it pOSSIble.tO
paper, we develop novel algorithms for provisioning VPNs in the realize IP-based VPNs that can provide end customers with
hose model. We connect VPN endpoints usingteeestructure and QoS guarantees. In this paper, we address the problem of pro-
our algorithms attempt to optimize the total bandwidth reserved vyisioning VPN services with QoS guarantees, a problem which

on edges of the VPN tree. We show that even for the simple 55 racejved little attention from the research community.
scenario in which network links are assumed to have infinite

capacity, the general problem of computing the optimal VPN tree

is NP-hard. Fortunately, for the special case when the ingress A. The Hose Model

and egress bandwidths for each VPN endpoint are equal, we can  There are two popular models for providing QoS in the con-
devise an algorithm for computing the optimal tree whose time text of \VPNs—thepipe model and thénosemodel [2], [3]. In

complexity is O(mn), where m and n are the number of links : s .
and nodes in the network, respectively. We present a novel integer the pipe model, the VPN customer specifies QoS requirements

programming formulation for the general VPN tree computation ~P€tween every pair of VPN endpoints. Thus, the pipe model re-
problem (that is, when ingress and egress bandwidths of VPN quires the customer to know the complete traffic matrix, that is,

endpoints are arbitrary) and develop an algorithm that is based on  the load between every pair of endpoints. However, the number
the primal—dual method. Our experimental results with synthetic ¢ endpoints per VPN is constantly increasing and the commu-

network graphs indicate that the VPN trees constructed by our . .. ; S :
proposed algorithms dramatically reduce bandwidth require- nication patterns between endpoints are becoming increasingly

ments (in many instances, by more than a factor of 2) compared complex. As a result, it is almost impossible to predict traffic
to scenarios in whichSteiner treesare employed to connect VPN characteristics between pairs of endpoints required by the pipe
endpoints. model.

Index Terms—Approximation algorithms, bandwidth uti- The hose model alleviates the above-mentioned shortcomings
lization, facility location problem, Hose model, LP rounding, Of the pipe model. In the hose model, the VPN customer speci-
primal-dual algorithms, provisioning, Steiner trees, virtual fies QoS requirements per VPN endpoint and not every pair of
private networks. endpoints. Specifically, associated with each endpoint, is a pair

of bandwidths—aingressbhandwidth and aegressandwidth.
|. INTRODUCTION The ingress bandwidth for an endpoint specifies the incoming

. . . traffic from all the other VPN endpoints into the endpoint, while
V IRTUAL Private Networks (VPNs) are becoming an inyhe egress bandwidth is the amount of traffic the endpoint can

creasinglyimportantsource of revenue for Internet Servig@ g 1 the other VPN endpoints. Thus, in the hose model, the
Providers (ISPs). Informally, a VPN establishes connectivityp service provider supplies the customer with certain guar-
between a set of geographically dispersed endpoints ovepfees for the traffic that each endpoint sends to and receives
shared network infrastructure. The goal is to provide VPN enfly o other endpoints of the same VPN. The customer does not
points with a service comparable to a private dedicated netwgyk o 1o specify how this traffic is distributed among the other
established witheased linesThus, providers of VPN SerVicesendpoints. As a result, in contrast to the pipe model, the hose
need to address the quality of service (Q0S) and security iSSYgsqe| does not require a customer to know its traffic matrix,

associated with deploying a VPN over a shared IP networkhich in tumn, places less burden on a customer that wants to
In recent years, substantial progress in the technologies for JE, the VPN service.

security [7], [2] have enabled existing VPN service offerings |, summary, the hose model provides customers with the fol-

to provide customers with a level of privacy comparable thing advantages over the pipe model [2].

that offered by a dedicated line. However, ISPs have been slowl) Ease of Specification.Only one ingress and egress

bandwidth per hose endpoint needs to be specified,

. . , compared to bandwidth for each pipe between pairs of
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Fig. 1. Link sharing among paths to reduce reserved bandwidth. (a) Graph. (b) Independent shortest paths. (c) Link sharing among paths.

3) Multiplexing Gain. Due to statistical multiplexing gain, on the shortest path from 1 to 2, since endpoint 1 can send/re-
hose ingress and egress bandwidths can be less thancdige at most 1 unit of traffic. Similarly, the bandwidth reserved
aggregate bandwidth required for a set of point to poiin the two links incident on C is 2 units, the minimum of the
pipes. bandwidth requirements of endpoints 2 and 3. Thus, the total

4) Characterization. Hose requirements are easier ofeserved bandwidth using independent shortest paths is 8 units
characterize because the statistical variability in th@nly considering one direction for each link).
individual source—destination traffic is smoothed by The reserved bandwidth can be reduced from 8 to 6 by ex-
aggregation into hoses. ploiting link sharing among paths connecting the VPN end-

From the above discussion, it follows that the hose mode®ints, as illustrated in Fig. 1(c). Here, both paths from endpoint

provides VPN customers with a simple mechanism for spet-to the two other endpoints pass through C, thus allowing the
ifying bandwidth requirements and enables VPN servidwo links connecting 1 to C to be shared between them. (Note
providers to utilize network bandwidth more efficiently. Howthat the path from 1 to 2 passing through C is longer than the
ever, in order to realize these benefits, efficient algorithms mugath from 1 to 2 through A.) Further, since endpoint 1 cannot
be devised for provisioning hoses. These hose provisionifgeeive or send more than 1 unit of traffic, the bandwidth re-
algorithms need to set up paths between every pair of VRE&rved on each of the two links is 1 unit (in each direction) and
endpoints such that the aggregate bandwidth reserved on ithghared between the two paths. Thus, the total bandwidth re-
links traversed by the paths is minimum. A naive algorithrerved decreases from 8 to 6 as a result of link sharing between
that sets up independent shortest paths between every paipahs. |
endpoints, however, could lead to excessive bandwidth being\Note that provisioning pipes between each pair of VPN end-
reserved. The reason for this is that the hose model providagnts in the pipe model is somewhat simpler, since the traffic
the flexibility for traffic from a hose endpoint to be arbitrarilybetween every pair of endpoints is fixed and is input to the
distributed to other endpoints. Consequently, the distributigovisioning algorithm. Thus, the VPN provisioning problem
of traffic between VPN endpoints is nondeterministic and thgimply reduces to that of computing a set of fixed bandwidth
provisioning algorithms need to reserve sufficient bandwid@aths between VPN endpoint pairs, which is an instance of the
to accommodate the worst-case traffic distribution among enell-studied multicommodity flow problem [1], [6]. However,
points that meets the ingress and egress bandwidth constraastgnentioned earlier, the drawback of the pipe model is the dif-
of hose endpoints. Intuitively, in order to conserve bandwidfieulty of capturing and specifying bandwidth requirements be-
and realize the multiplexing benefits of the hose model, pathgeen each pair of VPN endpoints. Thus, the hose model trades
entering into and originating from each hose endpoint neeff provisioning simplicity for ease of specification and muilti-
to share as many links as possible. Thus, sophisticated hpigxing gains.
provisioning algorithms need to be developed to ensure that the
amount of bandwidth reserved in order to meet the hose trafic Our Contributions
requirements is minimum. . _ o
Example I.1: Consider the network graph in Fig. 1(a). The D th!s paper, we develop novel algorithms for provisioning
three VPN hose endpoints 1, 2, and 3 have bandwidth requidZNs in the hose model. In order to take advantage of the
ments of 1, 2, and 2 units, respectively (each endpoint has eqiiéiltiplexing gain possible due to hoses, we connect VPN
ingress and egress bandwidths). Fig. 1(b) depicts the bandwififlPoints using a ftree structure (instead of independent
reserved on relevant links of the network when a naive ind@9int-to-point paths between VPN endpoints). A VPN tree has
pendent shortest paths approach is used to connect VPN etfyeral benefits, as listed below.
points. For instance, the shortest path between 1 and 2 passek) Sharing of Bandwidth Reservation.A single bandwidth
through A, while the shortest path between endpoints 2 and 3  reservation on a link of the tree can be shared by the entire
passes through C. Also, 1 unit of bandwidth needs to be re- traffic between the two sets of VPN endpoints connected
served (in each direction) on the two links incident on A and by the link. Thus, the bandwidth reserved on the link only



KUMAR et al: ALGORITHMS FOR PROVISIONING VIRTUAL PRIVATE NETWORKS IN THE HOSE MODEL 567

needs to accommodate the aggregate traffic between the TABLE |
two sets of VPN endpoints. NOTATION USED IN THE PAPER
2) Scalability. For a large number of VPN endpoints, a tre€ Symbol Description

structure scales better than point-to-point paths betwe G = (V, E) | Graph with nodes V" and bidirectional edges E
all VPN endpoint pairs. m Number of links in graph G ({E])

. . h . - n Number of nodes in graph G (V]
3) Simplicity of Routing. The structural simplicity of trees L; Capacity of Iink (7, 1) in the direction from node 1 10 7
ensures that if MPLS [3] is used for setting up paths be P Set of VPN endpoints
tween VPN endpoints, then fewer labels are required ai 17: 3;111\?110 notaﬁgg for \;PN tree
H v tree rooted at node v
label stacks on packets are not as deep. With MPLS, t B Togress bandwidih for node :

tween each pair of VPN endpointapel switched paths pout
(L.S.Ps) allong links 'o.f.the treg can be set up using the e Ti(i‘j) Component of tree T containing ¢ when link (i, ;) is
plicit routing capabilities of either RSVP-TE or CR-LDP deleted from T
[3]. Pf” ) VPN endpoints contained in T‘Z.("J )

4) Ease of Restoration.Trees also simplify restoration of __Cr(i,j) | Bandwidth reserved on link (7, j) of tree T

; ; ; ; ; Cr Sum of bandwidths reserved on all links of tree T'
paths in case of link failures, since all paths traversing T T) Distance (in hops) betweer tiodes ¢ and J 1n tree T

failed link can be restored as a single group, instead GG, 7) Length of the shortest path (in number of links) between
each path being restored separately. nodes 4 and j in graph G

We develop algorithms for computimptimalVPN trees, that
is, trees for which the amount of total bandwidth reserved on
edges of the tree is minimum. Initially, we assume that network In the hose model, each VPN specification consists of the
links have infinite capacity, and show that even for this simpféllowing two components: 1) a set of nodés C V' corre-
scenario, the general problem of computing the optimal VP#ponding to the VPN endpoints, and 2) for each noder”, the
tree is NP-hard. However, for the special case when the ingré@se ingress and egress bandwidi#isand By, respectively.
and egress bandwidths for each VPN endpoint are equal, we @fighout loss of generality, we assume that each nodeP is
able to devise &readth-first searcHBFS) algorithm for com- a leaf, that is, there is a single (bidirectional) link incident on
puting the optimal tree whose time complexityiémn ), where ¢! As mentioned earlier, we consider tree structures to connect
m andn are the number of links and nodes in the networkhe VPN endpoints in” since trees are scalable and simplify
respectively. We present a novel integer programming form{uting and restoration. Further, trees allow the bandwidth re-
lation for the genera' VPN tree Computation prob'em (that i§§rved on a link to be shared by the traffic between the two sets
when ingress and egress bandwidths of VPN endpoints are af$iYPN endpoints connected by the link. Thus, the bandwidth
trary) and develop an algorithm that is based on the primal—ddigperved on a link must be equal to the maximum possible ag-
method [6]. In [8], we also extend our proposed algorithms féiregate traffic between the two sets of endpoints connected by
computing VPN trees to the case when network links have dge link. _
pacity constraints. We show that in the presence of link capacityBefore we can compute the exact bandwidth to be reserved
constraints, computing the optimal VPN tree is NP-hard evé@h €ach link of VPN treg” whose leaves are nodes fra we
when ingress and egress bandwidths of each endpoint are edifd to develop some notation. For a l{ak;) in treeT’, we de-
Further, we also show that computing an approximate solutibate byT,;(Z’])/Tj(Z’]) the connected componentBfcontaining
that is within a constant factor of the optimum is as difficult agodei/j when link(i, ;) is deleted froni”. Also, letP"*? and
computing the optimal VPN tree itself. P%7) denote the set of VPN endpoints]tﬁi’j) ande(i’j), re-

In[2], the authors suggest thaBteiner treean be employed spectively. Table | describes the notation used in the remainder
to connect VPN endpoints. However, our experimental resuisthe paper.
with synthetic network graphs indicate that the VPN trees Opserve that all traffic from one VPN endpoint to another
constructed by our proposed algorithms require dramaticatigverses the unique path in the VPN tfBebetween the two
less bandwidth to be reserved (in many instances, by m@dpoints. Now consider link, ;) that connects the two sets
than a factor of 2) compared ®teiner treesFurther, among o vpN endpointsPi(i’j) and Pj(vi,j)_ The traffic from node

the three algorithms, the primal—dual .algorithm performs t,'leto j cannot exceednin{3>, .5 B, S _ ., Bin},
best, reserving less bandwidth than either the BFS or Steiner =~ * .. thelecll}mulative o lrzls?s banduwidths
tree algorithms over a wide range of parameter values. C (D) , 9 i

The body of the paper contains a number of lemmas and tif4-€ndpoints _'nPgi 5 and the sum of ingress bandwidths
orems whose proofs are omitted due to lack of space. We reffrendpoints inP;” . This is because the only traffic that
interested readers to [8] for details of the proofs. traverses link(z, 12 from: to j is the traffic originating from

endpoints inPf” and directed toward endpoints J?ﬁ;”).

The bound on the former i3, _ ., By, while the latter

is bounded b .5 Bi™. Thus, the bandwidth to be
We model the network as a gragh = (V, E) whereV _y:@’f ? L . ] .
is a set of nodes an# is a set ofidirectional links between "€Served on link(z, ;) of 7" in the direction fromi to j is
the nodes. Each linfs, j) has associated capacities in the two 1in case there is a VPN endpointe P that is not a leaf, then we simply

directions—we denote the capacity from nade j by Li; and  introduce a new nodgin G and a new link . j) with very large capacity, and
the capacity (in the opposite direction) from ngde® ¢ by L;;.  replace nodé in P with node;.

Egress bandwidth for node ¢

Il. SYSTEM MODEL AND PROBLEM FORMULATION
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Fig. 2. Example of suboptimal Steiner tree. (a) Graph. (b) Steiner tree. (c) Optimal VPN tree.

given by Cr(i, j) = min{}’, .5 Bymt Diepled Bin}. can be made arbitrarily worse compared to the optimum (by
Similarly, the bandwidth that must be reserved on liniicreasing the number of VPN endpoints between endpoints 1
(j, i) in the direction fromj to i can be shown to be and 6). _ ' o
Cr(j, i) = min{Y,_pen B, X, pen BY™). Note that Inthe.rem.alr?d.erof the paper, we will refer@y (¢, j) as the
i cost of link (¢, ) in treeT andCr as the cost of tre’. In the
next two sections (Sections Il and 1V), we first develop algo-
S . S .7 rithms to compute the optimal VPN tree ignoring link capacit
Cr =4, per Or(t, 7)- Notetha(i, j)and(j, i) areconsid- o V\E)e then shgw how the algori?hms gan be egtenged
ered as two distinct links iff". Further, since we are mterestecfO handie link capacity constraints in Section V.
in minimizing the reserved bandwidth for tr&& the problem pacily '
of computing the optimal VPN tree becomes the following.
Problem StatementGiven a set of VPN endpoint®, and
their ingress and egress bandwidths, compute a VPNZree For symmetric ingress and egress bandwidths, that is, when
whose leaves are nodesihand for whichC is minimum. Bzin = B¢t for each VPN endpoint, one can devise efficient
In [2], it has been suggested that a Steiner’tiean be used algorithms for computing the minimum cost VPN tree if links
to connect the VPN endpoints. However, even though a Steirggy not have capacity constraints. In this section, we present a
tree has the smallest number of links, it may be suboptimal, jgslynomial time algorithm for computing the optimal VPN tree
illustrated by the following example. for the symmetric bandwidth case under the assumption that
Example II.1: Consider the network graph shown inthe residual capacity of each edge is large. Since the ingress
Fig. 2(a). Nodes 1, 2,..., 6 are the VPN endpoints gnd egress bandwidths are equal, in the following, we simply
and Bf* = BY" = Bf = Bg" = 1000 while drop the superscripts andout, and denote the bandwidth for
B;n = BiOUt = 1 for ¢ = 2, ceey 5. F|g 2(b) shows endpointfi S|mp|y bsz
the Steiner tree connecting the VPN endpoints Anand Before presenting our algorithm for computing the op-
containing 16 edges. The total bandwidth reserved on thgg tree (that is, tree with minimum cost), we first develop

edges of the Steiner tree (in a single direction) is given Ryme intuition for the cosCy of a treeT. Recall (from

1000 %2+ 1001 % 2+ 1002+ 2+ 1001 +2+ 1000 %2 = 10008 the previous section) thaty — Z@j)ET Cr(i, 7). For a
(this excludes the 2006 units that need to be reserved on the o |eaves, C P, we define B(L} as 3", , B;. Thus,
links incident on the VPN endpoints ). The reason for this is Coli, ) = Inin{_B(P‘(i,j)) B(Pgi,j))} It is streaightforward
that 1000 units need to be reserved on the two links connectin b"] - thatin (. i 7 O i tH tis. the bandwidth
endpoints 1 and 2, 1001 units need to be reserved on the tg o< V& & r(i, j) = Cr(J;4), thatis, the bandwi

links connecting endpoints 2 and 3, and so on. However, theéserved on link(z, ) in the two dlrec_:tlons IS equ_al. Now
optimal VPN tree containing 17 links is shown in Fig. 2(c). Thg&UPPOse that for a tre€ and a nodes in T, we define the

cumulative bandwidth reserved on all the links of the optimg!uan_t'ty Q(T, v) 10 be2 x 55 p By * dr(v, ), where the
treeis1000 2+ 1000 %2+ 4 1 2%2 1 152+ 152 — 4012 Sumis over all leaves anddr (v, I) denotes the length of the

(again, in a single direction per link and excluding the 2008Mduév to ! pathinT" Then, for any tred” whose leaves are

units that need to be reserved on the links incident on tR@Jes inf”, we can show thaCr satisfies the following two
VPN endpoints inP). This is because the bandwidth reserveBlOPerties.

on the two links connecting endpoints 1 and 0 is 1000, the * Property 1. There exists a node € 1" such thatCr =
bandwidth for the two links between endpoints 6 and 0 is 1000, Q(7', w).

Cr(i, j) may not be ecfual te'r (4, ).
Thus, the total bandwidth reserved for tréeis given by

Ill. SYMMETRIC INGRESS ANDEGRESSBANDWIDTHS

the bandwidth for the link connecting 0 to endpoifts . ., 5 * Property 2. For all nodess € T', Cr < Q(T', v).
is 4 units, and for the two links connecting endpoints 3 and 4 isIn order to show these two properties for tilEeve construct
2 units, and so on. I adirected tredy;, from T by giving a direction to each edge

Thus, in the above example, the bandwidth reserved for the= (¢, j) of T as follows.
Steiner tree is more than twice the optimum bandwidth. Further, , | BP9 < B(P%?), then direct the edge towasd
- i P i
note that, in the example, the performance of the Steiner tree It B(Pj(””)) < B(‘Pi(“]))’ then direct the edge towayd

2In this paper, edges do not hamepriori fixed weights, so a Steiner tree o If B(P(i’j)) _ B(P(i’j)) then direct the edge toward the
for a set of VPN endpoints is the tree with the minimum number of edges that v NS ! . N
connects the endpoints. component which contains a particular leaf, gay,
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procedure COMPUTETREES YMMETRIC(G, P) 3 (G4
i (3/6) 0
1. Topt =0
2. foreachnodevinG {
3. Ty i=v
4. openQ = {v}
5. while (openQ # 0){ 6 4 a
6. dequeue first node u from openQ o @
7. for each edge (u, w) in G such that w is not in T}, {
8. add edge (u,w) to Ty
9. append node w to end of openQ 2
10. . . (314)
11.  prune leaves of T, that do not correspond to VPN endpoints (that is,
do not belong to P) Fig. 4. Example of tree cost for asymmetric bandwidths.
12. ifCr, <Cr,,
13. Topt =Ty
14. } . _
15, return Tyt Theorem I11.6: Cp, = C7,,_, - |

Proof: First, due to Lemma lIl.2Cr, = Q(T%, a(T3)).

Fig. 3. Algorithm for computing optimal tree for symmetric bandwidths. ~ Further, Lemma I11.3 implies tha@(7%, a(13)) < Q(Ts, v),

which by Lemmallll.5is at most', , . Thus, it must be the case

thatCr, is optimum. ]
Time Complexity:It is straightforward to observe that the

time complexity of Procedure @PUTETREESYMMETRIC iS

O(mn), wheren = |V| is the number of nodes and = |E|

is the number of edges i&. This is because the outermdst

loop iterates over every nodedn, and the body of théor loop,

in the worst case, considers every edgéin

Clearly, T3;; must contain a node whose indegree is 0. We de
note this node iffy;, with no incoming edges by(7"). We show
thata(7') is indeed unique an@r = Q(T, a(T)). For this, we
prove some properties abdii;, in the following lemma.
Lemma Ill.1: Every edgee in Ty, is directed away from
a(T). |
Note that from this lemma, one can easily show #&f) is
unigue since every other nodeTf);, has an edge directed into
it (and consequently, an indegree of 1). In the following lemma, V. ASYMMETRIC INGRESS ANDEGRESSBANDWIDTHS

we prove that Property 1 holds far = (7). In this section, we address the case when VPN endpoint
Lemma lll.2: The costof tred’, Cr = Q(T, a(T)). B pandwidth requirements are asymmetric, that is, for a VPN
Revisiting Example I1.1, consider the (optimal) tréede-  endpointj, B* and B* may be unequal. Asymmetric ingress

picted in Fig. 2(c). For the tree, the nod€7’) with no in-  and egress bandwidths complicate the VPN tree computa-

coming edges ifi y;; is node 0. Thus, the coély of the tree is  tion problem since for a VPN tre@ connecting the VPN

Q(T, 0) = 2%(1000%3+1%5+1%341%341%5+1000%3) = endpoints, the bandwidth reserved along edgej) of T

12032 (this is the total bandwith reserved in both directions omyay not be identical in the two directions—that G(4, j)

all links including those incident on VPN endpoints). Propertihay not be equal tar (4, 7). This |s because for an edge

2 is a straightforward corollary of the following lemma (sincg; ;) (i, j) = mm{zlep(z 5 Bow Ezep“ » B} and
Cr = Q(T, a(T)) due to Lemma l11.2). Coli ) — pin BSwY. Th
Lemma I11.3: Letv be any node if”. Then,Q(T, a(T)) < v(5, 1) = min{d5 pen B, Ezep“ 9 +- Thus, in
Q(T, v). g the asymmetric case, sindg™ and By out may not be equal,
From Properties 1 and 2, it follows that for the optimafr(i, j) and Cr(j, i) may not be equal. Note that this is
tree Top, Cr,,, Q(Topt, a(Top)). Thus, if we could different from the symmetric-bandwidths case in which the
compute for each node the treeT, such thatQ(7,, v) is bandwidths reserved in both directions along an gdgg) of
minimum, then the optimal tree is simply the trég with the a tree7” were equal.
minimum Q(7,,, v). Fig. 3 contains the procedure for com- Example IV.1:Consider the VPN tree shown in Fig. 4
puting the optimal tred,,.. For each node in G, Procedure connecting the VPN endpoints if = {0, 1, ..., 4}. The
COMPUTETREESYMMETRIC computes a breadth-first spanning?andwidth requirements for the endpoints are as follows: for
tree rooted at—we show in Lemma I11.4 that this tre&, endpoints 0 and 1B™ = 3 and B°** = 6, and for endpoints
minimizes the value af)(7},, v) among possible trees rooted a2, 3 and 4,B™ = 3 and B°** = 4. The bandwidths reserved
v. The procedure then outputs the ttEefor which Q(7,,, v) in the two directions for the various edges of the tree are
is minimum—IetT;, be this tree. shown adjacent to the edges in the figure. Thus, for instance,
In the following, we show tha€r, = Cr,,, whereT,,, is for edge (5, 6)Cr(5,6) = 9 (sinced’, pc.o B = 12

the optimal tree. First, note the following |mportant fact for thés greater tharElep(J o Bi" = 9) and CT(6 5 =6 (smce
breadth-first tre€’, rooted at node. Zzgp“ o BYU = 12 is greater thanZlepu o Bi" = 6).

Lemmal lll.4: Let T be any tree and be a node irZ. Then, Slmllarly, one can show that for edge (6, UT(G 7) -6

Q( ) < Q( ) out _ _
In the next Iemma we show the following important rela: mcethP(G n Byt =16is greaterthaEl&P(G n B = 6)

tionship betweerT’, andT,,,,. that enables us to subsequentlfi‘nd Cr(7,6) = 8 (since , peo.n By = 8 is less than

show that their costs are equal. Note that due to Lemma Illzlepm n B* =9). |

Cr,,, = Q(Lopt, a(Topt)). For the asymmetric-bandwidths case, the problem of com-
Lemma lll.5: Q(T%, ©) < Q(Topt, a(Topt)) = Cr,,,- B puting the VPN tree with the minimum cost can be shown to be



570 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 10, NO. 4, AUGUST 2002

at least as difficult as that of computing a Steiner tree connectiis o © ‘\1

the VPN endpoints. This is because whBi# becomes very SNy

small compared td°, then the bandwidth reserved on eac, | o 8\;\ 3

edge is determined b alone, and is the constapt, _, B}™. e 2 @/&
9

Thus, the cost of the VPN tree is proportional to the number

edges in the tree, and as a consequence, the Steiner tree o
necting the VPN endpoints has the smallest cost. However, sit o
the Steiner tree computation problem for a set of VPN endpoir o \
5

is NP-hard [6], [5], it follows that the problem of computing the

optimal VPN tree is also NP-hard. o
Theorem IV.2:For the asymmetric-bandwidths case, the

problem of computing the optimal VPN tree connecting the s&- 5. Example illustrating core nodes and balanced edges.

of VPN endpoints inP is NP-hard.

Lemma IV.5: Consider the component, corresponding to
) ] core nodev. Every edge(i, j) in C, is biased toward (as-
A. Integer Programming Formulation sumingy is further from node; thans). |

In this section, we show that the problem of computing the -émMma 1V.6:The cost of componenC, is > i (c,np)

optimal tree can be formulated as an integer programmiﬁ@(v’ 0+ (B + B™). . 1
problem. For this, we first need to examine the properties of Thus, a VPN treel’ consists of a set of core nodes
VPN trees connecting endpoints with asymmetric bandwidth§onnected by balanced edges, and connected components

For an edgds, j) of VPN treeT, we say that it isiased C, for each core node containing only biased edges. Sup-
towardj if the following two conditions hold. pose thatcore(7") denotes the set of core nodes Th and

. _ bal(T') is the set of balanced edges Ta Then, from the
D Qeptn Bi* < 2peption By) or [Xieptn Bi"* = above lemmas, we can infer that the cosZoiCr, is equal to
S ptn B andP{"? contains a special node, sdly, M *[bal(T)| 43 ccorey 2otec,np) dr (v, D+(BP+B7™).
2 (3 S peu o S BRYOI[Y oy Bout= Example !V.?:ConS|der the VPN tree in Fig. 5 connecting
ter ) = tep ) et = VPN endpoints at the leaves of the tree. L& = 1 and
e pl D) Bin andPi(”) contains a special node, sdy, B°* = 4 for all the endpoints. In the figure, balanced edges

R . . e ... __are illustrated in bold, and thus the nodes 3, 4, 5, 6, 7, and 8
An ‘edge(z, 7)is sapd o be_ b'as‘?d i Itis biased toward eItIZIerare core nodes. For example, edge (3, 4) is a balanced edge
or j. An edge that is not biased is said tolimanced Also, we sincezlepgm Bi® = 3is less thanzzepfv” Bt — 36,

refer to a node df” as acorenode if a balanced edge is incident . . .
on it. Zle P B* =9isless thaTElE pE ) Byt =12. The
Going back to Example IV.1, edge (5, 6) is a balanced edd%andwidth reserved (in both directions? on each balanced edge

. . . - Bin = 12.
since .o B =6islessthary’, .o By =12and 'S 2ier & ; _ o
Elcl’s inﬁ L Icry Gout ! Next, we consider the bandwidth on edges contained in the
Yiepeo B = 9lis less tha_, . By™ = 12. Thus,

5 Lo component for a core node. Consider, for instance, the com-
nodes 5 and 6 are core nodes. However, edge (6, 7) is biaseq)ifientc, corresponding to core node 3 which is the subtree

ward 7 sincey, _ ,e.m B* = 6islessthay ), _ 6. B =
7 6

rooted at node 3 and containing VPN endpoifiis1, 2}. The

16and)_; pe.m Byt = gisless tharp_, . pee.» B =9. bandwidth reserved in the two directions for each edggiiis
In the following, we state certain properties of balanceshown in the figure. The bandwidth reserved on an edge is es-
edges. LetV/ = min{} ;. Bn der Bt} sentially the sum of ingress and egress bandwidths for all VPN

Lemma IV.3: The sum of the bandwidths reserved on a baéndpoints that are connected to node 3 via the edge. Thus, the
anced edgéi, j) of a VPN treeT in both directions id\/, that total bandwidth reserved on edges of the tree is 160, which is
is, Cr(i, j) + Cr(j, i) = M. I the sum of 60 (for the five balanced edges) and 100 (for edges

Revisiting Example IV.1, the total bandwidth reserved on batontained in the components for the four core nodes 3, 5, 7, and
anced edge (5, 6) 8/ = 3, Bi* = 15. 8). 1

Lemma IV.4: The restriction off’ to only balanced edges From the above discussion, it follows that each VPN tree, for
forms a connected component. I the most part, can be completely characterized by its set of core

Note that, from the above lemma, it follows that the corrodes. Consider a set of nodesWe define the cost of the set of
nodes are connected by a tree consisting entirely of balancextiesS, denoted byCs, asM +b+3 ;. p min,es{dg (v, 1)} *
edges. Thus, if we delete the balanced edges fforthen in (B} + B{“). Here, b is the number of edges in the Steiner
each of the resulting connected components, there is a sinigée connecting the nodes.$h Next, we show how to construct
core node. We refer to the component containing core nodé¢he tree7’(S) for a set of nodesS such thatCr(¢y < Cs.
by C,,. Of course, ifI" contains no balanced edges, then theférst, connect the nodes i by a Steiner tree and add all the
is only one component. Since all edges in the component &teiner tree edges t6(S). Next, coalesce all the nodes fh
biased, one can show that there exists a unique nou& such into one supernode, and construct a breadth-first tree rooted at
that every edge incident anis biased away from it. This nodethe supernode and connecting all the VPN endpoint® ifas
v is then considered to be the core node for the component. the leaves). Add the edges of the breadth-first tréB(i8).
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In the following, we show that the problem of computing the 1) For each node € V, solve the integer program to com-
optimal VPN tree is equivalent to that of computing a set of putes,, the optimal set of nodes containings,, consists

nodesS for whomC's is minimum. Specifically, we show that if of those nodesfor whichy; = 1 in the integer program-
T, is the optimal tree, then for the minimuf?, Cs < Cr,, . ming solution).

Thus, once we determing, we can always construct the tree  2) Return the tre@(S,,) whose cost is minimum.

1'(S) whose cost is optimal due to the following lemma. Note that while the minimum cost nodes computation

Lemma IV.8: Let S be a set of nodes. Thefir(s) < CUs. B problem has some similarities to the well-knoveility loca-
The following lemma enables us to prove that computing thyn problem(FLP) [11], there is one significant difference. If
set of nodes for whichC's is minimum yields the optimal VPN we view the nodes i as facilities, then in our case, the cost of

tree for the asymmetric case. each individual facility is 0. However, the chosen facilities as a
Lemma IV.9: For a VPN tre€l’, Ccope 1y < C7. I whole have an associated cost since they need to be connected
Theorem IV.10:Let S be a set of nodes for whofils is min- by a Steiner tree, the cost of each of whose edg¥ isThus,

imum. ThenZ’(5) is the optimal VPN tree. I the cost of each individual facility is replaced by the cost of the

Proof: Let T, be the optimal tree. We know théls <  Steiner tree connecting all the chosen facilities.
Ceore(Ty,,,)- DUE t0 Lemma IV.8Cr(sy < Cs, and due to

Lemma IV.9,Ceore(r,,,.) < Cr,,,- AS aresult, it follows that g Rounding-Based Approximation Algorithm
Cr(s) < Cr,,,. Thus,T'(S) is the VPN tree with the minimum . .
cost. Solving integer program (1) to computg is known to be

Thus, we have shown that, for the asymmetric case, to Coﬁg_mputationally intractable [6]. In this subsection, we present

pute the optimal VPN tree, we simply need to compute a setH? approximation algorithm that is based on solving the linear
nodesS whose cosCs is mi’nimum thatis. a sef of nodes for relaxation of the integer program, and then rounding the frac-

whom the quantitys M+, p min,cs{dg (v, [)} * (B + tional solution to an integer solution that increases the cost of

B is minimum, wheré is the number of edges in the Steinthe fractional solution by a relatively small constant factor. The
trel:e connecting 'Ehe nodes fh rounding algorithm consists of the following two phases. First,

The problem of computing the set of nodgsvith the min- we apply the filtering and rounding technique of Lin and Vitter

imum cost can be formulated as an integer program if we kn a] to obtain a new fractional solution, where the new solution
the identity of one of the nodes . Letz;;, 4, andz. be 0-1 as the property that whenever an endpgiist fractionally as-

variables, wherg; is 1 if node: belongs tas, z;; is 1 if VPN signed to a (partially chosen) nodehe distance(z, j) asso-
endpointj" is assizgned to node andz, is 1 i’f ezégee belongs ciated with that assignment is not too large. We then show how a

to the Steiner tree connecting the nodesSinAlso, Ieté(f/) fractional solution with this closeness property can be rounded

denote f[he set of edges crossing détandV — V in G and to _?hnearl—optlmal T:ﬁggrtsolutlon. its in the followi
B, = Bin +B?ut. Suppose we know priori that nodev € S. e relaxation of the integer program results in the following

Then, the solution to the following integer program yields tth'
optimal set of nodes' containingv.
P g minimize E da(i, j)* Bj xxi; + M = E ze (2)

i€V, jEP eCE
minimize > dg(i, j)* By e wi; + M+ >z (1)
icV,jcP eCE subject to the following constraints:
subject to the following constraints: Vje P qu >1
i€V
\V/jEP: lelz]‘ VLEV,]EP yi—xUEO
iV
VieV,jeP: yi—wy>0 VVCVivgV,ieP: > 2—Y 320
R R e€s(V) i€V
q . v — >
VVCcV,ugV,jeP Z Ze qu_o tis, s 70 > 0.
eCs(V) icV
Tij, Uiy 2o € {0, 1} It can be shown that using the ellipsoid algorithm [10], we

can solve the above LP in polynomial time. Lety, = be an

The first two constraints state that each VPN endppimust be optimal fractional solution to this LP. We show how to round
assigned to at least one nodednThe third constraint ensuresthis to an integer solution.
that nodes i are connected by a Steiner tree. It achieves thisLet0 < ¢ < 1 be a constant (we fix its value later). We use
by requiring that if a VPN endpoint is assigned to a node the filtering technique of Lin and Vitter [9] (also employed
(causing node to belong toS), thens is connected ta; by in [11]) to derive a new fractional solution as follows. For
Steiner tree edges. The objective function that we minimizegach VPN endpoing, we define a quantityy; as follows
the cost of the set of nodes [see also Fig. 6(a)]: suppose is a permutation of nodes

Thus, since we know tha must contain a node froff, we  such thatdg(n(1), j) < da(n(2), j) < -+ < da(n(n), j).

can compute the optimal tree by performing the following stepBefine i* = min{¢': !  z.4; > c}. Now, define
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(a) (b) (©

Fig. 6. Steps of the rounding algorithm.

aj = dg(n(i*), j). We will use the following later to prove Procedure COMPUTETREEROUNDING(F, &, G, P, »)

let j be a VPN endpoint in activeSet with the minimum value of a;

We define a new feasible fractional solutiof, 7, z) seedSet := seedSet U{}

. : Ty:=0
our approximation result. 2. activeSet:= P
3. seedSet:= @
(1—c)*a; < Z Ta(iy; * da(m )< Z dg(i, §) * x;;. 4 for each VPN endpoint I in P
bt et 5. let F} be the set of nodes 1 for which dg(3,1) < /oy
©) 6. while activeSet # ¢ {
7.
8.
for the LP as follows: for each endpoinf, define 9. S;:={j}
A ] o . . ; 10.  for each endpoint ! in activeSet
% Dicac e, viir NOW thatcy 2 c. Define . GEEGIERR el
Tij = a:i_j/cj, if dG('L, j) < oy, and O otherwise. For 12. delete I from activeSet
eachi, definey;, = min{l, y;/c}. Finally, for each edge, 13. addi10 S;

definez. = min{l, z./c}. It is easy to verify that this new 14.
solution is feasible to the LP. We next show how to roun(ig'} }
the new fractional solluti.on toa near-optimal integer Solutiol}7, jet G” be the graph obtained from G as a result of coalescing all nodes
such that each endpoijitis assigned to some nodeuch that in Fj into a supernode for each j in seedSet

Z;; > 0. We denote byt; = {i:%;; > 0} the set of eligible 18. construct a Steiner tree T connecting the supernodes in G’ /* v, if not
* J S : coalesced, is considered a supernode */

nodes for endpoing. o 19. add edges in T to T,
Procedure GMPUTETREEROUNDING shown in Fig. 7 com-  20. let Ty;, denote the tree T with edges in 7T directed to form an outgoing
putes a feasible integer soluti¢h, ¢, 2) that is within a con- arborescence from v in G/

21. for each j in seedSet {
stant factor of the fractional solutiofx, 7, z). The procedure letw & F; denote the node with an incoming arc in T,

begins by clustering the VPN endpoints in Steps 6-16. Ea(23: for each w € F; with an outgoing arc in Tyz;,
cluster has a VPN endpoiritthat is theseedof the cluster. The 24 add edges in the shortest path fromu tow in G, to Ty,
set of seed endpoints are storeddndSet andsS; is the cluster gg (}i - .
) L . delete edges from T7, until it contains no loops
with endpoint; as the seed. Every endpoint Sj has the fol- 27, e T,
lowing properties: 1}x; < «;, and 2) for some node € Fj,
dG(i J) < c’ocj or for some node & Fj dG(i l) < oy (here Fig. 7. Algorithm for computing VPN tree from fractional LP solution.
¢ > 1is a constant that we define later). We will assign each
endpoint inS; to some node irf;, and the following lemma every other node of; on which an edge dI’ is incident [see

states that this will not increase the overall cost by much [sE&. 6(d)].

Fig. 6(b)]. In the following lemma, we show that the number of edges in
Lemma IV.11:For eachl € S; andi € I}, dg(i, 1) < 1T, is within a constant factor of __ , Z..

(d +2) * . ] Lemma IV.12: The number of edges iff, is less than or
In order to maintain feasibility of the solution once endpointsqual to(2(c’ +1)/(c’ — 1)) * > .c g Ze- |

in S; are assigned to some nodefip, we need to construct a Proof: We first show that the number of edges in the
Steiner tre€l” that connects to at least one node frofi; for ~ Steiner tre€l” that connects the supernodesth = (V’, E')
eachy belonging taseedSet. To accomplish this, inthe gragh, is at most2}"_z.. Consider any se§ C V' containing

for each endpoinj in seedSet, we contractthe nodes in each a proper subset of the set of supernodes. Without loss of
I to a new supernode. We then connect the supernodes byeaerality, we assume th&tdoes not contaim (if S contains
Steiner tred’ [see Fig. 6(c)], thus ensuring that each supernodethen we replacé& by V/ — 5). Let S contain the supernode

is connected te (Step 18). However, note that althou@tton- corresponding to endpoini (resulting due to collapsing
nects the supernodes (angin &, it may happen thal” does nodes inFj;). Since (7, 7, Z) is a feasible solution for LP
not form a single connected subgraptnThe reason for this (2), > cs5)%e 2 2 iesTij 2 Dier, Tij = 1. So, if we

is that edges of’ may be incident on different nodes in &j.  consider an instance of the Steiner tree problem with the set
Thus, in order to ensure thatforms a connected subgraph evenf supernodes as the set of nodes to be connectéd,ithen

in G, in Steps 22-24, we select a nade £; and connectitto Zz. is a feasible fractional solution to this problem. Thus, it is
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possible to construct a Steiner ttfEeonnecting the supernodes In this section, we propose an algorithm that employs the
containing at mos? > __Zz. edges [6]. primal-dual method in order to find a feasible solution to the
We next show that for every in seedSet, connecting node integer program (1). The dual for the LP relaxation (2) is as
u € Fj to every other node in F; with an outgoing arc iffy;, ~ follows.
(in Steps 22—-24) increases the number of edg&shg a factor o
of at most(¢’ +1)/(¢ — 1). This is illustrated in Fig. 6(d). First, maximize " «; (4)
observe that the length of the shortest path betwegmdw is at jer
most2 x «; (since endpoinj is at a distance of at moat; from
bothw« andw). Also, in7’, there must be a path fromto anode . )
i belonging taF; for some othet # j in seedSet. Furthermore, "¢ € Vs J € P &~ Z
da(i, j) > oy, since otherwisg and! would belong to the VeV eV, vgV
same cluster. Thus, the length of the path frerto ¢ is at least Ve e E: Z
(¢ — 1)er;. We charge the cost @y, of connectingu to w to
this segment of —it is easy to show that disjoint segments of
T will be charged in this manner. So, the number of edgé8 inV j € P: a; >0
increases by a factor of at magt + 1)/(c¢’ — 1). This proves . .
bl oat +1)/(¢ — 1). This p y Yiep VvV ugh: Yoy 2 0.
We are now in a position to show the near-optimality of the
final rounded integer solutiofi, 4, 2). In this solution, in ad-
dition to settingg,, = 1, for every; in seedSet, for nodeu € F
that has an incoming arc ifiy;,, 4., is set to 1, otherwisg,, is
setto 0. Further, for every endpoing S5;, [ is assigned to node
u € I; with the incoming arc, thatis;,; = 1. Finally, for every
edgecinT,, 2. = 1 and2. = 0 for all other edges. The integer
solution is clearly feasible sincg, connects every < I (that ) ) _
has an incoming arc ifiy;,) to v. Thus, F; consists of all ‘ n.odest_ for which «; -
Theorem 1V.13:The cost of integer solutioriz, 4, 2) is 2 it ugir Yy = By * da(i, j), while edgese for which

within a factor of 10 of the cost of the optimal LP solution=ccs(), i ¥-; = M constitute potential Steiner tree edges.
(z, y, 2). Once I'; for each endpoiny has been computed, Procedure
Proof: The cost of the integer solutioliz, ¢, 2) is CoMPUTETREEROUNDING (see Fig. 7) is used to compute the
given by 3. o . opda(i, §) « By % & + M % 3. p 2. final set of nodess to which VPN endpoints are to be assigned,
Due to Lemma 1v11 S Jdc(ijj) + B, « & < andthe Steiner tree connecting the nodes.
@ + 3. B * a/,fevAfgg due to Lejmma J|V_12 The overall procedure for computing the optimal VPN tree
My E;EI; W s (226/ +1)/(¢ — 1)), 7. Com- iSshowninFig. 8. ProceduredBiPUTETREEPRIMAL DUAL uses
eck~e — eckk ~er . -
bining this with (3) and sincg. < z./c, we get that the cost the primal-dual method to compute a set of noflesntaining
of (2, ¢, 2) is at most(¢’ + 2)/(1__ S v e pdaliy ) * a specific node € V' and the Steiner tree edges connecting the
B N x’” + 2 + 1)/e(d ~ )M f%’&f; ~.. Thus, nodesins. This is done in the body of thier loop spanning
(.9, 2) is within a constant factor of the optimal frac-Steps 2-38 for each nodec V', and the tree with the smallest
tional solution (to the LP). This constant turns out to bEOStIS returned. The primal—dual algorithm is an iterative algo-
max{(¢ +2)/(1—¢), 2(¢ +1)/¢(¢' — 1)}. Choosing: = 3/5 rithm—during each iterationy; for the VPN endpoing with
andd = 2, we geta Q/alue of 10 for the constant. the smallesty; is increased, and in order to preserve dual feasi-
Time Complexity:The time complexity of Procedure Pility, the ;s are appropriately adjusted. Whepfor a VPN

COMPUTETREEROUNDING can be shown to b@(n?(log n+p)), €ndpointy becomes equal tdq(:, j) * B; for a node: € V,
wherep = |P| andn = [V|. The first termn2logn is the node: becomes a potential node for assigning endpgpiahd

time complexity of constructing a Steiner tree in Step 18 [61 adde_d toF;. Further, when for an edge the sum _OfW’jS
while the second term?p is due to the overhead of computingfor whiche € 6(V')) becomes equal td/, the edge is added

shortest paths for at mogt(«, w) node pairs in Steps 21-25. to the set of potential Steiner tree edges connecting the nodes
that are chosen for VPN endpoints. Tlgfor a VPN endpoint

J is not increased once one of the potential nodes for if:{in
becomes connected tovia potential Steiner tree edges. This is

While the rounding-based algorithm gives a constant factBgcause, as explained below, whenis increased, dual feasi-
performance guarantee on the cost of the computed VPN tRilty cannot be maintained by increasing,, wherev ¢ V.
(with respect to the cost of the optimal tree), it requires solving Data Structures: The algorithm collects thpotentialnodes
the LP relaxation of the integer program. This LP relaxation h#r @ VPN endpointj in F;. These are the nodesfor which
a small number of variables, but an exponential number of coty = Bj *dc (4, 7). Also, for each edge, w. stores the sum of
straints. Even though the ellipsoid method can be used to soflkthe;- ;s that contribute te—here}” does not contain and
the LP in polynomial time [10], it may not be computationallye € 6(17). Thus, whenw, = M, e becomes a potential Steiner
efficient and thus may be impractical. tree edge. Also, note that for any potential Steiner tree edge

Y <M
VCV,ecs(V), vgV

The dual is employed to guide in the selection of theiset

of potential nodes for each VPN endpojntThe primal com-

plementary slackness conditions imply the following.

* If endpoint;j is assigned to node € V, thena; —
2oicv vy Vi = By xda(i, j).

* Ifedgec is a Steiner tree edge, the, .5y v Vi =

C. Primal-Dual Algorithm
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]i).roc;::lzl;remCOMPUTETREEPRIMALDUAL(G, P) the dual equation; — 37, ¢ ¢ ¥p; < B * dq(i, j) stays
2. foreachv e V { feasible wheny; is incrementedf,ym wherei € V' must also
3 foreachi € V. C; := {i} be incremented. Note also thﬁgcj can be incremented only if
4. = ~ . . . .
s :g:::g:]e g f,’ ez ?j} S = {j}.a; = 0 8(V) contains no potential Steiner tree edges. This is because
. L Fj o= {3}, S; = {j},q; :== . X
6.  activeSet := P for a potential Steiner tree edge }_ ;v o vi; = M.
g Wh:i‘;e?::tixvslslfltlfngpiint R 1B 8 iveSet As a result, increasingvj if e € 6(17) could cause the dual
J with mnimum aj 4 Irom activese - N N N : L

9. let k be the node in V — F; such that d (k, 7) is minimum equationd_. sy g 19y < M to be violated. Thus, ifry,,
10. let e = (u,w) € 6(S;) such that M — w, is minimum is the variable that is increased to maintain dual feasibility when
11. letei :=dg(k,j) * Bj — a; «; for a VPN endpointj is increased, thel must contain all
gj i?ei?fez”{’ — We the nodes irC; for everyi € F}, or alternatelyS; C V.
14. o =0 +6 From the above discussion, it follows thatSf for a VPN
15. for each e’ € 6(S;), wer := wer + €1 endpointj containsy, thenq; cannot be increased any further.
}?' gj = gj b’gc} This is because there arenp; variables for set¥’ that contain

. 5 = § k .y . .
18 if v € S, delete 7 from activeSet nodew. As a result, _|t is not possible to increasg; to ensure
19. } that the dual equationy; — 3=, v v Vy; < Bj# da(i, j)
20. else{ stays feasible when; is incremented. ThusyctiveSet only
;; ;’J‘ =0+ €2 contains VPN endpointsfor which S; does not contaim.

. or each ¢’ € J(Sj), Wer 1= Wer + €2 | h it ti f th hile | . St 7
23, foreach | € Cy, C; := Gy U C n each iteration of the while loop spanning Steps 80,
24, foreachl € Cy,, C; :=C; U Cy, for a single VPN endpoinf belonging toactiveSet is incre-
gg- for ifea'ihel SG 1; {._ s LG mented bymin{¢;, &2}, wherej, ¢; ande, are as defined in
ey £ c Sl‘, s,l = Sll LLJJ co Steps 8-12. Note that increasing causes one of the following
28. if v € Sy, delete | from activeSet to happen—1): to be added td7; sincew; = dg(j, k) (if
29. } e1 < e3), or 2) edgee to become a potential Steiner tree edge
g(l" } } sinceM = w, (if 2 < €;). For the latter case, the connected
32. T, := computeTreeRounding(F, o/ B, G, P, v) components for nodes conpgctemtandv need to bg a(jjusted
33, let G’ be the graph obtained from G as a result of coalescing all (Steps 23 and 24). In additios,;s for VPN endpointgi that
» "Me;;nti’l;v m(;?h aﬁSUfemO‘:iﬁ v dat o’ and whose | . contain eithen; or v need to be expanded as described in Steps

. construct orea Ist tree rooted at v° and whose leaves are the

VPN endpoints in P 26 and 27. _ L o .
35. addedgesinT' to T, Finally, note that in order to maintain feasibility of equations
36.  delete leaves from T, that do not correspond to VPN endpoints ;=D iy vg ¥ Yoy S B; * dg(t, 7) for endpoints: in F,
g; ) O, <Cr.T=T, vs,; is increased by, /¢, whenc; is increased by, /e,. This,
39. return T in turn, contributes; /e, to w,- for all edges:’ € 6(5;) (Steps
15 and 22).

Fig. 8. Primal-dual algorithm for computing VPN tree. Time Complexity:The time complexity of Proce-

dure MPUTETREEPRIMALDUAL can be shown to be
(Q(n(me + mnp + n?logn)), wherep = |P|, m = |E|

andn = |V|. The outermost for loop performs iterations,

one for each node < V. Further, for each iteration of the
othermost loop, the body of thEcondition (Steps 14-18) can
eDe executed at mostp times, once for each VPN endpoint
node pair, while the body of thelsecondition (Steps 21-28)

if ¢ € 8(V), then~y., cannot be increased since this woul
result in a violation of dual feasibility. In the procedurg, is
used to store the nodes connected t6a potential Steiner tree
edges. FinallysS; is used to store the set of all nodes connect
to nodes inF; via potential Steiner tree edges (thtisC 5;).

As mentioned earlier, oncg; containsv, thena; for endpoint . .
J A P can be executed at most times, once for each edge if.

j cannot be increased any further. Assuming that unions involving,; can be performed i®
Algorithm: The complete primal-dual algorithm for com- te usalng Iookuu slcﬂ‘» cl:a\:l bvé gajrried out |F:1 constantltirr(lz) the

puting the VPN tree with low cost is illustrated in Fig. 8. Focorﬁplexity of Stgps f4—18 can be shown taten + ) Whilé

eachv € V (in the outermost for loop), the algorithm flrstthe complexity of Steps 21—28 can be shown t6kew +np).

E;ﬁ:%é St;e f%rrlrgzl:—hdtjl?aleeert]Z%%itn(; ;?]r;r;u;e;taofsztoi); nl?i(;ﬁelgi'nally, as shown earlier, the time complexity of Procedure
J COMPUTETREEROUNDING is O(n?logn + n?p). Thus, the

Steiner tree edges that connect edghto v (Steps 3-30). It .
then invokes Procedured®PUTETREEROUNDING to compute Procedure GMPUTETQRE 'MALDUQAL has an overall time
hCompleXIty of O(n(m*p + mnp + n*logn)).

the Steiner tree containingand connecting the nodes to whic
VPN endpoints are assigned. This tree is then extended to con- i )
nect the VPN endpoints iF? in Steps 32—35. D. Breadth-First Search-Based Algorithm

The variableactiveSet stores the VPN endpoingsfor which The BFS algorithm presented in Section Ill can also be used
«; can still be incremented. The s&t denotes the smallest setto compute the VPN tree for the asymmetric-bandwidth case
V of nodes for WhiCh‘ij needs to be increased when for (see Procedure@PUTETREESYMMETRIC in Fig. 3). However,
a VPN endpointj is increased. The reason for this is that fosince the VPN tree computation problem for the asymmetric
everyi € F;, o; > B; % da(4, 7). Thus, in order to ensure thatcase is NP-hard, the algorithm may not return the optimal VPN
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Fig. 9. Effect of number of network nodes on performance of algorithms.

tree. Nevertheless, one can show that cost of the tree computed Waxman model[12]. In this model, nodes are placed on a

by the procedure is within a factor 6§, B{* + By™)/M plane, and the probability for two nodes to be connected by
of the cost of the optimal VPN tree. a link decreases exponentially with the Euclidean distance

Theorem 1V.14:The cost of the tree returned by Procedure  between them. In our experiments, we used the Waxman
COMPUTETREESYMMETRIC is within a factor of(}",. , Bi* + model to generate networks of size less than 1000 nodes.
By™t)/M of the cost of the optimal VPN tree. 1 We set the value for the parameter that controls the density

of short edges in the network to 0.9 and the value of the
parameter for the average node degree to 0.1.
¢ Power-Law model[4]. In this model, the node connec-
We conducted an extensive empirical study to measure the tivity follows a power-law rule: very few nodes have
performance of our BFS and primal—dual algorithms, and com-  high connectivity, and the number of nodes with lower
pared them with the approach of using a Steiner tree to connect connectivity increases exponentially as the connectivity
VPN endpoints [2]. The major findings of our study can be sum-  decreases. This model is based on Internet measurements,
marized as follows. where a node is an autonomous system (AS). In our ex-

« The primal-dual algorithm generates VPN trees with the ~ Periments, we used the Power-Law model to generate
smallest cost for a wide range of ingress/egress bandwidth large networks containing 1000 or more nodes.

ratios. It Outpel’forms both the BFS and the Steiner trEEA subset of the nodes in each network is chosen random|y
algorithms for medium-to-large bandwidth ratios. and uniformly as the VPN endpoints. For the symmetric
* For low ingress/egress bandwidth ratios, the BFS amndwidth case, each VPN endpoint is assigned bandwidth
primal—dual algorithms consistently outperform thniformly chosen from an interval of 2-100 Mb/s. Further,
Steiner tree algorithm. In many cases, they construct VRY model asymmetric endpoint bandwidths, we introduce a
trees that reserve half the bandwidth reserved by Sten}@w parameten the asymmetry raﬂ,ﬂNthh is essentia”y the

V. EXPERIMENTAL STUDY

trees. ingress/egress bandwidth ratio for each VPN endpoint. The
» The BFS algorithm scales well for large networks corsame ratio is also maintained for, Bl and 3", B!, the
taining several thousand nodes. sums of ingress and egress bandwidths over all VPN endpoints.

In our implementation of Steiner trees, we used the 2-approxi-
mation primal—-dual algorithm from [6]. All experiments in this )
paper were performed on a dual processor SUN UltraSparc 8o Experimental Results

ith 2 GB of main memory, running Solaris 2.8. S . :
w ! y, running ! We compare the provisioning cost (that is, the total bandwidth

reserved on links of the VPN tree) and the running times of the
algorithms for the symmetric as well as the asymmetric band-
In our experiments, we used two different network generaddth models. In the study, we examined the effect of varying
tors, to generate random networks with different characteristi¢ise following three parameters on provisioning costdfwork
One generator was based on work by Waxman [12], the otleze 2) number of VPN nodeand 3)asymmetry ratioMost of
on work by Faloutsost al.[4]. We generated random and symihe plots in the following subsections were generated by running
metric networks consisting of 50 to 5000 nodes connected bgch experiment five times (with different random networks)
links with large residual capacities. The generation algorithrasid using the average of the cost/execution times for the five
use the following models. repetitions as the final result.

A. Network Generation Models
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1000 Node Network Based on Power Law Model

60000 ———————————— primal—dual algorithm performs the best for the entire range
 ers of asymmetry ratios. For small values of the asymmetry ratio
Semertes ’ (< 8), the primal—dual algorithm behaves similarly to the BFS
algorithm which we showed to be optimal for a ratio of 1. Thus,
both algorithms reserve less bandwidth than the Steiner tree

50000 |- .

o000 ] algorithm for small ratio values.

As we increase the asymmetry ratio, the size of the steiner
& 30000 | 4 tree connecting the core nodes of the VPN tree also increases.
- /// Consequently, the cost of the VPN tree computed by the Steiner
oooo | o /// | tree algorithm becomes smaller than the cost due to the BFS al-

/ gorithm. However, the primal—dual algorithm performs the best
7 since it estimates the cost of the VPN tree most accurately as

oo | S il consisting of a central core steiner tree component with multiple

o~ breadth-first trees connecting the core to the VPN endpoints.
T e S SR I 2) Execution Time:Figs. 12—-14 depict the execution times

Number of VPN Nedes (in seconds using log scale) of the algorithms for the experi-
ments corresponding to the graphs in Figs. 9-11. In Fig. 12,
we plot the running times for the BFS and Steiner tree algo-
100 Node Network Based an Waxman Model with 18 VPN Nodes rithms as the number of network nodes is increased from 100 to
o0 ‘ ‘ ‘ ‘ ' 4000. From the figure, it follows that the BFS algorithm is about
i 40-50 times slower than the Steiner tree algorithm. Further, the
8000 [ e 4 running time of the BFS algorithm is approximate®(n?2-)

T T S | for a network withn. nodes—this is consistent with our result
2500 |/ of O(mn) for the worst-case time complexity of the algorithm
i Stoimor Tog i (see Section Il). Itis interesting to observe that even for a large
i network containing 4000 nodes, the BFS algorithm takes less
2009 ;f‘ 1 than 45 min to compute the optimal VPN tree.
[

Fig. 10. Effect of number of VPN nodes.

Cost

Fig. 13 depicts the execution times for the BFS and Steiner
1500 | 1 tree approaches as the number of VPN nodes is increased. While
the time for the Steiner tree algorithm stays almost constant, the
running time for the BFS algorithm increases linearly with the
number of VPN nodes. We attribute this increase to the over-
head of computing the cost of VPN trees, which grow in size

1000 | 1

0 o o oo o as more VPN endpoints are required to be connected. Finally,

Fig. 14 illustrates the execution times for the three algorithms

Fig. 11. Effect of asymmetry ratio. as the asymmetry ratio is varied. The running times of the BFS
and Steiner tree algorithms are not affected by the ratios; how-

1) Tree Cost: ever, since the behavior of the primal—dual algorithm varies with

Network Size:Fig. 9 depicts the provisioning cost of thethe value of the asymmetry ratio, its running time is lower for
BFS and Steiner tree algorithms as the number of network nod&éreme values< 4 or > 64) of the ratio, and higher for mod-
is increased from 100 to 4000. VPN endpoints are assigni@te valuesX 4 and< 64). Note also that the primal-dual
equal ingress/egress bandwidths and the number of VPN eatgorithm is 3 or 4 orders of magnitude slower than the BFS
points is set to 10% of the network size. Recall that the BFR®d Steiner tree algorithms.
algorithm is provably optimal for the symmetric case. Further,
unlike the Steiner tree algorithm which is oblivious to the band-
widths of endpoints, the BFS algorithm does take into account
the bandwidth requirements for VPN endpoints. As a result, it In this paper, we developed novel algorithms for provisioning
outperforms Steiner tree algorithm by almost a factor of 2 for\@PNs in the hose model. We connected VPN endpoints using a
wide range of node values. tree structure and our algorithms attempted to optimize the total

Number of VPN NodesSimilar results are obtained for bandwidth reserved on edges of the VPN tree. We showed that
the BFS and Steiner tree approaches for a wide range of Veien for the simple scenario in which network links are assumed
node values (see Fig. 10). In the experiment, the numbertofhave infinite capacity, the general problem of computing the
nodes in the network were fixed at 1000 and VPN endpointgtimal VPN tree is NP-hard. However, for the special case
were assigned symmetric bandwidths. when the ingress and egress bandwidths for each VPN endpoint

Asymmetry Ratio:ln Fig. 11, we plot the provisioning are equal, we proposed a breadth-first search algorithm for com-
costs for the three algorithms as the asymmetry ratio is iputing the optimal tree whose time complexityi§mn ), where
creased from 2 to 256. The network size and number of VPN andn» are the number of links and nodes in the network, re-
nodes are fixed at 100 and 18, respectively. Interestingly, thpectively. We presented a novel integer programming formu-

VI. CONCLUDING REMARKS
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lation for the general VPN tree computation problem (that is,

when ingress and egress bandwidths of VPN endpoints are a®
trary) and devised an algorithm that is based on the primal—d@&d 3

method.
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ithe VPN tree; 2) setting the label stack at each edge router;

) making appropriate bandwidth reservations on links of

the VPN tree such that the QoS requirements of endpoints are

Our experimental results indicate that the primal—dual aIgH]et'
rithm performs the best over a wide range of parameter values,
reserving less bandwidth than either the BFS or Steiner tree al-
gorithms for large ingress/egress bandwidth ratios. For small1]
bandwidth ratios, the BFS and primal—dual algorithms consis-
tently outperform the Steiner tree algorithm. In many cases, the)JZ]
construct VPN trees that reserve half the bandwidth reserved by

Steiner trees.

(3]

VPN trees connecting endpoints can be implemented in ary)
IP network using the recently proposed MPLS standard. MPLS
enabledabel switched path§LSPs) along links of the tree to
be established between each pair of VPN endpoints, using thJ-:AS]
explicit routing capabilities of either RSVP-TE or CR-LDP [3].

We are currently working on a number of research problems that®!
arise when MPLS is used to implement VPN hoses; these inq,
clude: 1) sharing of labels among paths with common segments

REFERENCES

R. K. Ahuja, T. L. Magnanti, and J. B. Orlin,Network
Flows Englewood Cliffs, NJ: Prentice Hall, 1993.

N. G. Duffield, P. Goyal, A. Greenberg, P. Mishra, K. K. Ramakrishnan,
and J. E. van der Merwe, “A flexible model for resource management in
virtual private networks,” irProc. ACM SIGCOMM1998, pp. 95-108.

B. Davie and Y. RekhterMPLS Technology and ApplicationsSan
Mateo, CA: Morgan Kaufmann, 2000.

M. Faloutsos, P. Faloutsos, and C. Faloutsos, “On power-law relation-
ships of the Internet topology,” iRroc. ACM SIGCOMM 1999, pp.
251-262.

M. R. Garey and D. S. JohnsoBpmputers and Intractability: A Guide

to the Theory of NP-CompletenessSan Francisco, CA: Freeman,
1979.

D. S. Hochbaum,Approximation Algorithms for NP-Hard Prob-
lems Boston, MA: PWS, 1997.

S. Kent and R. Atkinson, “Security architecture for the Internet pro-
tocol,” Internet RFC, RFC 2401, Nov. 1998.



578 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 10, NO. 4, AUGUST 2002

[8] A. Kumar, R. Rastogi, A. Silberschatz, and B. Yener, “Algorithms fol
provisioning virtual private networks in the hose model,” Bell Labs
Tech. Memo., 2000.

[9] J. H. Lin and J. H. Vitter, ¢-approximations with minimum packing
constraint violation,” inrProc. ACM Symp. Theory of Computjri92,
pp. 771-782.

[10] M. Queyranne, “Structure of a simple scheduling polyhedrd#gth-
emat. Program.vol. 58, pp. 163-185, 1993.

Avi Silberschatz (SM'93-F'00) is the Vice Presi-
dent of the Information Sciences Research Center at
Bell Laboratories, Murray Hill, NJ. Prior to joining
Bell Labs, he held a chaired professorship in the
Department of Computer Sciences at the University
of Texas at Austin. His research interests include
operating systems, database systems, real-time
systems, storage systems, and distributed systems.
[11] D. Shmoys, E. Tardos, and K. Aardal, “Approximation algorithms fo In addition to his academic and industrial positions,
facility location problems,” irProc. ACM Symp. Theory of Computjng he has served as a member of the Biodiversity and
1997, pp. 265-274. Ecosystems Panel on President Clinton’s Committee
[12] B. M. Waxman, “Routing of multipoint connectionslEEE J. Select. of Advisors on Science and Technology, as an advisor for the National Science
Areas Communvol. 6, pp. 1617-1622, Dec. 1988. Foundation, and as a consultant for several private industry companies. He
holds over 24 patents. His writings have appeared in numerous ACM and IEEE
publications and other professional conferences and journals. He is a co-author
of two well-known textbooksQperating System Concegtsew York: Wiley,
2001) andDatabase System Concefigew York: McGraw Hill, 2001).
Amit Kumar received the B.Tech. degree in computer science and engineerin®r. Silberschatz is a Fellow of the ACM. He received the 1998 ACM Karl
from the Indian Institute of Technology, Kanpur, India, in 1997 and the M.S/ Karlstrom Outstanding Educator Award, the 1997 ACM SIGMOD Contribu-
degree in computer science from Cornell University, Ithaca, NY, in 2000. H®n Award, and the IEEE Computer Society Outstanding Paper award for the
is currently working toward the Ph.D. degree in the Department of Computarticle “Capability Manager,” which appeared in the IEERANSACTIONS ON
Science at Cornell University. SOFTWARE ENGINEERING.
His research interests are in algorithms, with a particular emphasis on the
algorithmic foundations of network management protocols.

Rajeev Rastogireceived the B.Tech. degree in com-

puter science from the Indian Institute of Technology,
Bombay, India, in 1988, and the Master’s and Ph.D.
degrees in computer science from the University of

Texas, Austin, in 1990 and 1993, respectively.

He is currently the Director of the Internet Man-
agement Research Department at Bell Laboratorie
Lucent Technologies. He joined Bell Laboratories
Murray Hill, NJ, in 1993 and became a Distinguished
Member of Technical Staff (DMTS) in 1998. He is

Bulent Yener (S'94-M'97) received the B.S. and
M.S. degrees in industrial engineering from the
Technical University of Istanbul, Turkey, and the
M.S. and Ph.D. degrees in computer science from
Columbia University, New York, in 1987 and 1994,
respectively.

He is a Member of Technical Staff at Bell
Laboratories, Murray Hill, NJ, Before joining Bell
Labs in 1998, he was an Assistant Professor at

active in the fields of databases and networking, an
has served as a program committee member for several conferences in the
base area. His writings have appeared in a number of ACM and IEEE pul
cations and other professional conferences and journals. His research inte Lehigh University, Bethlehem, PA, and the New
include database systems, network management, storage systems and knowl- Jersey Institute of Technology, Newark. His research
edge discovery. His most recent research has focused on the areas of netid@kests include reliable and real-time multicasting, quality of service in IP
topology discovery, monitoring, configuration and provisioning, data miningietworks, and Internet security.
and high-performance transaction systems. Dr. Yener has served on the technical program committees of leading IEEE

Dr. Rastogi currently serves on the editorial board of IEE&NsacTions — conferences and workshops. He serves on the editorial board Gloitn@uter

ON KNOWLEDGE AND DATA ENGINEERING. Networks Journaind thelEEE Network Magazine



	Index: 
	CCC: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	ccc: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	cce: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	index: 
	INDEX: 
	ind: 
	Intentional blank: This page is intentionally blank


