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Abstract. The studies on the spreading processes over complex networks have increasingly wide applications. Sometimes this is very important to find quickly the origin of spread, e.g. the patient zero in epidemics
or the origin of fake news forwarded in social network. The method of
maximum likelihood estimation proposed by Pinto et al. (PTV) solves
the important case of this problem in which a limited set of nodes act
as observers and report times at which the spread has reached them.
While the PTV algorithm has been shown to be optimal on trees there
are several challenges remaining on general graphs. One important issue is the complexity O(N α ) where N is the size of the network and
α ∈ (3, 4) depending on the network topology and the number of observers. We address this issue with a new approach in which observers
with low quality information (i.e., with large spread encounter times) are
ignored and potential sources are selected based on the likelihood gradient from high quality observers. Our Gradient Maximum Likelihood
Algorithm (GMLA) reduces this complexity to O(N 2 log(N )). The other
issue we address here is of precision on general graphs. The original PTV
approach assumes the information travels via a single, shortest path,
which by this assumption is supposed to be the fastest way. We show
that such assumption leads to the overestimation of propagation time in
networks where multiple potential traversal paths exist. We propose a
new method of source estimation based on maximum likelihood principle that takes into account the existence of multiple shortest paths. We
test our modifications extensively on both synthetic and real networks
and show that they successfully address the aforementioned issues and
thus enhancing the PTV method of locating the source of a spread on
complex networks.
Keywords: complex networks, spreading, signal detection
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Introduction

Our society is built of many types of interacting networks which collect, process
and transmit plethora of information in every moment [1–4]. Growing connect-
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edness of the world increases the risk of global pandemics, viruses both physical
and virtual, as well as misinformation and rumors with often serious effects [5–8].
As an example, a fake tweet about explosion in the White House caused $130
billion loss on the stock market in 2013 [9]. Sometimes rumors or fake news become viral on social media and might affect people choices as in 2016 during the
United States presidential election [10]. Developing effective tools for detecting
and suppressing spread of dangerous viruses or fake news is a great challenge for
network and data scientists. In order to stop the spread of a malicious content it
is necessary to localize its origin. The answer of Shah and Zaman for this problem was rumor centrality [11], which is the number of distinct ways a rumor can
spread in the network starting from a given node. They proved that the node
with maximum rumor centrality is the Maximum Likelihood Estimator for the
origin of spread if the underlying graph is a regular tree. This method requires
full knowledge about all the links between nodes and the infection status of all
nodes at a given moment. Pinto, Thiran and Vetterli [12] relaxed some of these
constraints since their algorithm does not need information about state of every
node, but only about some fraction of chosen nodes called observers. After these
two publications, the topic of the source detection became popular and many
other variants of this problem have been studied. These two works popularized
the topic of the source localization and gave rise to many other investigations.
Two main approaches can be distinguish to this problem: the snapshot-based
[11, 13–15] and the detectors-based [12, 16, 17] source localization. The snapshotbased methods need the information about nodal states of an entire network (at
a whichever time moment after the outbreak), while the detectors-based algorithms have to monitor only a small subset of nodes but all the time. Regardless
of the above division, researchers considered also different epidemic models [15,
18], spreading at weighted or time-varying graphs [19–22] and multi-source detection problems [23, 24]. Despite the interest of the scientific community, Jiang
et al. concluded in their state-of-the-art paper [25] that current methods are
too slow to be used for a quick identification of the propagation source in large
complex networks. Another challenge with the method presented in [12] is the
assumption of a tree-like propagation which is often not satisfied. The signal
always travels via the fastest route. On trees it is equivalent to the topologically
shortest path but this is not true for general graphs. Both the computational
complexity and multiple possible propagation paths have been addressed by us
before in [26, 27], in which we also presented the results on both real and synthetic networks. The Chapter compares and combines the approaches and shows
how to modify the maximum likelihood estimation approach in various scenarios
in order to obtain satisfying results in terms of increase in speed or precision.

The organization of this paper is as follows. In the second section we discuss
Pinto-Thiran-Vetterli algorithm which is the method of maximum likelihood
estimation. In the third section we introduce our Gradient Maximum Likelihood
Algorithm (GMLA) and compare it with PTV approach. The fourth section is
addressed to the issue of correlation between propagation paths, while in the
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fifth section we present possible solutions for this problem. The sixth section
contains conclusions and summary of our work.

2

Pinto-Thiran-Vetterli algorithm

We assume a general undirected graph that can model a plethora of systems
from transportation to social media. Within this graph we choose a node that
will function as a source of a signal. Said node initiates the spread via sending
an information to its adjacent nodes. Each subsequent ”infected” vertex now
becomes spreading this information themselves. The process comes to a halt
when all nodes have received the message. Such a process can be modelled in
several ways, most notably with an epidemic SI model where each node has a
certain probability per time step of infecting their neighbour. Alternatively, we
can use the framework of assigning real valued time delays on each edge of the
graph. Those delays are random values from a known and arbitrary distribution.
We use both of these methods and in the latter we assume the delays to be
normally distributed. Both the topology of the system and the distribution (but
not the specific values on edges) are known. Several nodes, chosen at random,
are what we call observers - they provide us with the exact time they received
the spreading signal. What is unknown and desired to be found is the source
of the spread. We stem our methods from an algorithm proposed by Pinto et
al. (referred to as PTV in this paper) that is a maximum likelihood estimation
(MLE) approach. To reiterate we need the full picture of the network topology
G and of times tk , 1 6 k 6 K, at which the information arrived at observer
k (observed delays) as it is required by MLE method. One of the observers,
we shall denote it as oK is a so called reference observer. As we do not know
the initial time of spread it is necessary to perform computations in a reference
frame. In PTV there is an underlying assumption that the signal travels through
the system along the shortest paths and the propagation times θi for each edge
are independently and identically distributed (i.i.d) normal random variables,
for which the mean µ and the variance σ 2 are known. In the case of a general
graph (in contrast to a tree) the actual propagation tree (which is not known
a priori) is approximated by a breadth-first search (BFS) tree composed of the
shortest paths between the node which is supposed to be the source and all
observers. The algorithm boils down to computing a score for each node s using
a density function of (K − 1)-dimensional normal distribution, where K is the
number of observers. A vertex that maximises said score is the one we classify
as the source. Let |P(u, v)| denote the length of the path P(u, v) connecting two
nodes u and v, d be the vector of observed delays, µs the vector of deterministic
delays and Λs the delay covariance matrix. Then the aforementioned score of a
given vertex s is given as:
φ(s) =

exp(− 21 (d − µs )T Λ−1
s (d − µs ))
,
1/2
|Λs |

(1)
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where
[d]k = tk − tK ,

(2)

[µs ]k = µ(|P(s, ok )| − |P(s, oK )|),

(3)

2

[Λs ]k,i = σ |P(oK , ok ) ∩ P(oK , oi )|,

(4)

computation time [ms]
1e−01 1e+00 1e+01 1e+02 1e+03

for k, i = 1, . . . , K − 1. Despite the simplifications, the method works reasonably well under certain conditions
(density of observers ρ = K/N > 10% and
√
propagation ratio λ = µ/σ ≥ 2).
Note: in the original paper Pinto et al. additionally use the information from
whom given observer received the signal. We do not use this information as it
is not always available in the real world scenarios. Therefore from now on when
we refer to PTV we mean a limited information variant of it.

tree creation (PTV)
matrix operations (PTV)
tree creation (GMLA)
matrix operations (GMLA)

1e+03

2e+03

5e+03

1e+04
2e+04
network size
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Fig. 1: The comparison of the times needed for creation of the propagation tree
and for matrix operations. The time complexity of matrix operation for PTV
is O(N 2.68 ) per node (red line), while the time complexity of tree creation is
O(N 1.81 ) per node for PTV (green) and O(N 1.34 ) for GMLA (blue). The tests
were performed on BA network with m = 3. The observers were distributed
randomly over whole network with density ρ = 0.1.

PTV uses the whole network for inferring the source, which makes the algorithm computationally expensive. It calculates the score for each node in the
network which requires to create BFS tree N times. Each BFS tree covers practically the entire network since it reaches to all observers, including these which
are far from the root node. The complexity of creating BFS tree is O(N 2 ) per
node s ∈ G. Unfortunately, the assumption of diffusion along the shortest paths
works well only for the observers which are close to the suspected node (the root
of BFS tree) since the typical random networks are locally tree-like. However,
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this may not be true for observers which are far from the supposed source. Thus
making use of the distant observers may be problematic – it increases the expenses and decreases the correctness (because there can be many possible paths
between the source and the remote observers). So far we have considered the
situation when the number of observers is much smaller than the number of
other nodes. In this case the overall complexity of PTV is O(N ) for arbitrary
trees and O(N 3 ) for general graphs. But what if the number of the observers is
not constant and small? In order to keep quality of the results of PTV constant
while increasing the size of the network, the number of observers also should
increase. Assuming constant density of observers ρ = K/N , the complexity increases to O(N 2 ) for arbitrary trees and O(N 4 ) for general graphs (in the worst
case), which makes the algorithm prohibitively computationally expensive when
applied to large networks. As numerical results show (Fig. 1), when K is increasing, matrix operations in Eq. 1 (especially inverting and obtaining determinant)
are more computationally demanding than creating BFS tree since they have
time complexity O(K 3 ) in the worst case. In general, the algorithm’s complexity
for arbitrary graphs as O(N (K 3 + N 2 )). Assuming K ∼ N γ , PTV complexity
ranges from O(N 3 ) when γ 6 2/3 to O(N 4 ) when γ = 1.
In Figure 10 we compare an expected time of signal’s traversal as per the PTV
approach with a real time. Real as in experimentally obtained via a simulation.
It is quite apparent that they are far from matching. There are two reasons
for this clear discrepancy between the two. Firstly, PTV assumes the signal
travels via a shortest path obtained with a BFS method, however, there can be
more than one shortest path (and usually this is the case in non-tree networks).
Since the signal propagates through the fastest path, every additional parallel
trajectory provides the spread with more chances (as each edge has a random
delay) for the information to arrive more quickly. Thus, instead of a distribution
of traversal time from a single path, we deal with a distribution of a minimum
from several different trajectories. Moreover, one has to account for the existence
of independent and longer than shortest paths as while less likely they still can
become faster than the topologically shortest paths. Therefore, the existence
of such additional opportunities for a quick spread (even if not as likely) still
contributes significantly to a decrease of the mean traversal time. The effect of
longer paths being faster is the greater the smaller the propagation ratio µ/σ.
If said ratio is sufficiently the primary mechanism is that of multiple shortest
paths.
As such we have dedicated ourselves to this very problem of the two and
developed a new method based on the maximum likelihood that focuses on the
existence of multiple shortest paths.
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Fig. 2: Normalized logarithm of the score vs the number of nearest observers
which were used for the computation. The score of a node (the true source or
its first neighbor or its second-order neighbor) was computed for various values
of the number of the nearest observers. The results show that increasing the
number of the nearest observers above a certain threshold does not change the
score substantially. The tests were performed on (a) ER graph with hki = 6, (b)
BA network with m = 3. The size of networks is N = 1000 The observers were
distributed randomly over whole network with density ρ = 0.2. SI model was
used for propagation with infection rates β = 0.5. The results are averaged over
100 realizations. The standard errors are smaller than symbols on plot.

3

Gradient Maximum Likelihood Algorithm

We propose two enhancements to the PTV method: a restricted number of observers, and a gradient-based selection of potential sources. The motivation for
limiting the number of observers is following: the value of score changes noticeably only with a first few tens of observers, and then stabilizes (see Fig. 2).
However, the algorithm complexity scales as O(K 3 ), which means that every
additional observer increase greatly the computing time. Since the distances of
observers from the source are positively correlated with their times of receiving
signal, one can exploit only a small number K0 << K of the nearest observers.
This correction greatly reduces the time needed for computing the score.
The idea behind gradient-based selection of nodes is very simple. The algorithm begins the calculation of scores from the nearest neighbors of the observer
one (with the smallest reported time), because it is very likely that the origin
of spread is in close proximity to this observer. Then, it picks the neighbor with
the highest score and check the scores for his nearest neighbors in order to find
the one which has a score greater than or equal to the current maximum. The
procedure is continued until it finds the node with the local highest score (see
Fig. 3). The algorithm saves all computed scores to avoid double calculation and
create the ranking of nodes.
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Fig. 3: The visualization of GMLA. The right picture presents the whole graph.
The red node is the true source. Dark green nodes mark the K0 nearest observers
with the smallest time delays (in this plot K0 = 4). The rest of the observers in
the network are highlighted in light green. The picture on the left is a zoom of a
small area around the nearest observers. In this picture the color corresponds to
the score (the likelihood of being the source) of the node (except for the observers
which are dark green). The higher the score of the node is, the darker red is its
color. At the beginning the algorithm computes the scores for the neighbors of
the nearest observer (in this plot the observer one is o1 and its neighbors are
v1 ,v2 , and v3 ). Afterwards GMLA selects the neighbor with the highest score
(v1 in this case) and starts computing the scores for its neighbors (o1 ,v4 ,v5 and
s∗ ). During this step there is no need for estimating the likelihood for the node
v2 since it was done in the previous step. All the scores which are computed
are stored in the list. Since s∗ has the highest score among the neighbors of v1 ,
in the next step GMLA will compute the scores for it neighbors. None of the
neighbors of s∗ has higher score than s∗ , therefore the algorithm stops here. The
node s∗ is the source according to GMLA because it has the highest score from
all tested (suspected) nodes. The nodes not visited by the algorithm are black
since their scores are undefined (their scores are not computed).
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Numerical simulations show that the number of suspected nodes N0 = |Vs |
increases linearly with the average degree hki and logarithmically with the number of nodes in network N0 ∼ hki log(N ) (see Fig. 4). It is worth noting that
the algorithm does not guarantee that the true source s∗ will be selected for
score calculation, i.e., P(s∗ ∈ Vs ) < 1. Using the symbols K0 and N0 we write
the time complexity of GMLA as O(N0 (K03 + N 2 )) in the worst case. Assuming
N0 ∼ log(N ) and K0 << N , which is true for our method, the complexity can
be further simplified into O(log(N )N 2 ). The limited number of observers was
introduced earlier in works [12, 28], where the search algorithm was run before all
K observers get infected, to imitate more realistic scenario. This research pays
attention on the improvement of the algorithm’s complexity for large complex
networks.
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Fig. 4: (a) The number of suspected nodes vs the size of BA network. The fit
is a logarithmic function
N0 = 6.58 ln(N ) − 3. Parameters: hki = 6, ρ = 0.2,
√
β = 0.5, K0 = 0.5 N , 1000 realizations. (b) The number of suspected nodes vs
the average degree of BA network. The fit is a linear function N0 = 3.5hki+18.2.
Parameters: N = 2000, ρ = 0.2, β = 0.5, K0 = 20, 1000 realizations.

The number of the nearest observers K0 has a strong impact on GMLA and
therefore should be carefully fine-tuned. Too small value of K0 decreases the
precision of the algorithm, while unnecessarily large K0 increases the time of
computation. We denote K0∗ as the optimal number of the nearest observers,
which is the minimum number of the nearest observers K0 needed to get maximum quality of the source localization. We study how the network size, the
average degree and the propagation ratio affects the value of K0∗ for Erdős-Rényi
(ER) and Barabási-Albert [29] (BA) networks. We do not observe substantial
relationship between K0∗ and the average degree of the network or the propagation ratio. Figure 5 shows the performance of GMLA versus the number of the
nearest observers K0 for various sizes of BA network with the minimum degree
m = 3 (m is the initial degree of each attached node, thus hki = 2m = 6).
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The peak of precision is visible for each size of BA network on Fig. 5a. Figure
5b presents the estimates of K0∗ for different sizes of BA network and nonlinear least squares fit. No peak of precision but the saturation point is observed
for Erdős-Rényi graph (see Supplemental Material for [26]). The occurrence of
the precision peak for BA network (not only the saturation point like for ER
graph) means that taking only K0 << N nearest observers not only shortens the
computation time, but it may also improve the quality of the origin localization
under certain circumstances. In the following paragraphs we present a numerical
estimation of the complexity of GMLA as well as its performance in terms of
the quality of results in comparison to PTV.

(b)

0.6

(a)

0.2

5

10

20

50
K0

200

500

50
30

N = 0.5k
N = 1k
N = 5k
N = 10k

10

K∗0

precision
0.3 0.4 0.5

70

y = 1.44x0.42

200

500

1000 2000
network size

5000

Fig. 5: Performance of GMLA versus number of the nearest observers K0 for
various sizes of BA network (m = 3). (a) The maximum of precision is clearly
visible. The position of maximum depends on the network size N . (b) The optimal number of the nearest observers K0∗ for various sizes of BA network. The
solid line is a nonlinear least squares model y = bxa (Gauss-Newton algorithm),
where a = 0.42 ± 0.04 and b = 1.44 ± 0.51 (95% confidence interval).

We compare GMLA and PTV on four kinds of synthetic networks: ErdősRényi (ER), Barabási-Albert (BA), Random Regular Graph (RRG), Scale-free
network (SFN). We use well-known Susceptible-Infected as transmission model
with the√infection rate β = 0.5 (which corresponds to propagation ratio λ =
µ/σ = 2). The observers are distributed in random nodes with the density
ρ = 0.2. For a high precision of GMLA, we set the number of
√ the nearest observers as a sublinear function of the network size K0 = 0.5 N (see Fig. 5b)
For comparative purposes, we introduce also a baseline method. The baseline
method assumes that the true source is always the observer one (with smallest
delay tk ). We use the average precision as an quality measure. Precision for a
single test (realization) is defined as the ratio between the number of correctly
located sources (i.e., true positives, which here equals either zero or one) and the
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number of sources found by the method (i.e., true positives plus false positives,
which here is at least one). The tests are repeated multiple times for different sources and many graph realizations (for synthetic networks) and then the
obtained values of precision are averaged.
The most important feature of GMLA is a striking reduction of the computation time. In Figure 7 one can see that the empirical complexity decreases
from O(N 3.46 ) to O(N 1.15 ) for ER graph and from O(N 3.49 ) to O(N 1.32 ) for BA
network. Furthermore, an initial difference between GMLA and PTV computing
times for the networks of size 200 is a factor 4.4 for ER graph and 3.6 for BA
network.
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Fig. 6: GMLA (orange) versus PTV (purple) and the baseline method (red) on
several synthetic networks. (a-b) For networks with narrow degree distribution,
precision of both algorithms is almost the same and it increases with the number
of nodes. (c-d) Precision of GMLA increases with the network size
√ and it is
much higher
than
precision
of
PTV.
Parameters:
hki
=
6,
λ
=
2, ρ = 0.2,
√
K0 = 0.5 N (details in the text).
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Fig. 7: The mean computation time of a single realization of GMLA and PTV
for Erdős-Rényi (a) and Barabási-Albert (b) network. The solid lines are linear
models ln(time) = γ ln(size) + C, where (a) γ = 3.46 ± 0.07 for PTV and γ =
1.15±0.09 for GMLA, (b) γ = 3.49±0.08 for PTV and√γ = 1.32±0.18 for GMLA
√
(95% confidence interval). Parameters: hki = 6, λ = 2, ρ = 0.2, K0 = 0.5 N
(details in the text).

As evident, the quality of the source localization depends on the network
topology. Both algorithms perform better for ER and RRG than BA and SFN.
In the case of ER and RRG, precision of GMLA is almost the same as PTV
(Fig. 6a-6b). On the other hand, for BA and SFN models, GMLA outperforms
PTV for networks containing more than 500 nodes (Fig. 6c-6d). Moreover, the
advantage of GMLA increases with the size of these graphs and is especially high
for large networks, for which the computation of PTV takes too long to collect
a large enough statistics.
Figure 8 presents the precision of GMLA and PTV on a real peer-to-peer
network. Gnutella is used for direct exchange of data via Internet between users
and therefore can be used to spread the malware. The graph is downloaded from
SNAP Datasets [30–32] and includes N = 6299 nodes (hki = 6.6). During tests
we use simple SI model to simulate spreading. The performance of both methods are very similar for the density of the observers below 10%, but for higher
densities GMLA provides higher precision of the source localization. Nevertheless, the main difference between these algorithms lies in the computation time
(Fig. 8b), which differs initially by a factor 61.5 and increases with the density
of observers.
In summary, in this Section we proposed a novel approach for fast and accurate localization of spread source with incomplete observations which is capable
to process timely large networks consisting of tens of thousands of nodes. Our algorithm is always much faster and provides higher quality of localization results
than Pinto-Thiran-Vetterli algorithm for scale-free networks. The key to this
success is restriction to the most important observers, while ignoring excessive
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Fig. 8: GMLA (orange) versus PTV (purple) and the baseline method (red) on
Gnutella network. (a) GMLA achieves higher precision than PTV and the baseline method. (b) The mean computation time of a single realization of GMLA is
substantially shorter that PTV and, in contrast to PTV, is independent of the
density of observers.
√ Each point in the figures is the result of 1000 realizations.
Parameters: λ = 2, K0 = 30 (details in the text).

and noisy information from far observers, as well as use of likelihood gradient
for selection of potential origins of spread.
In the next Section we shall show how to improve the quality of detection
results for networks that do not possess a tree topology and contain loops.

4

Independent paths

So far we have shown how to compensate the complexity of the PTV approach
using a gradient like evaluation of node scores and limiting the number of observers considered in the evaluation. In this section we will explain why obtaining
expected traversal times exactly is a fairly complicated tasks (and therefore Pinto
et al. focused on loop-free tree graphs) and how one can take into account more
than just the shortest path between two nodes, i.e. multiple propagation paths.
Finally we will settle on using only the shortest paths, albeit all of them instead
of simply one per pair of nodes as in PTV, and introduce two new ways - EPP
and EPL - of computing the elements of (1).
We can represent each path Xi between any given two nodes as a traversal
time that is a normally distributed random variable X1 , X2 , . . . , Xn with a known
joint probability distribution:


X − µ )T Σ −1 (X
X − µ)
exp − 21 (X
p
X) =
f (X
Σ|
T n |Σ

(5)
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Fig. 9: A schematic illustration of the problem. The source of the propagation
is represented by the red node S while observers by blue nodes Oi . There are
three topologically shortest paths between O1 and the S. To complicate the
matters further these paths are correlated - some edges in the graph are shared.
Additionally, the random nature of delays implies that a topologically longer
route can still be the fastest what is shown with the observer O2 .
Where X = [X1 , X2 , . . . , Xn ], and µ and Σ are a mean vector and a covariance
matrix, respectively. Since the signal propagates via the fastest path we can
compute the expected time of traversal as the expected value of a minimum
X )] = E[min(X1 , X2 , . . . , Xn )].
distribution - E[Xmin ] = E[min(X
We can write the probability density function (PDF) as:
φ(Xmin ) = −
d
=−
dXmin

d
P (X1 , X2 , . . . , Xn > Xmin ) =
dXmin
Z∞

Z∞
···

Xmin

(6)

X )dX1 dX2 . . . dXn
f (X

Xmin

and so the expected value Xmin is of course:
Z∞
E[Xmin ] =

xφ(x)dx

(7)

−∞

However, such an integral is not a trivial one to be fully computed analytically.
There are two natural simplifications that can be used: ignoring correlations and
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Fig. 10: Signal’s propagation time between two nodes in a network as a function
of number of shortest paths connecting those nodes. Simulations were conducted
µ
= 4, the
on Barabási–Albert graph with 100 nodes, with propagation ratio
σ
shortest path length was chosen to be three edges. Line labelled simulation
is the real, i.e., experimental time whereas PTV is time assumed in the tree
approximation. EPP / EPL is result of taking into account up to two shortest
paths see Eq. (16). I.I.D is what one gets when taking all shortest paths into
consideration with the assumption that they are uncorrelated.

limiting number of paths. Firstly, let us assume that there are no correlations
amongst Xi , i.e., they are independently, identically distributed random variables (I.I.D.R.V). In such case we can write the cumulative distribution function
(CDF) of Xmin as:
ΦXmin (x) = P (Xmin ≤ x) = 1 − P (min(X1 , X2 , . . . , Xn ) > x)

(8)

We also note an obvious fact that
min(X1 , X2 , . . . , Xn ) > x ⇐⇒ ∀i=1,2,...,n Xi > x

(9)

which allows us to compute the CDF as:
ΦXmin (x) = 1 − P (X1 > x)P (X2 > x) . . . P (Xn > x) = 1 − P (X1 > x)n = (10)
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n

= 1 − [1 − P (X1 ≤ x)] = 1 − [1 − ΦX1 (x)]
where ΦX1 has a known form:
1
ΦX1 (x) =
2




1 + erf

x−µ
√
2σ


(11)

From which we can obtain the PDF of Xmin :
φXmin (x) =

dΦXmin (x)
dx

(12)

Which allows us to represent the expected value in an integral form:
Z∞
E[Xmin ] =

xφXmin (x)dx =

(13)

−∞



2



n−1
Z∞ xn exp − (x−µ)
2
2σ
1
x−µ
√
√
1−
1 + erf
dx
=
2
2σ
Tσ
−∞

Note that we assumed so far that the delays are in the domain of real numbers. In real world scenarios a delay cannot be negative. We can correct for that
and then the above takes the form:




√
√µ
erf x−µ
+
erf
2σ
2σ


(14)
ΦX1 (x) =
µ
1 + erf √2σ




 n−1

2
x−µ
Z∞ xn exp − (x−µ)
√
√µ
erf
+
erf
2
2σ
2σ
2σ
1 −



√
E[Xmin ] =
dx
µ
Tσ
√
1
+
erf
−∞
2σ

(15)

It is also note worthy that this correction is not necessary when the propagation
ratio - µ/σ - is sufficiently large (due to the nature of error function).
In Fig. 10 we show the results of the described above approach in contrast
with other approaches, including the PTV tree approximation. These results
show certain promise, however, as one increases the propagation ratio the assumption of uncorrelated paths is less justified. This makes this solution only
viable in certain scenarios and there also exist another caveat of computational
costs with numerical integration that often cannot be ignored.

5

Multiple correlated paths

Now we will move onto the second approach - limiting number of paths taken
into account. As indicated above finding the general expression for the expected
value of minimum distribution of correlated n random variables is far from trivial[33]. Even with the I.I.D approximation the results force us to use numerical
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computation. There is, however, a known analytical formula in the case of n = 2
derived in [34].
Let Y = min(X1 , X2 ) where X1 , X2 are known normal distributions with
E[Xi ] = µi , E[Xi2 ] − E[Xi ]2 = σi , and Φ, φ representing the CDF and PDF of
the standard normal distribution. Under this notation authors in [34] give:
E[Y ] = µ1 Φ
E[Y 2 ] = (σ12 + µ21 )Φ

µ1 − µ2 
µ2 − µ1 
µ2 − µ1 
+ µ2 Φ
− θφ
θ
θ
θ

(16)

µ2 − µ1 
µ1 − µ2 
µ2 − µ1 
+ (σ22 + µ22 )Φ
− (µ1 + µ2 )θφ
θ
θ
θ
(17)
q
2
2
θ = σ1 + σ2 − 2ρσ1 σ2
(18)

With ρ representing the correlation of X1 , X2 that we shall define as the number
of edges that the paths R1 , R2 share with one another, normalized by their length
L:
R1 ∩ R2
ρ=
(19)
L
What we propose here is then to compute the expected times vector µ using (16)
if there is more than a single shortest path otherwise, of course, as in PTV. In
case there are more than two shortest paths apply (16) for two least correlated
ones. In Fig. 10 we show the results of this proposition. It is quite apparent that
this deviates from reality as the number of shortest of paths grow, however, a
significant improvement over the tree approximation is visible nonetheless.
5.1

Equiprobable paths (EPP)

We very deliberately reject the tree approximation used in PTV and therefore
a new way of computing the covariance matrix is needed. We find it to be
quite natural to generalise the formula used in PTV by the computation of the
expected value of the covariance between all shortest paths from node oi+1 to
reference observer o1 and all shortest paths between oj+1 and o1 . The diagonal
elements, on the other had, instead of σ 2 ∗ L we put the variance of a minimum
distribution if n > 1 (Fig. 11). Denote ♥ as a set of paths each represented by
a random variable:
♥i+1 := R1 (o1 , oi+1 ), R2 (o1 , oi+1 ), . . . , Rn (o1 , oi+1 )

(20)

with Ri (x, y) signifying an i − th path between vertices x and y, then:

Σi,j =

 X
n X
m

 σ2
pk,l · |Rk (o1 , oi+1 ) ∩ Rl (o1 , oj+1 )| i 6= j
k=1 l=1

 min(♥i+1 ) = E[Y 2 ] − E[Y ]2
σ2

(21)

i=j

Here pk,l is a probability that k − th path from the set of paths connecting
nodes o1 , oi+1 and l − th path from the set connecting the other observer with
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Fig. 11: A schematic illustration of correlations of paths connecting the source S
and observers O1 (red paths), and O2 (blue paths). Approach EPP assumes all
paths are equally probable and computes the expected overlap between all pairs
of red-blue paths (out of six pairs, one has overlap 1, one has overlap 2). On the
other hand, approach EPL assumes all links are equally probable and computes
the overlap between the union of all red and the union of all blue paths (two
links), normalized by the union of all paths (eleven links).
reference observer (i.e., o1 , oj+1 ) will be the fastest routes, see Fig. 11 for details.
As it happens these probabilities are as difficult to compute as the expected
traversal times themselves and we are forced to assume that all paths are equally
probable (which is true only when there are no intersection between them). This
assumption allows us to write:
 2 n m
XX

 σ
|Rk (o1 , oi+1 ) ∩ Rl (o1 , oj+1 )| i 6= j
Σi,j = n · m k=1 l=1
(22)

 min(♥i+1 )
i
=
j
2
σ

5.2

Equiprobable links (EPL)

Our second propositon of computing the covariance matrix is to take a product
of the Jaccard Index [35] (Fig. 11) and the geometric mean of variances of sets
of paths, namely:
|{ei } ∩ {ej }| q
Σi,j =
· min
(♥i+1 ) · min
(♥j+1 )
(23)
|{ei } ∪ {ej }|
σ2
σ2

18

Paluch, Gajewski

where {ei } is a set of edges of all shortest paths connecting node i with the
reference observer. The intuition behind this approach is to say that using intersection over union of sets of edges we treat each edge as equally probable (in
contrast to treating each path equally probable like in the previous approach).
The choice of geometric mean here is fairly arbitrary and we found arithmetic
mean to produce similar results.
5.3

EPP/EPL results

Our method presented above has been tested on both synthetic graphs and real
networks. We used two synthetic graphs: Barabási–Albert (BA) and Erdős–Rényi
(ER) with size N = 100 and average node degree hki = 8 in each case. As a measure of success we use precision like in the previous sections. Results are shown
in Figure 12. There is visible a vast improvement in precision of the method using our proposed adjustments with the difference between EPP and EPL being
barely noticeable.

ptv
epp
epl

precision

0.6

ptv
epp
epl

0.8
precision

0.8

0.6

0.4

0.4

0.2
5

10
15
density of observers [%]
(a) Barabasi-Albert

0.2

5

10
15
density of observers [%]
(b) Erdos-Renyi

Fig. 12: Improved precision of source detection measured as a function of observers’ density for original PTV method and and our modifications. Simulations where conducted on (a) Barabási–Albert (BA) and (b) Erdős–Rényi (ER)
graph. Both with mean node degree hki = 8 and network size N = 100. We have
conducted 1000 simulations for each point on those plots. Bars represent 95%
confidence intervals.

We have also conducted a study on a real network from the University of
Rovira i Virgili. The network has N = 1133 nodes, mean degree hki = 9.6, and
clustering coefficient C = 16.6% [36]. It is the email communication network at
the University Rovira i Virgili in Tarragona in the south of Catalonia in Spain.
Nodes are users and each edge represents that at least one email was sent. The
direction of emails or the number of emails are not known [37]. The results are
shown in Fig. 13 with each point being a result of 1000 simulations. One can
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0.70

0.80

clearly see a confirmation of the previous findings on synthetic networks - both
our modifications show substantial increase in precision with EPL being ever so
slightly better than EPP. The fact that this result holds for real world network
strongly shows the merit of our methods for real world applications.

PTV
EPL
EPP
0.05

0.10
0.15
density of observers

0.20

Fig. 13: Precision gain on the University of Rovira i Virgili network. The network
has N = 1133 nodes, mean degree hki = 9.6, and clustering coefficient C =
16.6%. The propagation times are distributed normally with propagation ratio
µ/σ = 4. The results are averaged over 4000 realizations. Bars represent 95%
confidence intervals.

6

Conclusions

We introduce a new algorithm (GMLA) for the spread source localization in
the well-known Pinto-Thiran-Vetterli (PTV) limited observers formulation. The
main drawback of PTV is its time complexity. For large networks with many
observers the complexity of PTV is defined by the complexity of matrix operations, which is O(K 3 ) per node in the worst case (where K denotes the number
of observers). We avoid this drawback in our algorithm by reducing the number of observers used to determine the score (the likelihood of a node being the
source) and by limiting the number of suspected nodes. The latter is performed
by the selection procedure which starts from the neighbors of the first observer
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and follows the gradient of the score. As a result of this selection, we get a limited
number of the suspected nodes N0 = |Vs | ∼ log N in contrast to PTV where each
node is checked (Vs = V ). Thanks to this approach, the complexity of Gradient
Maximum Likelihood Algorithm (GMLA) is O(log(N )N 2 ) in the worst case and
as far as we know this is the fastest algorithm for the spread source detection in
generic networks with incomplete observations. The phrase “less is more” once
again turned out to be truth here.
We also address the issue of a tree-like propagation assumption that is often not true. We have shown that the approach of breadth-first search (BF S)
trees presented by Pinto et al. overestimates propagation time of a signal. We
presented an analysis of why that is, namely there can be more than one shortest paths and also other paths may also happen to be faster, and those effects
are non-negligible. We provide alternatives to BF S that take multiple paths
into account and while they require more computational time, they significantly
improve precision of the source detection. This improvement is the most prominent for artificial networks, however, when tested on a real network there was
also a significant increase in precision with both EPL and EPP over the PTV
method. To our knowledge our approaches (EPL/EPP) provide highest precision
of location amongst current methods.
The two approaches presented here address on of the most important challenges in context of maximum likelihood source estimation. We show how to
modify the PTV method to some specific needs in various scenarios. If the most
important consideration is the time of computation - one can use the GMLA
variant. Should precision be of highest importance one can use EPL or EPP.
Which of the two to use in the latter case also depends on whether we have
additional information we could use (e.g., the path probabilities in EPP). While
our methods do not completely solve the problem of locating the source of spread
in complex networks, we do hope they provide an appropriate toolbox for the
reader that will prove useful in the real world.
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