Pervasive and Mobile Computing, vol. 8(3), June 2012, pp.346-357

Market Mechanisms for Resource Allocation in
Pervasive Sensor Applications
Sahin Cem Geyika , S. Yousaf Shaha , Boleslaw K. Szymanskia , Sanmay
Dasa , Petros Zerfosb
a

Department of Computer Science and Network Science and Technology Center
Rensselaer Polytechnic Institute (RPI), Troy, NY, USA
Email: {geyiks,shahs9,szymansk,sanmay}@cs.rpi.edu
b
IBM T.J. Watson Research Center, Hawthorne, NY, USA
Email: pzerfos@us.ibm.com

Abstract
This paper describes the use of market mechanisms for resource allocation in
pervasive sensor applications to maximize their Value of Information (VoI),
which combines the objectively measured Quality of Information (QoI) with
the subjective value assigned to it by the users. The unique challenge of
pervasive sensor applications that we address is the need for adjusting resource allocation in response to the changing application requirements and
evolving sensor network conditions. We use two market mechanisms: auctions at individual sensor nodes to optimize routing, and switch options to
optimize dynamic selection of sensor network services as well as switching between modes of operation in pervasive security applications. We also present
scenarios of transient congestion management and home security system to
motivate the proposed techniques.
Keywords: Pervasive Applications, Wireless Sensor Networks (WSNs),
Value of Information (VoI), Quality of Information (QoI), Auctions, Switch
Options.
1. Introduction
Deciding how to allocate resources to maximize Value of Information
(VoI) for network users is a challenging problem in pervasive sensor applications. First, the value of information to each user may be subjective and
user specific. Second, both the application needs and network conditions can
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evolve with time. A reasonable way of allocating resources in such domains is
to deploy market mechanisms that take decisions based on the explicit valuation that users assign to information and apply them to the current network
conditions. However, designing mechanisms that allow both the appropriate
amount of information disclosure as well as efficient outcomes is a challenge
in itself. As proof of concept, we present two market mechanisms that can
be deployed in pervasive sensor applications to address aforementioned challenges.
The Value of Information is most easily thought of as a price that a user
of network information is willing to pay for it. Therefore, it is reasonable to
think about it as the change in expected utility of a decision-maker who receives the information. We distinguish between quality of information (QoI)
[2], which can be represented by a vector of objective measurements, and
VoI, which depends both on objective QoI as well as on the subjective assessment of the importance that an end-user assigns to certain information.
Hence, QoI can be measured entirely within the system that produces information while VoI is dependent on both QoI and exogenous information
usually provided by the information user.
This paper focuses on maximizing VoI in pervasive sensor applications.
We propose to use two market mechanism methods1 . Our first method deals
with the low-level sensing and routing operations of a single sensor node.
The goal at this level of WSN (Wireless Sensor Network) architecture is to
collect the set of the most meaningful measurements or to transmit the most
valuable packets first when congestion arises. This is particularly difficult
in sensor networks because the congestion is often intermittent, associated
with events that move through the network (like an edge of the forest fire, or
an object tracked by the network). Therefore, traditional congestion control
mechanisms that rely on feedback from the destination to the source do not
work well. An important aspect of QoI in sensor networks is the time delay
with which information is available to end-users. Thus, any congestion or
packet collisions will lower QoI of the information carried by affected packets. We assume QoI is not affected by network utilization, making resource
allocation approaches based on efficient network utilization not applicable
[26, 6]. We demonstrate how the use of auctions on the very nodes where
1
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temporary congestion occurs can resolve congestion in a way that minimizes
the loss of VoI.
Our second method dynamically optimizes composition of services in pervasive sensor network applications. Switch options are often utilized in economics to decide the selection of mode of production for factories, or switching between investment options to maximize profit/minimize loss. When
Service Oriented Architecture (SoA) is used in sensor networks, the more
complex functions are composed of basic services that are often hosted by
multiple nodes. Their execution commands significant resources (most importantly energy, but also bandwidth, computing power, and sensing modes).
We use switch options to dynamically adjust the efficient composition of basic services to changing network conditions. We also demonstrate the use
of this technique in a domestic pervasive security application in which false
security-breach alarms can be prevented by cleverly switching between secure/insecure modes according to expected gains/losses of each mode.
The problem of decentralized resource allocation has been studied widely
in communication networks, yet not in the context of both VoI and dynamically changing application needs and network conditions on which we focus
here. Mainland et al. propose a decentralized reinforcement-learning based
scheme for efficient vehicle tracking in a WSN under energy constraints [17].
Congestion based pricing mechanisms have also been featured prominently
in the literature [16, 23], generalizing from the traditional domain of tollways and airports to communication networks. In such systems, the goal is
to tackle the effects caused by increased traffic. Flat rate pricing, prevalent
today, is not an optimal strategy for service providers [23]. Fixed pricing
schemes can lead to overuse of bandwidth by exploitation of TCP at the
user end, so using congestion pricing or differentiated QoS would help to
regulate bandwidth use. Various mechanisms to avoid Internet congestion
have been suggested (although none have thus far gained much real-world
traction) [5, 13]. Most of these mechanisms rely on congestion feedback from
the destination to the source, an approach that is not feasible for the intermittent congestion caused by event-driven network flows in WSNs. In the
domain of WSNs, the works we would like to list are RAP [15], which prioritizes packets to reach a certain velocity to meet their deadlines, and SPEED
[10] which aims to ensure a desired delivery speed along the sensor network.
These papers aim to meet real-time packet urgency constraints as well as to
deal with congestion in WSNs.
The rest of the paper is organized as follows. In the next section we dis3

cuss how auctions can be utilized to maximize VoI gain in sensor network
congestion control. In Section 3, we present our switching options methodology applied to sensor network service selection as well as pervasive security
applications. We conclude the paper in Section 4. Please note that apart
from the related work given in the current section, the relevant previous work
is discussed in the corresponding sections.
2. An Auction Mechanism for Distributed Congestion Control
As discussed above, resource allocation considered here is driven by VoI
that combines an objective function that measures QoI and a subjective
component that assesses how valuable information with the given QoI is to
the end-user. We consider the low level management of resources in WSNs,
as exemplified by bandwidth allocation in congestion scenarios. Following
Chen et al. [4], we use public safety and emergency response needs of a VIP
visiting a large city as a motivating example. The streets are equipped with
a sophisticated WSN composed of acoustic sensors, closed circuit cameras,
chemical fume sensors, and so on. Various state agents are present in the
area to ensure the safety of the visitor and the public, using the deployed
WSNs to monitor events.
Suppose a vehicle with a suspicious driving pattern is being tracked by the
state agency, while a gathered mob is continuously monitored by local police.
Both targets are getting close to the visitor’s car as they enter a nearby
intersection. Now, data packets are continuously sent to three different sinks
(agencies), all with high priority, monitoring three different targets (visitor’s
car, suspicious mob and threatening vehicle). A noticeable problem occurs
due to the fact that all three targets are physically close, causing congestion
at nearby nodes that transmit packets to sinks. This congestion increases
network delays and may even cause packet loss, decreasing QoI of the traces
of the targets that are of high value at that point in time. This problem is
even more complex when there are more targets with coordinated mobility
patterns involved. Following Chen et al. [4], we formally define an auction
mechanism to solve this problem.
While the value of information could be a very general function of QoI
and user-specific importance of the information, for simplicity, we consider
a case where the utility for an application i is a linear function of the QoI
received about this application, Ui = αi q(i, d), where αi is the application
specific multiplier and q(i, d) is the QoI for the specific application i with the
4

data transmission delay, d, experienced by this application2 . We make one
further simplification in what follows. We assume that each node maintains
only one packet for each application because when two distinct packets of
the same application are received at the destination, the one with the more
recent target data brings VoI to the same value, regardless of whether the
other one was received or not. Hence, each node’s maximum queue length is
limited by the number of active applications, a requirement easily satisfied
by modern sensor nodes. Once congestion arises, the node needs to decide
in what order the waiting packets will be transmitted, exposing them to
different delays at the node. The standard congestion control techniques
involve destination-to-source feedback therefore they are not applicable here
because of the intermittent nature of congestion that keeps moving from one
node to another in target tracking applications of WSNs.
To quantify the loss of information resulting from packet delays caused
by congestion, we need to assess VoI of a piece of information. There are two
related ways of thinking about this: first, how much the new information
reduces uncertainty about the position of the object being tracked. A useful
mathematical formulation in this case may be the reduction in entropy of the
user’s belief about the location and direction of the tracked object. If the
user’s belief is represented by a well-behaved distribution, like a Gaussian,
this could be further simplified by considering perhaps only the variance of
the distribution.
A related way of thinking about this issue is to quantify the “surprise”
element of an observation as being key to the value of the information contained in the observation. For example, if a suspicious vehicle was traveling
slowly in a particular direction, but suddenly made a U-turn and accelerated sharply, that information may be more relevant than if it just continued
on its previous path. How can this be objectively quantified? Perhaps the
difference in implied probability distributions of the location of the object
could be important. A measure like KL-divergence of the two distributions
(the post-observation distribution and pre-observation distribution) may be
helpful in quantifying VoI in cases like this.
When congestion occurs in the network, the delay of packet delivery in2

Although many more parameters may define the value of q(i, d), we explicitly refer to
d, as this is the parameter directly impacted by congestion, while other parameters, such
as precision of target’s position or precision of the time of measurement are not.
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Figure 1: An object in pursuit of another while being tracked by sensing nodes (for
simplicity sensing range of only two nodes is shown). The dashed line shows the path
followed by objects.

creases which causes increases in the VoI loss. There are scenarios in which
the congestion occurred on one node, disappears and reappears on a nearby
node, thus giving an impression of mobile congestion. Such situations often
arise in scenarios where the data streams are intensive but short. Consider a
car chased by police; as the car moves along its path in the sensor network,
the sensor nodes sensing the car generate bursts of data. As the followed
and following cars move forward, they enter into the sensing ranges of new
sensor nodes and exit the ranges of sensor nodes behind it. Consequently, the
bursts of packets are generated by different sensor nodes as the cars continue
the chase. These bursts generate congestion on the routing nodes with the
congestion moving from one routing node to another as the bursts change
their origins and trajectories. These bursts are short but produce intensive
traffic. In such a situation the congestion moves from node to node. Previously developed solutions, such as [4], use, what we call Static Auction
at each congested node that starts from scratch when the congestion arises
there. Thus, they do not take into account the VoI losses accumulated by an
application at previously congested nodes in the network. In particular, they
initially assume that no packets were delivered yet to the destination. Hence,
all packets will pass the congested node in a round robin fashion sequentially
in the ordered of their priorities. Thus, packets of high priority will wait for
such initial round robin round to finish before they can fully assert their priority. To avoid this problem, we introduce the Traveling Auctions in which
the auctioneer node shares its local auction information with its neighbors.
When congestion arises in any of the neighboring nodes, they can use the
shared information to make more efficient decisions. The sharing is done via
each node overhearing its neighbors. Accordingly, the packet header is extended to include auction specific information, including application id and
the time of measurement of the packet.
In general, the Traveling Auctions approach applies to various mobile ap6

plication scenarios in which congestion moves from node to node, such as:
(i) unmanned vehicles performing joint operation and communicating over
wireless network, (ii) rescuing workers using an ad-hoc wireless network in
a disaster stricken area exchanging messages of various priorities with aid
agencies, hospitals and general public, and (iii) tracking groups of mobile
objects. All the aforementioned scenarios involve mobile objects with prioritized data traffic in which an efficient congestion resolution mechanism is
needed to effectively use the WSN bandwidth.
In this paper, we demonstrate benefits of Traveling Auctions in the scenario of a tracking application. In this scenario, the goal of an auctioneer is
to minimize the total VoI loss for all the applications. Let pi be the priority
of the application ai . This priority is a function of the subjective measure of
importance of the application. We assume TDMA as MAC layer protocol in
our scenario under which each node receives a transmission slot in which it
is able to transmit a new packet every tc time units. Let tmi denote the time
at which the packet of application i competing for the current transmission
slot was generated, which is also the time of measurement of the target object that this packet carries. Let tmpi be the packet origination time at the
source for the latest packet of application i known to be sent to the sink. As
mentioned earlier, we also assume that the VoI loss caused by losing the next
auction is a linear function of the delay3 .
Whenever the congestion arises on the node, the node itself computes the
bids of all packets competing for the transmission slot and then allocates it
to the highest bidder. The bid bi for the current transmission slot for the
application ai representing this loss is computed as:
bi = (tmi − tmpi ) pi tc

(1)

From the above definitions, it is clear that when a new packet of the
application for which we already have a packet in the queue waiting to be
delivered arrives, only the packet with the latest origination time needs to be
stored and the other one can be discarded. Figure 2 illustrates the VoI losses
that are avoided when the latest available packet is delivered. In the current
auction, the VoI loss for application 1 is larger than for application 2, so the
3

If the VoI loss is a non-linear function of the packet delay, the bid computation will
be just the difference between the predicted VoI loss after winning the auction and the
loss after losing the auction.
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Figure 2: Replacing a packet with a fresher one; tmp1 and tmp2 are the origination times
of the latest packets that passed through the node (or zeros where none passed yet),
tm1 , tm2 are the origination times of the packets competing for current transmission slot,
while tm01 , tm02 are those times for packets competing for the following transmission slot,
for applications 1 and 2, respectively. Note that bids correspond to the sizes of shaded
areas in the diagram.

packet of application 1 is selected. As a result, in the following auction, the
time of the latest packet of application 1 raises to tm1 , so the VoI loss in
that auction is larger for application 2 than for application 1, and therefore
the packet of application 2 will be selected for the transmission slot.
2.1. Evaluations
To evaluate and compare Traveling and Static Auctions, we simulated the
object tracking scenario using the Network Simulator ns-2. We used TDMA
as the MAC layer protocol with the transmission slot being large enough to
transmit one packet. Each node receives one transmission slot every tc = 0.1
sec. We simulated a sensor network of 44 nodes deployed as a flat grid.
The number of mobile objects (represented as special ns-2 nodes) varied
between two and four. Each object was tracked by a separate application
of the object tracking algorithm. The sensor nodes were stationary, while
the tracked objects were moving according to mobility patterns mimicking
real life objects movements. We used ns-2 native DSDV routing protocol to
route packets to sink. The simulation was run 5 times (each for 200 seconds)
and at the end of simulation we calculated the total VoI loss at the sink for
all applications.
We have developed a traffic generator attached to all sensing nodes, so
each such node generates 10 packets per second for each object that is in its
8

sensing range. The generated UDP packets are customized with extended
header containing scenario specific information, such as the total number
of applications, the associated application id, the time of the packet creation, and the application priority. Whenever the object enters the sensing
range of a node, the node starts generating object measurement packets
for the application associated with this object. The simulator is configured
with TwoRayGround medium model [20]. Table 1 shows VoI loss (with the
Priorities
9,36
4,16,36
2,4,9,16

Trav.Auctions
1552 ± 8.4
2991 ± 7.5
2321 ± 5.3

Static Auction
1790 ± 10.3
3724 ± 10.5
2686 ± 3.7

Network Losses Gain
1033 ± 0
45.8%
1359 ± 0
44.9%
1530 ± 0
46.1%

Table 1: VoI Losses

95% confidence intervals) for applications under: (i) Traveling Auctions, (ii)
Static Auctions, and (iii) no congestion. The losses without congestion,
referred to here as network losses, are accumulated by every application because of non-congested traffic delays and non-continuous measurements of
the object movements. Hence, there are three types of losses that make up
the total VoI loss:
1. Non-continuous measurements loss is incurred by lack of new data
about the object between two subsequent measurements; the higher
the frequency of measurement, the lower the VoI loss.
2. Non-congested traffic delay loss is caused by the delay the packet incurred traversing the non-congested path from the source to destination; the larger the hop distance from the source to destination, the
larger the loss incurred by the application.
3. Congestion delay loss is incurred by the waiting that some of the packets
experience at the routing nodes when the incoming transmission slots
are taken by the packets of other applications. We can reduce this loss
and thus the total VoI loss by efficiently managing the order in which
packets of different applications are assigned to incoming transmission
slots.
The network losses for two applications with priorities (9,36) are shown
in Table 1. In the simulation, the sink received 2000 packets. The position of
objects were measured every 0.005 sec, so loss caused by the non-continuous
measurements was 0.005/2 × 2000 × (36 + 9) = 225. Hence, the VoI loss
9

due to the non-congested traffic delay is 1033 − 225 = 808 and it bounds
the delay that was at least (1033 − 225)/2000/(36 + 9) = 0.009 sec and at
most (1033 − 225)/2000/(36 + 9) × 2 = 0.018 sec. The delay measured in the
simulation was 0.012 sec, so it was consistent with the bounds. Doing the
same check for three applications with priorities (4,16,36), we find that the
minimum cost caused by non-continuous measurements is 0.005/2 × 2000 ×
(4+16+36) = 280 and the corresponding bounds on network delay are 0.0096
sec and 0.019 sec which again is consistent with the measured delay of 0.012
sec. The same consistency was observed for the case of four applications.
Since the auction impacts only the congestion caused losses of VoI, we
measured how much higher was the Static Auction VoI loss relative to Traveling Auction VoI loss using the following formula:
Gain = 100 ×

Loss Static Auctions − Loss T raveling Auctions
Loss T raveling Auctions − Loss N etwork

(2)

As shown in Table 1, Static Auctions incur around 45% higher losses compared to Traveling Auctions.
To confirm the scale of performance gains, we conducted tests for many
different priority sets for two, three and four mobile objects under the same
settings. Table 2 shows average of performance improvements (with the
95% confidence intervals) for different numbers of mobile objects tested. For
brevity, the actual values of losses are not presented here, instead we computed the improvements for each individual case and then took their average.
As discussed earlier, the Traveling Auctions are applicable to other scenarPriorities
Gain
(9,36),(2,8),(3,6),(4,16),(5,10)
43.5% ± 1.5%
(5,10,15),(2,4,9),(3,6,9),(4,16,36),(4,8,12)
43.8% ± 0.7%
(5,10,15,20),(2,4,9,16),(3,6,9,12),(4,16,36,64),(4,8,12,16) 44.0% ± 1.4%
Table 2: Average Gains

ios in mobile applications. We have described the use of Traveling Auctions
with one specific utility function, but the auctions can be defined with any
non-decreasing utility function of delay. As we have shown, Traveling Auctions perform significantly better than Static Auctions under highly bursty,
short-term traffic.
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3. Switch Options for Pervasive and Mobile Applications
Switch options (for more details, see Chapter 10 in [22]) are a special
form of real options that can be used to model the value of keeping multiple alternatives available. This applies to valuing general process flexibility,
defined as the ability to switch among alternative inputs4 , as well as product
flexibility, which refers to the ability of manufacturing multiple products in
response to changing market demands. When switching costs are absent,
exercising the option affects only the current payoff but not any subsequent
(switching) decisions.
Switch options have been applied to the management of different modes
of operation (e.g. ability to produce different materials according to market
conditions) for investments [14][9]. The first of these two papers utilizes a
stochastic dynamic programming to encapsulate the value of flexibility to
switch between the modes. The second paper examines the option to change
the quantity of resources used for production in response to changes in the
product demand.
In this section we present the usability of switch options in pervasive
sensor applications. We first describe our methodology for the switch options, and explain how the value of various alternatives can be found. We
then evaluate the proposed methodology in two applications: (i) dynamic
service selection in sensor networks, and (ii) switching operational modes in
a pervasive security application.
3.1. Switch Options Methodology
Switch options constitute a promising modeling and decision making approach for service and operation mode selections that are made during the
pervasive application’s operation, in the presence of volatile network and environmental conditions. However, the application of this method requires a
model for quantifying the value of an alternative service or operating mode.
3.1.1. Quantifying the Value of a Selection:
The value of a selection can be measured by the difference between its
benefits and the costs incurred by its execution. In the case of service selection in sensor networks, the benefits rely on Value of Information (VoI) that
is application-specific and depends on the importance, quality and security
4

e.g. switching among various types of fuel that a factory may use for its operation
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of a service’s output [18]. On the other hand, costs of accessing a service
include any energy spent in processing and communication with the provider
of the service, as well as the delay for the transmission of the output that it
provides. Hence, the value (V ) of a service S is:
V (S) = Vinf (S) − α(t)Es (S) − β(t)D(S) ,

(3)

where Vinf represents the VoI of the output that S produces, Es represents
the energy that is spent by this service, and D is the time it takes for the
output of S to reach the requesting service. α(t) and β(t) act as unifying
parameters for the different units of the above components. They are also
application specific and describe the relative importance of energy and delay
to the application at a specific point t in time. For example, if the application becomes time-critical, the β value will increase to penalize the service
instances with high delay. Similarly, for services with low energy left in the
sensor on which they are implemented, the α value will increase. Furthermore it is entirely possible that the information value (Vinf (S)), energy spent
(Es (S)) and the delay (D(S)) vary during the operation; hence they are also
time dependent, although this is not explicitly shown in the equation. In
this work we are dealing with a simplified, linear valuation model but other
valuation techniques can also be applied, a task that we leave for future
work. Furthermore, in the case of switch options in other domains, different
types of costs are more relevant. We will discuss these in more detail for the
application of switching options in the pervasive security applications.
3.1.2. Switch Options Modeling
The value of being able to switch to different operating modes or actions
during the development of a project is the extra value that can be gained
once the switch is exercised. For example, for two operating modes A and
B, of which the former is more valuable at the beginning of the project, the
extra value of keeping
PBn as an alternative, as long as there are no switching
costs, is VOption = tt=t
VA→B (t), where VA→B (t) is the expected value of
0
the extra gain from using B instead of A when market conditions suggest
so, and time series t0 . . . tn denotes the times at which the switch was made.
Of course, this value is obtained only if choosing B is expected to be more
beneficial than keeping A, otherwise the switch will not occur.
The above approach can readily be applied to sensor service selection
or pervasive applications. However, it becomes apparent that the network
12

and environmental conditions that drive the switching decisions should be
assessed before any selection of sensor service instances or operating modes
can take place. We name this task the test phase, which is followed by the
actual selection and execution phases. These phases are discussed in the
remainder of this section.
Test Phase: once the possible sensor services or the operation modes that
provide the necessary functionality are detected, the test phase executes all
alternative selections either all at once or one after the other, to estimate the
costs that they incur and their value of information. The test run lasts for a
set period of time, the length of which determines the cost of performing this
evaluation. Often, the conditions for switching between the instances may
require that the possible selection alternatives are run all at once.
The cost of a selection is determined during the test phase by: (i) accumulating the energy consumption and delay for processing and communication
of the information packets that are relayed along the path that connects the
service and the user, for the domain of service selection, and (ii) accumulating monetary and manual labor costs, for other application domains (such
as modes of operation in a security application). The value of information
that is provided by a selection is also assessed during the test phase, thus
the value V (S) (as in Eq. 3) can be computed.
From the above discussion, it is apparent that the test phase (and our
proposed method based on switch options described herein) cannot be applied
in cases when the sensor service, or a mode of operation, is time-critical and
short-lived. For example, there is no opportunity to conduct a test phase
when one needs to monitor the break-out of a fire in a forest. On the other
hand, for long-lived sensor tasks such as temperature or soil contamination
monitoring, the costs incurred by the test period are reclaimed by the future
gains of switching from one selection to another.
The gains from different selections are estimated using the measurements
of the test phase as follows. Let C(t) be a random variable representing
network and environmental conditions at time t that define VoI of options A
and B at time t, denoted by VA (C(t)) and VB (C(t)), respectively. Also let J
be the random variable representing switching signal to switch from option
A to B (J(t) = 1) and from B to A (J(t) = −1), or no action (J(t) = 0),
at time t. Most often, the switching signal is a function of C(t), and its
quality might depend on which options are active, as only currently active
sensors can provide input to the computation of function J. Furthermore,
13

let T denote the duration of the test phase. During that time, we make
a series of n measurements of C(ti ) and compute J(ti ), where ti = i ×
T /n, as well as VA (C(ti )) and VB (C(ti )). Based on these measurements and
computations, we create the piecewise linear approximations vA (t) and vB (t)
of VA (C(ti )) and VB (C(ti )) for t in (0, T ). Likewise, we create a piecewise
constant function s(t) (stating currently active option, either A (s(t) = 0)
or B (s(t) = 1)) defined for ti < t ≤ ti+1 as 0 if i = 0 (we always start with
option A active), or, for i > 0, s(ti ) = min(max(J(ti ) + s(ti−1 ), 0), 1), where
min and max are used merely to keep the result 0 or 1. Then, the benefit per
time unit of having an option to switch from A to B is given by the following
integral:
Z T
s(t)(vB (t) − vA (t))
dt .
(4)
V (A → B) =
T
t=0
If amortization cost per time unit of having option B (which includes cost
of switching between options as well as cost of measurements necessary to
generate switching signals) is lower than V (A → B), option B is worth
having. If cAB and cBA denote the switching costs from A to B and B to
A, respectively, then the switching cost between options A to B normalized
over time T is given by the following sum:
c(A → B) =

n
X
J(ti )
i=2

2T

[(1 + J(ti ))cAB − (1 − J(ti ))cBA ] .

Indeed, when J(ti ) = 1, we switch from option A to option B, and when
J(ti ) = −1, we switch back, so at those times we need to add the cost of
switching, and J(ti )(1 + J(ti ))/2 yields 1 if and only if when J(ti ) = 1, and
similarly −J(ti )(1 − J(ti ))/2 yields 1 if and only if when J(ti ) = −1.
Finally, if the cost of measurements of switching signals at time t is m(t),
then the cost of measurements per time unit is:
m(A → B) =

n
X
m(ti )
i=1

T

.

c
Often, m(t) is independent of t, so m(t) = mc and then m(A → B) = n×m
.
T
The above mathematical model captures a direct relationship between the
signals used for switching decisions and the value of the switch option. The
test phase is required for calibrating the values of switching option and of
switching signals. Better these signals are, larger percentage of the benefit of
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switching to the best solution are. Furthermore, the cost of amortization and
achievable benefits of switching determine whether the alternative services
or modes of operation are worth keeping.
Execution Phase: once the feasible choices for a set of selections are narrowed down based on the lowest estimated cost from the test phase, then
the chosen subset of possible selections are executed and the gains are computed according to Eq. 3, during the execution phase. Once conditions for
replacement of services (or operating modes) are specified, they can be monitored continuously as the operation continues. Moreover, monitoring of the
environmental phenomena may offer information about the kinds of events
requiring switching. For example, this could be evident in the case of high
humidity being detected during the test phase that affects one service more
than another. Knowledge of such a result can be used to switch automatically when humidity increases in the monitored area. Note that such effects
depend on the environment in which the sensor network is deployed, making
the test phase essential. Furthermore, to be able to switch between services
or operation modes, it is not necessary to run all alternatives during the execution phase. The environmental conditions that are necessary to decide on
switching are monitored separately (which constitutes a cost as given in the
above mathematical model). The switching points however are learned in
the test phase, where multiple options are run together to see which is more
advantageous at which condition.
Algorithm 1 Algorithm to Set Indicator Signals During Test Phase or
Switch During Execution Phase
method set indicator switch(time ti , condition C(ti ))
if ti in Test Phase then
Calculate VA (C(ti )) and VB (C(ti )) for options A and B at C(ti )
Update E[VA (C(ti ))] and E[VB (C(ti ))]
else
if E[VA (C(ti ))] > E[VB (C(ti ))] then
Switch to (or stay at) A
else
Switch to (or stay at) B
end if
end if
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The pseudocode in Algorithm 1 highlights our switching methodology.
This algorithm receives the current time (ti ) and environmental conditions
(C(ti )) and checks if the test phase is still in progress. If so, then the VoI
is calculated for both options (since we assume simultaneous run during the
test phase), and the expected value of VoI (denoted by E) for both options
(which will function as switching indicator signals later on) in the current
conditions is updated. If the execution phase is in progress however, the
expected values that were calculated during the test phase are examined to
decide on switching between available options.
Our proposed methodology consisting of emphtest and execution periods
relates to Machine Learning methods studied in literature [1]. The novelty of
our approach consists of combining techniques for learning switching points
during the test phase presented there with the theory of switching developed
in Economy for evaluating the feasibility of alternative options (i.e. whether
they should be kept at all).
3.2. Switch Options for Service Selection
A Service-oriented Architecture (SOA) approach [11] to wireless sensor
networks abstracts them into a set of software services, each of which provides a well-defined functionality and might be deployed on one or more sensor nodes. Service selection is based on the assessment of the processing and
communication costs that are incurred when a service instantiation in a given
sensor node is chosen as part of a composition graph. There were previous
methods proposed for making an efficient choice of operator for general distributed computations (e.g. [12][19][21][24]). However, these methods have
not taken into account the operational uncertainty arising in sensor network
deployments, which directly affects any estimates of service costs. Operational uncertainty in sensor networks arises from several causes, including
(a) a lack of accurate knowledge of the computational and communication
resources of sensor nodes and their residual energy that gets depleted over
time, (b) changes in the environmental conditions in which nodes are operating, such as background noise that affects the quality of sensor readings (e.g.
audio signals), and (c) the changes in the Value of Information (VoI) that the
output of a composite service carries for a particular user at a given point in
time. We propose the use of switch options to deal with such uncertainty in
sensor services.
To demonstrate the application of switching options theory to the domain
of sensor service selection, we first provide a real world scenario, and then
16
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present the benefits of the switch options methodology on a simulation based
on this scenario.
3.2.1. Real-World Scenario
As a real world application of switch options to service selection, we chose
a covered parking garage monitoring network. There are two types of services
in this network: (i ) a microphone service of readings from an acoustic sensor
to monitor the sound volume, and (ii ) a camera service that provides views
of the area covered by the microphone monitors. We consider a pervasive
monitoring application during which automated service selection may choose
to utilize one or both of the services in monitoring.
An illustration of expected test period results for this application is shown
in Figure 3a. The test period measures how external factors affect the VoI
and benefits produced by each service. Clearly, the camera view for an area
will produce the best results, but running a camera is a costly operation (due
to its energy consumption and maintenance costs) in mid-term applications,
so the benefit of using this service is low when no events are happening in the
garage. Figure 3a also shows that when the VoI of the microphone service
drops below a certain level, there is loud noise in the garage, and the VoI
provided by the camera service increases. Of course, loud noise often signifies
an important event in which case the VoI (the first factor in Eq. 3) increases
even more, giving the camera service a higher benefit than normal. On the
other hand, the microphone gives faulty measurements when the noise level
is high. This example shows how the switch option balances the Value of
Information (VoI) provided by the services with the cost incurred by it.
Once the costs of running multiple services in each area during the test
period have been incurred, the service selection mechanism can switch between the microphone and the camera service, and can do it with increased
17

efficiency based on information about the conditions that are beneficial for
switching gathered during test period. In the long run, the costs of the service test phase is compensated by clever switching actions, which it enables
with the information it acquires. Figure 3b shows the advantage that could
have been gained had switching information been available during the test
period shown in Figure 3a. The area difference between the curves of Figure
3b and the curve of the microphone service (since it is best on average) in
Figure 3a quantifies the extra value of the switching option.
3.2.2. Evaluations
We conduct a simulation-based evaluation of our service selection method
via switch options, which is based on the parking garage example described
in Section 3.2.1. Our goal is to assess the relative gains in service value obtained by using this new approach compared to the naive method of selecting
a service based on its current value, as well as the optimal approach that always has complete knowledge of the value of services in a noisy environment.
The setup that we simulate includes a microphone and a camera monitoring
service for one area of the parking lot; events triggering system responses
are set up to investigate how the service value of the microphone or camera
changes. A test period was established to measure the switch points according to the sound levels in the environment. These levels are hence associated
with the signaling function J(t), as given in Section 3.1.2. Here, C(t) (i.e.
the environmental conditions) is the sound level in the system at time t. This
can be measured by both the microphone and the camera service, since we
assume the camera service also encapsulates a microphone; hence the conditions of the environment can be measured by the chosen service during
execution phase. This allows for the chosen service signal that it should be
switched with the other alternative during execution. In another application with different environmental indicators, extra effort may be needed to
monitor conditions which signal the switching of service selections. The cost
of this extra effort was also mentioned in Section 3.1.2, which may make
keeping the option infeasible if too costly. While we try to make reasonable
assumptions regarding the evolution of noise level in our target environment
as well as the characteristics of the process that generates events of interest,
our goal is not to exhaustively study all possible statistical distributions and
their parameters for these components, but rather gain a qualitative understanding of the performance of these strategies. A realistic assessment of
the service selection approaches can only be performed in a deployed sensor
18

Type
Event
Non-Event

Inter-arrival (secs)
exp(mean=100)
→ av: 100
exp(mean=40)
→ av: 40

Sound Level
200+[40 x (Γ(k=90,θ=1/3))]
→ min: 200, av: 1400
200+[40 x (Γ(k=10,θ=0.5))]
→ min: 200, av: 400

Length of Period (secs)
20 x N (µ=1,σ 2 =0.1)
→ av: 20
20 x N (µ=1,σ 2 =0.1)]
→ av: 20

Table 3: Sound Change Properties for Service Selection Experiment

network, a task that we leave as future work.
In our experiment, the results of which are shown in Figures 4a and 4b,
the simulation time is fixed at 100,000 seconds, and the ratio of the test
period to the remainder of the simulation time is varied among the runs (we
ran 10 cases of 100,000 seconds for each test period length), within the range
of values that is depicted on the x axis in the figures. We introduce two
types of sound level changes to the environment, on top of the ground noise
sound level, which is constant with a value of 200. The first type represents
an increase in the environmental noise without any actual event of interest
taking place (for example no car driving in or out of the parking lot but
outside noise due to nearby construction is increasing). The second type of
sound level change that we simulate represents a significant event of interest
that occurred in the environment, for example detection of car movement
in the parking garage. The properties of these sound level change types are
given in Table 3.
As discussed above, the value of information (VoI) consists of two components: one that is subjective and describes the utility as assessed by the user,
and another one that denotes the objective quality of information (QoI) that
data carries. VoI is then represented as the product of these two components.
For our experiments, a constant QoI of 0.9 is assumed for the camera sensor,
)2 ,
while the microphone has a QoI that changes according to 1 − ( SoundLevel
1000.0
which accounts for loss of quality with high sounds. The utility for the camera
sensor service is set to 1.0 upon occurrence of an event, while for the microphone it is constant at 0.2 when no event of interest occurs. Regarding cost,
we set it to 0.45 and 0.15 for the camera and the acoustic sensor respectively,
which includes both energy and delay as per Equation 3. The value V (S) of
each service is computed by the simulator as V (S) = utility × QoI − cost for
each time unit.
In Figure 4a, the results for service values corresponding to different
lengths of the test phase (an average over 10 cases, with 95% confidence
intervals as error bars) are given for four strategies: the switch options ap-
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proach, two strategies that select either the camera or the microphone service
exclusively, and the optimal approach that has complete and accurate knowledge of the VoI and the costs. Evidently, choosing either the microphone or
the camera service provides less value than switching between them during
the system’s run time. This is to be expected, since a system that does
not make use of the test phase does not know if and when it should switch
between alternatives. Such decisions in our experiments are made via the
expected value by each service at a given sound level. Although the test
phase is indeed useful, as it gets longer, the value gains decrease due to the
excess cost of running (and testing) both services. Figure 4b shows the results (again with 95% confidence intervals as error bars) of a closer look to
the varying lengths of the test phase to see the value that peaks the gain for
this setting (via comparing them with shorter ones for the same experiment).
From the graph, it appears that when the length is too short (for example
only 0.1% of the actual system run time), the gain in value is rather small.
This is due to the switching options approach not being able to determine
when to make a switch, as a consequence of limited experience with events.
3.3. Switch Options for Pervasive Security Applications
In this section, we consider another application of switch options, the
selection of operation modes in a pervasive security system. A house, a
gallery or any other secure space where certain valuables are stored are often
monitored by a security firm which charges a certain amount of money per
unit of time for its services when the security system is in alarm mode.
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We assume that in addition to the per time fee, the security firm charges
also switch costs, a fixed cost fee charged when the alarm is raised and the
response crew is dispatched to the monitored area. This is a perfect case
for applying switch options because being able to set good indicator values
of when to alarm the security firm is crucial to protecting valuables with
acceptable cost of protection. False alarms cost money for security charges,
but missed security breaches result in the loss of valuables. This increases
the importance of test period during which the alarm indicators are learned.
We assume a security application where a microphone is used to measure
sound levels in the system. The changes of sound levels in the monitored
area indicate a potential security problem (e.g. theft). We simulated the
security application for 100,000 minutes, and again introduce two types of
sound level changes to the system: (i) security breach, and (ii) safe situation
whose properties are detailed in Table 4.
Type
Security
Breach
Safe
Event

Inter-arrival (min)
600+exp(mean=600)
→ min: 600, av: 1200
300+exp(mean=300)
→ min: 300, av: 600

Sound Level
200+[40 x (Γ(k=90,θ=1/3))]
→ min: 200, av: 1400
200+[40 x (Γ(k=20,θ=0.5))]
→ min: 200, av: 600

Length of Period (min)
5+[35 x N (µ=1,σ 2 =0.1)]
→ min: 5, av: 40
5+[15 x N (µ=1,σ 2 =0.1)]
→ min: 5, av: 20

Table 4: Security Application Sound Change Parameters

The costs of running the alarm operating mode is set in our simulation as
follows. According to the sound level in the area as an indicator, the security
firm charges $50 for switching to alarm mode (i.e. initial service fee), and
$1 for each minute that it checks upon the monitored area. Furthermore, we
have set the total value of valuables in the monitored area to be $200,000;
hence, the losses amount to this value if the switch to alarm mode does not
happen during a security breach. These values stay the same during the
test phase, meaning that for each minute spent in test phase, the security
firm charges $1 to learn the parameters for the indicators (i.e. the sound
levels that indicate a security breach, hence the switching to alarm mode is
necessary).
The results of the experiment are presented in Figure 5 (with 95% confidence intervals as error bars). We varied the length of the test period to
see how it affects the cost of lost valuables (i.e. being less-than-necessary
cautious to switch to alarm mode) and the payment to the security firm (i.e.
being too cautious). We ran 10 cases of 100,000 minutes for each test period
length. Figure 5a shows that initially losses are very high because the learn21
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ing of necessary indicator values (i.e. sound values that require a switch) has
not been completed yet. However, once the test period length reaches about
3% of the total simulation time (as shown in Figure 5b that is the close-up
of Figure 5a), it again starts to increase with the length of test period. This
is because the security firm is paid $1 for each minute of the test period
and this cost is not recovered by the slightly better tuned indicator values.
Hence, there is an apparent trade-off between the costs of the test period and
the gains received by learning when to switch. Furthermore, Figure 5b shows
the step stair shaped cost curve and the sudden drops of losses happening
after a sequence of the same monetary losses for different test period lengths.
Those appear because certain lengths of the test period were necessary to
learn important switching cases for the rest of the simulation.
Figures also show that staying always in the safe mode causes the loss of
valuables ($200,000 average monetary loss), while keeping always the alarm
mode on incurs the payment of $100,000 to the security firm. The switch
options may result in higher losses than alarm always on strategy when the
very short test periods causes the loss of valuables. However, with longer test
periods, the switch option strategy yields losses very-close to optimal (lowest
loss line in Figure 5a corresponding to the optimal switch decision, therefore
unattainable in reality) results are achieved.
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4. Conclusion
This paper discusses resource allocation in pervasive sensor applications.
We propose the application of market mechanisms to address problems of
resource allocation from the very low level of a sensor node to the high level
pervasive sensor applications. We have simulated an application of auctions
at the sensor node level and found it to be very efficient in resolving congestion. We furthermore presented the application of switch options to dynamically select advantageous services during the operation of sensor applications,
and changing modes of operation in pervasive security applications. Our future work includes improvement and real world application of the proposed
methods.
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